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In Q1 2025, 118 incidents were publicly confirmed by victims. All of these incidents are included in 

the table at the end of the overview, with select incidents described in detail. 

Report at a glance 

This quarter, organizations from multiple industrial sectors around the world 

reported serious incidents caused by cyberattacks. These attacks resulted in 

the loss of confidential data and the interruption of IT services and key 

operational processes, including the production and supply of products. The 

most high-profile story of the quarter was undoubtedly the attack on Kuala 

Lumpur airport, which knocked out many of its information systems, including 

departure and arrival boards, check-in terminals and baggage handling systems, 

for 10 hours. 
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Incidents at large organizations 

Tata Technologies 

On January 31, Indian multinational engineering company Tata Technologies, 

which focuses on heavy machinery for the automotive, aerospace and industrial 

sectors, reported a cybersecurity incident to the National Stock Exchange of 

India. According to the company’s report, a ransomware incident prompted the 

multinational company to temporarily suspend some of its IT services. Those 

services were subsequently restored. The company's client delivery services 

remained fully functional and unaffected throughout the attack. In a statement 

to Recorded Future, the company said it launched an investigation immediately 

after discovering the cyberattack. A company spokesperson confirmed that 

there was no disruption to operations, and Tata Technologies continued to 

seamlessly deliver services to its customers. In March, the Hunters International 

ransomware group claimed responsibility for the attack on Tata Technologies, 

stating they had stolen 1.4 TB of data, consisting of 730,000 files. However, the 

group did not post any samples of the stolen files or elaborate on the type of 

documents they hold. 

Two separate attacks 

Troxler Electronic Laboratories 

Troxler Electronic Laboratories Inc., a US manufacturer of testing and quality 

control measurement equipment for the highway and construction industry as 

well as nuclear moisture/density gauges (for industrial radiography), suffered 

two separate cyberattacks in which hackers stole personal information. On 

November 10, 2024, Troxler detected suspicious activity in its network 

environment. Upon discovering this incident, Troxler promptly took steps to 

secure its network and engaged a specialized cybersecurity firm to investigate 

the nature and scope of the incident. As a result of the investigation, Troxler 

learned that an unauthorized actor accessed certain files and data stored within 

its network. Upon learning this, Troxler began a time-consuming and detailed 

reconstruction and review of the data stored on its servers at the time of the 

incident to determine whose information may have been affected. On December 

4, 2024, Troxler identified individuals whose sensitive data may have been 

included in the impacted data. Around December 11, 2024, Troxler became aware 

of additional suspicious activity that could have resulted in access to or copying 

of information from the same systems that were previously impacted. Troxler 

Construction, 

engineering 

Denial 

of IT services 

Ransomware 

Manufacturing, 

construction 

Personal data 

leakage 

Ransomware 

https://www.bseindia.com/xml-data/corpfiling/AttachLive/20eab8f4-5204-4159-9bb2-3b3eb29b6127.pdf
https://therecord.media/tata-ransomware-attack-report-incident
https://www.bleepingcomputer.com/news/security/hunters-international-ransomware-claims-attack-on-tata-technologies/
https://www.epa.gov/radtown/nuclear-gauges
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/ea36f349-67da-404b-9700-363ffe5ea43c.html
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determined that the following information may have been copied without 

authorization as a result of the event: name, Social Security number, and driver's 

license number. The RansomHub ransomware group claimed responsibility for 

the attack on Troxler Electronic Laboratories in December 2024. 

Unsuccessful negotiations  

National Presto Industries 

According to a regulatory filing with the Securities and Exchange Commission, 

National Presto Industries, a consumer products manufacturer and defense 

company based in the USA, reported a cyberattack that caused a system 

outage on March 1. Upon discovering the attack, the company activated its 

incident response team, comprised of internal personnel and external 

cybersecurity experts retained to assist with addressing the incident. The 

company conducted a forensic analysis to determine the nature, scope and 

impact of the incident. The incident temporarily impacted the company’s 

operations, including shipping and receiving, some manufacturing processes, and 

various other back-office functions, much of which was quickly restored. 

National Presto Industries implemented temporary measures to maintain critical 

functions while systems were being restored. According to the filling, the 

incident could potentially have a material impact on the company’s financial 

condition and operating results. 

The InterLock ransomware group claimed responsibility for a cyberattack on 

National Defense Corporation, a subsidiary of National Presto Industries. On its 

dark web leak site, InterLock claimed to have hacked the company and 

exfiltrated 4,200 GB of data consisting of 2,900,205 files and 449,989 folders. 

The group provided some screenshots as proof. InterLock told DataBreaches 

that it had attempted to extort the company, but the negotiations were 

unsuccessful because National Defense Corporation did not consider the 

incident to be significant. The company allegedly told InterLock that the stolen 

information would have little value to others and that it would experience minimal 

financial impact from the data breach. National Defense Corporation also 

allegedly informed InterLock that all operations were back to normal. The 

ransomware group claimed to have encrypted the systems of at least three 

National Presto Industries entities, including AMTEC, which manufactures 

ammunition and explosives for the military and law enforcement. 

Manufacturing 

Denial 

of operations, 

services and 

IT systems, 

data leakage 

Ransomware 

https://x.com/ecrime_ch/status/1864618979001524227
https://www.sec.gov/Archives/edgar/data/80172/000143774925006475/npk20250306_8k.htm
https://x.com/FalconFeedsio/status/1906109571342733822
https://databreaches.net/2025/03/31/national-defense-corporation-victim-of-ransomware-attack-discloses-breach-and-declines-to-pay-any-ransom/
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Attacks leading to denial of operations 

Marposs  

On January 26, Marposs, an Italian producer of measurement and control 

systems for the manufacturing industry, suffered a ransomware cyberattack 

that encrypted some of its servers. The attack impacted business activities in 

various ways, with more serious consequences for logistics and less for 

production. Marposs notified the relevant authorities of the incident and began 

gradually restoring its systems to resume normal operations. The company 

responded quickly by setting up a team of cybersecurity experts to minimize the 

damage. Because of the cyberattack, the company requested the activation of 

the Ordinary Layoff Fund until February 7 to protect people and the company 

itself. This tool, designed for emergency situations like this one, was applied 

partially and flexibly to the most affected sectors and was intended to be 

reduced as activities gradually resumed. 

Crystal D  

On March 7, Crystal D, a US manufacturer of crystal awards and gifts, reported 

experiencing a cyberattack that disrupted its operations, including 

communication and deliveries. Orders scheduled to ship March 7 were 

rescheduled. According to the company's statement, there was no indication 

that the hackers accessed sensitive customer information. On March 12, the 

company said it was able to communicate with customers and process orders 

again. The executive vice president of marketing and sales explained that the 

cyberbreach compelled Crystal D to temporarily shut down parts of its network. 

The company was unable to access phones and email accounts, and 

communication with customers was down. At least some orders that were set to 

ship were delayed and required rescheduling. The LockBit ransomware group 

claimed responsibility for the cyberattack on Crystal D. 

Fabricaciones Militares  

According to Cyber Press, the Argentinian state-owned military manufacturer 

Fabricaciones Militares Sociedad del Estado (Military Industries State 

Corporation) was hit by a cyberattack attributed to the MONTI ransomware 

group. The attack allegedly resulted in the theft of over 300 GB of sensitive 

data. Production was halted at the company’s Domingo Matheu small arms 

facility in Buenos Aires, delaying deliveries under the FONDEF National Defense 

Fund-backed contracts. Argentina’s Cybersecurity Agency (Unidad Fiscal 

Especializada en Ciberdelincuencia) confirmed that threat actors accessed 

Manufacturing 

Denial 

of operations 

and services 

Ransomware 

Manufacturing 

Denial 

of operations 

and services 

Ransomware 

Manufacturing 

Denial 

of operations 

and services, 

data leakage 

Ransomware 

https://www.wired.it/article/marposs-cyberattacco-cassa-integrazione/
https://www.ilrestodelcarlino.it/bologna/cronaca/marposs-sotto-attacco-criptati-i-4e224af0
https://members.asicentral.com/news/industry-news/march-2025/cyberattack-debilitates-crystal-ds-operations-communication-down-orders-rescheduled/
https://www.facebook.com/photo.php?fbid=1439955537346934&set=a.763581984984296&type=3&ref=embed_post
https://members.asicentral.com/news/industry-news/march-2025/crystal-d-reports-progress-on-overcoming-cyberattack-fallout/
https://x.com/FalconFeedsio/status/1909621786389467151
https://cyberpress.org/argentinas-military-attack/
https://x.com/H4ckManac/status/1896299288751456380
https://agendamalvinas.com.ar/en/noticia/ciberataque-a-fabricaciones-militares-riesgo-de-seguridad-y-silencio-oficial
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sensitive documents. On its dark web portal, the MONTI group mocked the 

management of Fabricaciones Militares for its insufficient cooperation, which, 

according to Cyber Press, suggests that negotiations were underway to recover 

the stolen information. 

Ålands Centralandelslag  

According to local press, two Finnish dairy and bakery production companies of 

the Åland Central Cooperative (Ålands Centralandelslag, ÅCA) – Ålandsmejeriet 

and Ålandsbagarn – were subjected to a cyberattack on March 5. After several 

hours of intensive work, all systems were operational again. Some operations 

were delayed because some processes were being carried out analogically for 

security reasons. ÅCA warned its customers to remain vigilant for any unusual 

communications from the company. 

Imaflex 

On February 21, Imaflex, a Canadian manufacturer of solutions for the flexible 

packaging space, polyethylene (plastic) film and bags, announced that a 

cybersecurity incident had occurred, disrupting its systems and operations. 

Imaflex immediately took steps to contain and mitigate any potential impact on 

its data and operations. The company launched a comprehensive investigation 

to determine the source and extent of the incident, working closely with third-

party cybersecurity experts in line with industry best practices. Although 

operations were impacted, Imaflex continued to manufacture, ship and perform 

back-office functions as required, albeit with some temporary workarounds. On 

March 27, the company announced that it had restored its systems and resumed 

normal operations. Imaflex reported to the Attorney General of the 

Commonwealth of Massachusetts that sensitive personally identifiable 

information in its care had been compromised. 

Kuala Lumpur International Airport  

According to a joint statement from Malaysia’s National Cyber Security Agency 

and Malaysia Airports Holdings Berhad, the computer disruptions that affected 

Kuala Lumpur International Airport were the result of a cyberattack. The 

coordinated statement confirmed that the attack began on March 23, causing 

operational disruptions across critical airport systems. The Malaysian prime 

minister stated that he refused to pay the US$10 million ransom demanded by 

the hackers. No further technical details were disclosed. Despite the attack, 

Malaysia Airports officials confirmed that core operations at Kuala Lumpur 

International Airport were not significantly impacted. However, reports and 
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https://www.landsbygdensfolk.fi/nyheter/cyberattack-mot-aca-snabbt-under-kontroll
https://www.imaflex.com/English/news-and-events/press-releases/press-release-details/2025/Imaflex-Announces-Cyber-Security-Incident/default.aspx
https://www.imaflex.com/English/news-and-events/press-releases/press-release-details/2025/Imaflex-Resumes-Normal-Operations-Following-Cybersecurity-Incident/default.aspx
https://www.mass.gov/doc/2025-571-imaflex-inc/download
https://www.malaysiaairports.com.my/en/media-centre/news/1562
https://www.scmp.com/week-asia/politics/article/3303835/malaysias-anwar-says-no-way-us10-million-ransom-demand-end-airport-cyberattack
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photographs circulating online indicated that several terminal systems, including 

flight information displays, check-in kiosks, and baggage handling, were rendered 

inoperable for over 10 hours. This forced airport staff to revert to manual 

operations, using whiteboards and markers to communicate departure times. A 

former Malaysian member of parliament drew attention to the prolonged outage. 

The Qilin ransomware gang claimed responsibility for the attack. The attackers 

said they stole 2 TB of data during the attack.  

Unimicron Technology 

According to a bulletin published in the Taiwan Stock Exchange portal, a China-

based subsidiary of Taiwanese manufacturer of printed circuit boards and 

integrated circuit carriers Unimicron Technology Corp. was hit by a ransomware 

attack. The statement said that the incident occurred on January 30 and 

affected Unimicron Technology (Shenzhen) Corp. The company stated that the 

impact on its operations was limited and that it had engaged an external cyber 

forensics team to analyze the incident and help implement defense measures. 

Unimicron did not confirm a data breach. The Sarcoma ransomware group 

claimed responsibility for an attack on Unimicron in February and published 

samples of files allegedly stolen from the company’s systems during the attack. 

The threat actors claimed to be holding 377 GB of database files and documents 

exfiltrated from the company. BleepingComputer reached out to Unimicron for 

an updated statement addressing Sarcoma’s allegations, but there was no 

immediate response. 

Astral Foods 

On March 16, South African poultry producer Astral Foods confirmed that it had 

suffered a cybersecurity incident. The attack caused downtime in the poultry 

processing division, which impacted deliveries to customers and resulted in a 

production backlog. Although the company swiftly implemented disaster 

recovery protocols, the temporary halt in operations resulted in financial losses. 

The Poultry Division was negatively impacted by the downtime in processing and 

deliveries to customers. This resulted in a loss of revenue and additional costs to 

catch up on the production backlog. No confidential information or sensitive 

data of customers, suppliers or individual stakeholders was compromised as a 

result of the cyber-intrusion.  

Manufacturing, 
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Ransomware 
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https://securityexpress.info/kuala-lumpur-airport-cyberattack-ransom-demand-for-10-million/
https://x.com/weechookeong/status/1904095239473893464
https://www.comparitech.com/news/ransomware-gang-says-it-hacked-the-malaysias-kuala-lumpur-international-airport/
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=214002&spoke_date=20250201&co_id=3037
https://x.com/H4ckManac/status/1889263458266317099
https://www.bleepingcomputer.com/news/security/sarcoma-ransomware-claims-breach-at-giant-pcb-maker-unimicron/
https://www.astralfoods.com/assets/Documents/News/SENS/2025/25.03.24%20Announcement%20-%20Voluntary%20trading%20update.VF.pdf
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Ganong Bros. 

According to local media, Canadian candy manufacturer Ganong Bros. was hit by 

a ransomware attack. The company discovered the incident on February 22, 

2025. Operations at the facility in St. Stephen were temporarily disrupted. Upon 

discovering the attack, Ganong Bros. immediately took countermeasures to 

protect its network and data. These measures included retaining third-party 

cybersecurity experts and external legal counsel to assist with containment and 

remediation and to conduct a forensic investigation to determine the extent of 

the incident. In particular, Ganong’s investigation aimed to determine the extent 

to which any data, including personal information, may have been compromised. 

Ganong declined to comment on whether a ransom was demanded or paid. In 

March, the PLAY ransomware group claimed responsibility for the attack on 

Ganong Bros. 

The attack, which lasted almost a year 

Littleton Electric Light and Water Departments 

Dragos published a report describing its work assisting the Littleton Electric 

Light & Water Department (LELWD), a public power utility, in combating the 

advanced threat group VOLTZITE, which had persistent access to LELWD's 

network. Since the start of 2023, VOLTZITE, a threat group identified by Dragos 

that overlaps with Volt Typhoon, has been responsible for the widespread 

compromise of industrial organizations across critical infrastructure sectors. 

Dragos found evidence of lateral movement by the hackers and data exfiltration. 

However, an investigation revealed that the compromised information did not 

include any sensitive customer data. The utility was also able to change its 

network architecture to remove any advantages for the adversary.   

Dragos told SecurityWeek that the LELWD breach was discovered in November 

2023. An investigation revealed that the hackers had been in the organization’s 

network since February 2023, for more than 300 days. In the case of the LELWD 

power utility, the hackers were seen collecting data on OT systems. Dragos 

believes Volt Typhoon is one of several active threat groups capable of 

developing and testing “specific and meaningful attacks on ICS”. They have also 

been observed exfiltrating geographic information system (GIS) data containing 

critical information about the spatial layout of energy systems in many cases 

outside of the LELWD hack. 
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https://www.country94.ca/2025/03/14/ganong-in-st-stephen-hit-by-ransomware-cyber-attack/
https://x.com/FalconFeedsio/status/1896295972793458827
https://www.dragos.com/wp-content/uploads/2025/03/Dragos_Littleton_Electric_Water_CaseStudy.pdf
https://www.microsoft.com/en-us/security/blog/2023/05/24/volt-typhoon-targets-us-critical-infrastructure-with-living-off-the-land-techniques/
https://www.securityweek.com/chinas-volt-typhoon-hackers-dwelled-in-us-electric-grid-for-300-days
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Appendix. Full list of confirmed incidents 

Victim Industry / Profile Country Impact features Date of notification / Date of 
incident (if known) / 
Suspected attackers 

Garden of Life Manufacturing / 
Dietary 
supplement 
manufacturer 

USA Personal data 
leakage 

January 17, 2025 
December 18, 2024 

Avery Products Manufacturing / 
Label and sticker 
manufacturer 

USA Personal data 
leakage 
Ransomware 

January 13, 2025 
July 18, 2024 

Prodinger Manufacturing / 
Packaging 
solution 
manufacturer 

Germany Data leakage, 
denial of IT 
services and 
product delivery 
Ransomware 

January 21, 2025 
December 6, 2024 

All American 
Poly 

Manufacturing / 
Blown film 
extrusion 
manufacturer 

USA Personal data 
leakage 
Ransomware 

January 27, 2025 
August 26, 2024 
RansomHub 

Mizuno USA Manufacturing / 
Sports equipment 
and sportswear 
manufacturer 

USA 
Japan 

Personal data 
leakage 
Ransomware 

January 30, 2025 
August 21, 2024 
BianLian 

Flashforge Manufacturing / 
3D printer 
and filament 
manufacturer 

China Data leakage January 20, 2025 

Mayer Steel 
Pipe 
Corporation 

Manufacturing / 
Steel pipe 
manufacturer 

Taiwan Denial 
of IT services 

February 2, 2025 

Fashion 
Box/Replay 

Manufacturing / 
Textile 
manufacturer   

Italy Data leakage, 
personal data 
leakage 

February, 2025 
January 29, 2025 

Natures 
Organics 

Manufacturing / 
Environmentally 
conscious 
cleaning and 
personal care 
product 
manufacturer 

Australia Data leakage 
Ransomware 

February 12, 2025 
January 30, 2025 
Medusa 

Raymond 
Limited 

Manufacturing / 
Fabric 
manufacturing 
and real estate 
company 

India Denial 
of IT systems 
Ransomware 

February 19, 2025 
RansomHub 

https://oag.ca.gov/system/files/Garden%20of%20Life%20LLC%20-%20Consumer%20Notification%20Letter.pdf
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/8f537b8f-8b01-4030-9d3c-6db31e7ab030.html
https://www.prodinger-verpackung.de/fileadmin/250121_Behebung-Gefahrenlage-Cyber-Angriff_PRODINGER-Gruppe.pdf
https://www.prodinger.de/fileadmin/241213_Vertrieb-FAQ_final.pdf
https://www.mass.gov/doc/2025-141-all-american-poly-corp/download
https://x.com/FalconFeedsio/status/1833985024338919869
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/f716f675-ac96-440d-aa1d-bb41ca8e545e.html
https://x.com/H4ckManac/status/1855850282963349793
https://www.facebook.com/flashforge3dprinters/posts/pfbid0pqz5xb6VY2eHoTbRZEUEfgyfRgUaFFovwyCxHLFnWwbGzrLsrdJiB8Ec4zWc2hJgl
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=151504&spoke_date=20250202&co_id=2020
https://www.replayjeans.com/news-communication-stakeholders
https://www.cyberdaily.au/security/11699-exclusive-natures-organics-confirms-medusa-ransomware-attack
https://x.com/_venarix_/status/1889362939192160692
https://api.raymond.in/uploads/investor/1739951359033Intimation%20of%20IT%20Security%20Incident%20-%20February%2019,%202025.pdf
https://x.com/Comparitech/status/1900256125129281793
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GIGAFLIGHT 
Connectivity, 
Inc. 

Manufacturing / 
Aerospace wire 
manufacturer 

USA Personal data 
leakage 

January 29, 2025 
May 20, 2024 

Textiles Coated Manufacturing / 
Textile 
manufacturer 

USA Denial 
of IT systems, 
personal data 
leakage 

February 4, 2025 
November 1, 2024 

Mid-State 
Industrial 

Manufacturing / 
Provider 
of manufacturing, 
repairing, 
designing, 
disassembling 
and transporting 
expertly designed 
equipment and 
machinery 

USA Personal data 
leakage 
Ransomware 

February 11, 2025 
January 23, 2025 
Play 

SMC 
Corporation of 
America 

Manufacturing / 
Pneumatic 
control device 
manufacturer 

USA 
Japan 

Personal data 
leakage 
Ransomware 

February 3, 2025 
December 3, 2024 
Qilin 

Nuna Baby 
Essentials 

Manufacturing / 
Baby product 
manufacturer 

USA 
Netherlands 

Personal data 
leakage 

February 21, 2025 
September 8, 2024 

Daedong-USA Manufacturing / 
Agricultural 
machinery 
manufacturer 

USA Personal data 
leakage 

February 20, 2025 
January 12, 2024 

Racal Acoustics Manufacturing / 
Headset 
manufacturer 

UK Denial 
of IT systems, 
personal data 
leakage 
Ransomware 

February 24, 2025 
May 2, 2024 
RansomHub 

Hartson-
Kennedy 

Manufacturing / 
Countertop 
manufacturer 

USA Personal data 
leakage 
Ransomware 

February 20, 2025 
June 24, 2024 
Clop 

Stiiizy Manufacturing / 
Cannabis 
producing 
company 

USA Personal data 
leakage 

January 8, 2025 
October 10, 2024 
Everest 

McMillan 
Electric 
Company 

Manufacturing / 
Electric motor 
maker 

USA Personal data 
leakage 
Ransomware 

February 13, 2025 
October 29, 2024 
Medusa 

McLanahan 
Corporation 

Manufacturing / 
Engineering and 
manufacturing 
equipment 
provider 

USA Personal data 
leakage 

February 28, 2025 
February 23, 2024 

https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/41c3d558-cfde-4e93-a615-6e51e4339251.html
https://ago.vermont.gov/document/2025-02-04-textiles-coated-data-breach-notice-consumers
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/223bd215-7165-4da5-9cf0-ea1d4876fafb.html
https://x.com/FalconFeedsio/status/1887114591848505629
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/260762c6-7592-487d-83f9-c8268994fea4.html
https://x.com/FalconFeedsio/status/1901604857716379799
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/4de2d35c-9472-4c72-a05c-199f29bc7bff.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/4e88deb0-1468-4236-9b22-ac33146f6f2d.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/8956cbce-2c2e-4a58-8a89-9a51dcd48bdf.html
https://x.com/FalconFeedsio/status/1801270935816728874
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/88d45c93-8eba-4511-8284-106b3de3931f.html
https://x.com/FalconFeedsio/status/1841893155391865110
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/b106a1e2-b6d3-48f8-828a-a578bfff5582.html
https://x.com/H4ckManac/status/1861015926012866589
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/dbfb250d-1f97-48da-99f5-b77fd7761da1.html
https://mcmillanelectric.com/security-incident/
https://x.com/FalconFeedsio/status/1853731532063826120
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/9af36e54-01c3-433d-a5c8-4021fed5fbec.html


  

   

 

 
A BRIEF OVERVIEW OF THE MAIN INCIDENTS  

IN INDUSTRIAL CYBERSECURITY. Q1 2025  

13 

© 2025 AO KASPERSKY LAB 

 

Mity, Inc. Manufacturing / 
Furniture 
manufacturer 

USA Personal data 
leakage 
Ransomware 

January 27, 2025  
March 6, 2024 

JSP 
International 
Group 

Manufacturing / 
Synthetic resin 
and plastic 
material 
manufacturer 

USA 
Japan 

Personal data 
leakage 
Ransomware 

February 7, 2025 
RansomHub 

Commercial 
Specialty Truck 
Holdings 

Manufacturing / 
Truck body and 
aftermarket part 
producer 

USA Personal data 
leakage 

February 13, 2025 

Big Green Egg Manufacturing / 
Grill and cooking 
system 
manufacturer 

USA Personal data 
leakage 
Ransomware 

February 4, 2025 
July 26, 2024 
RansomHub 

Oceanside 
Glasstile 
Company 

Manufacturing / 
Glass and tile 
manufacturer 

USA Personal data 
leakage 
Ransomware 

February 12, 2025  
August 15, 2024  
RansomHub 

Finn 
Corporation 

Manufacturing / 
Landscaping 
equipment 
manufacturer 

USA Denial 
of IT systems, 
personal data 
leakage 
Ransomware 

February 12, 2025  
November 12, 2024  
DragonForce 

Fortis Solutions 
Group 

Manufacturing / 
Packaging 
solutions 

USA Personal data 
leakage 

February 18, 2025 
January 5, 2024 

Title 9 Sports Manufacturing / 
Athletic clothing 
manufacturer 

USA Personal data 
leakage 

February 21, 2025 
November 2, 2024 

Standard 
Calibrations 

Manufacturing / 
Measurement 
products and 
services company 

USA Personal data 
leakage 
Ransomware 

February 20, 2025 
November 30, 2024 
Play 

QualiTech Food & beverage, 
manufacturing / 
Plant nutrition, 
animal nutrition, 
and food 
ingredient 
product 
manufacturer 

USA Personal data 
leakage 
Ransomware 

February 21, 2025 
November 19, 2024 
Lynx 

Ålands Central-
andelslag 
(Ålandsmejeriet 
and 
Ålandsbagarn) 

Food and 
beverage, 
manufacturing / 
Dairy and bakery 
production 

Finland Denial 
of operations 

March 6, 2025 
March 5, 2025 

https://www.ag.idaho.gov/content/uploads/2025/02/01-27-2025-Mity-Inc.pdf
https://www.mass.gov/doc/2025-223-jsp-international-group-ltd/download
https://x.com/FalconFeedsio/status/1889128664341659655
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://www.mass.gov/doc/2025-244-the-big-green-egg-inc/download
https://x.com/Comparitech/status/1891520721521660040
https://mm.nh.gov/files/uploads/doj/remote-docs/oceanside-glasstile-20250212.pdf
https://x.com/FalconFeedsio/status/1829250372788944923
https://mm.nh.gov/files/uploads/doj/remote-docs/finn-20250212.pdf
https://x.com/FalconFeedsio/status/1868770203192197139
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/ca689038-a799-4e89-8bd8-fe2b139dc597.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/0aa11435-9a70-4f1e-8462-495be7e39e42.html
https://ago.vermont.gov/document/2025-02-20-standard-calibrations-data-breach-notice-consumers
https://x.com/FalconFeedsio/status/1864749398632358159
https://mm.nh.gov/files/uploads/doj/remote-docs/qualitech-20250221.pdf
https://x.com/Comparitech/status/1894408646240432565
https://www.landsbygdensfolk.fi/nyheter/cyberattack-mot-aca-snabbt-under-kontroll
https://www.landsbygdensfolk.fi/nyheter/cyberattack-mot-aca-snabbt-under-kontroll
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Advanced Foam 
Recycling / 
Amalgamate 
Processing 

Manufacturing / 
Foam supply 
company 

USA Personal data 
leakage 

February 24, 2025 
June 25, 2024 

Suit-Kote 
Corporation 

Manufacturing / 
Asphalt product 
manufacturer 

USA Denial 
of IT systems, 
personal data 
leakage 
Ransomware 

February 26, 2025 
October 16, 2024 
Black Basta 

Mark Dunning 
Industries 

Utilities / Waste 
management 

USA Personal data 
leakage 

February 7, 2025 
November 7, 2023 

Adval Tech 
Group 

Manufacturing / 
Innovative plastic 
and metal 
component 
manufacturer 

Switzerland Denial 
of IT systems  
Ransomware 

March 3, 2025 
March 2, 2025 
Lynx 

Numotion Manufacturing / 
Medical 
equipment 
manufacturer 

USA Personal data 
leakage 

March 7, 2025 
September 2, 2024 

Keding 
Enterprises Co. 

Manufacturing / 
Wood product 
manufacturing 
company 

Taiwan Denial 
of IT systems  

March 17, 2025 

Johnson Health 
Tech 

Manufacturing / 
Fitness and 
wellness product 
manufacturer 

Taiwan Ransomware March 25, 2025 
CrazyHunter 

Sheng Yu Steel Manufacturing / 
Steel product 
manufacturer 

Taiwan Denial 
of IT systems  
Ransomware 

March 30, 2025 
Underground 

Brucha Manufacturing / 
Insulated panel 
manufacturer 

Austria Denial 
of IT systems  
Ransomware 

March 7, 2025 
March 3, 2025 

Troxler 
Electronic 
Laboratories 

Manufacturing / 
Testing/quality 
control 
measurement 
equipment 
manufacturer 

USA Personal data 
leakage 
Ransomware 

December 30, 2024 
October 29, 2024 
RansomHub 

National Presto 
Industries 

Manufacturing / 
Consumer 
product 
manufacturer and 
defense company 

USA Denial 
of operations, 
services and 
IT systems, data 
leakage 
Ransomware 

March 1, 2025 
InterLock 

https://ago.vermont.gov/sites/ago/files/documents/2025-02-24%20Amalgamate%20Processing%20Inc%20dba%20Advanced%20Foam%20Recycling%20to%20Consumers.pdf
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/53bb8adc-d1eb-4416-9082-5aa836756bf9.html
https://x.com/TMRansomMon/status/1858825010430853165?lang=ms
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/7cb1d435-0f43-4c1f-8561-751e3947d4e6.html
https://eqs-cache.advaltech.com/pdf/en/2946781/20250302_ATH_MM_Cyber%2BAttacke_English.pdf
https://x.com/Comparitech/status/1897702060671267309
https://ago.vermont.gov/sites/ago/files/documents/2025-03-07%20United%20Seating%20and%20Mobility%20dba%20Numotion%20Data%20Breach%20Notice%20to%20Consumers.pdf
https://www.numotion.com/data-security-incident
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=103955&spoke_date=20250317&co_id=6655
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=161226&spoke_date=20250325&co_id=1736
https://x.com/_venarix_/status/1904262392470786049
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=2&spoke_time=211609&spoke_date=20250330&co_id=2029
https://x.com/FalconFeedsio/status/1909555323418861877
https://www.noen.at/niederoesterreich/wirtschaft/schon-wieder-hacker-cyberangriff-auf-brucha-wir-haben-unsere-daten-selbst-zurueckerobert-464492626
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/ea36f349-67da-404b-9700-363ffe5ea43c.html
https://x.com/ecrime_ch/status/1864618979001524227
https://www.sec.gov/Archives/edgar/data/80172/000143774925006475/npk20250306_8k.htm
https://x.com/FalconFeedsio/status/1906109571342733822
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Marposs Manufacturing / 
Producer 
of measurement 
and control 
systems for the 
manufacturing 
industry 

Italy Denial 
of operations 
and services 
Ransomware 

January 28, 2025 
January 26, 2025 

Crystal D Manufacturing / 
Manufacturer 
of crystal awards 
and gifts 

USA Denial 
of operations 
and services 
Ransomware 

March 7, 2025 
LockBit 

Fabricaciones 
Militares 
Sociedad del 
Estado 

Manufacturing / 
Military 
manufacturer 

Argentina Denial 
of operations 
and services, 
data leakage 
Ransomware 

March 3, 2025 
Monti 

Imaflex Manufacturing / 
Manufacturer 
of solutions 
for the flexible 
packaging space, 
polyethylene 
(plastic) film and 
bags 

Canada Denial 
of operations, 
denial 
of IT systems, 
personal data 
leakage 

February 21, 2025 
February 17, 2025 

Prime 
Technological 
Services 

Electronics, 
manufacturing / 
Electronics 
manufacturing 
service provider 

USA Personal data 
leakage 

January 2025 

Nan Ya Printed 
Circuit Board 
Corporation 

Electronics, 
manufacturing / 
Circuit board 
manufacturer 

Taiwan Denial 
of IT systems  

February 2, 2025 

Unimicron 
Technology 

Electronics, 
manufacturing / 
Circuit board 
manufacturer 

Taiwan Ransomware January 30, 2025 
Sarcoma 

Transcend 
Information 

Electronics, 
manufacturing / 
Storage, 
multimedia and 
industrial product 
manufacturer 

Taiwan Denial 
of IT systems  
Ransomware 

February 7, 2025 
RansomHub 

Fortune Electric Energy, 
manufacturing / 
Power 
transformer and 

Taiwan Denial 
of IT systems  
Ransomware 

February 8, 2025 
Lynx 

https://www.ilrestodelcarlino.it/bologna/cronaca/marposs-sotto-attacco-criptati-i-4e224af0
https://members.asicentral.com/news/industry-news/march-2025/cyberattack-debilitates-crystal-ds-operations-communication-down-orders-rescheduled/
https://x.com/FalconFeedsio/status/1909621786389467151
https://cyberpress.org/argentinas-military-attack/
https://x.com/H4ckManac/status/1896299288751456380
https://www.imaflex.com/English/news-and-events/press-releases/press-release-details/2025/Imaflex-Announces-Cyber-Security-Incident/default.aspx
https://www.mass.gov/doc/2025-571-imaflex-inc/download
https://www.mass.gov/doc/2025-38-prime-technological-services-llc/download
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=62059&spoke_date=20250203&co_id=8046
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=214002&spoke_date=20250201&co_id=3037
https://x.com/H4ckManac/status/1889263458266317099
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=2&spoke_time=165114&spoke_date=20250207&co_id=2451
https://x.com/Comparitech/status/1891443933739180044
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=191745&spoke_date=20250209&co_id=1519
https://x.com/FalconFeedsio/status/1892633708014010585
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switchgear 
manufacturer 

Unikorn 
Semiconductor 
Corporation 

Electronics, 
manufacturing / 
Semiconductor 
foundry 

Taiwan Unknown March 4, 2025 

Smiths Group Construction and 
engineering / 
General 
industrial, safety 
and security, 
energy, and 
aerospace market 
contactor 

UK Denial 
of IT systems  

January 28, 2025 

Tata 
Technologies 

Construction and 
engineering / 
Automotive, 
aerospace, 
industrial heavy 
machinery 

India Denial 
of IT services 
Ransomware 

January 31, 2025 

Edw. C. Levy Construction and 
engineering / 
Concrete and 
asphalt 
manufacturer 

USA Denial 
of IT systems, 
personal data 
leakage 
Ransomware 

January 16, 2025 
October 29, 2023 

InterCon 
Construction 

Energy, 
construction / Oil 
and gas pipelines, 
facility 
management, 
horizontal 
directional 
drilling, overhead 
and electric 
services, 
telecommunicatio
ns, utility design 
work 

USA Personal data 
leakage 
Ransomware 

January 30, 2025 
November 9, 2024 
Hunters International 

Argenio Bros. Construction and 
engineering / 
Highway and 
street 
construction 

USA Personal data 
leakage 

January 23, 2025 
October 28, 2024 

KMB Design 
Group 

Construction and 
engineering / 
Telecommunicati
ons engineering, 
traditional civil, 

USA Personal data 
leakage 
Ransomware 

January 28, 2025 
December 30, 2024 
BlackBasta 

https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=154354&spoke_date=20250304&co_id=3714
https://www.smiths.com/news-and-insights/news/2025/cyber-security-incident
https://www.bseindia.com/xml-data/corpfiling/AttachLive/20eab8f4-5204-4159-9bb2-3b3eb29b6127.pdf
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/78b6770d-0b77-4fc8-a22a-789e87d3c35b.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/66b79528-9ff1-4b17-b9de-99a612d4a253.html
https://x.com/FalconFeedsio/status/1863996475715539017
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/d623374a-b318-491d-be2a-88b2a8379a8a.html
https://www.mass.gov/doc/2025-153-kmb-design-group-llc/download
https://x.com/Comparitech/status/1885337766948393068
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mechanical, 
electrical, 
environmental, 
structural, solar, 
energy 
engineering 
services, fielding 
and construction 
management 
services 

O’Connor 
Corporation 

Construction and 
engineering / 
Industrial, 
mechanical, 
and safety 
construction 
services 

USA Denial 
of IT systems, 
personal data 
leakage 

January 31, 2025 
November 23, 2024 

James H. Maloy Construction and 
engineering / 
Heavy highway 
and site 
development 
contractor 

USA Denial 
of IT systems, 
personal data 
leakage 
Ransomware 

January 30, 2025 
November 5, 2024 
Akira 

IMI Construction and 
engineering / 
Precision fluid 
engineering 

UK Unknown February 6, 2025 

Lighthouse 
Electric 
Company 

Construction and 
engineering / 
Electrical 
construction and 
maintenance 
service contractor 

USA Personal data 
leakage 
Ransomware 

February 4, 2025 
October 21, 2024 
RansomHub 

Canyon State 
Electric 

Construction and 
engineering / 
Provider of 
commercial 
electric 
contracting 
services 

USA Personal data 
leakage 

February 7, 2025 
January 8, 2025 

Nijhuis Bouw BV Construction and 
engineering / 
Housing complex, 
industrial 
building, 
shopping mall, 
apartment, and 

Netherlands Personal data 
leakage 
Ransomware 

February 28, 2025 

https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/ee9802b2-3086-47c9-97f0-a004326972a4.html
https://ago.vermont.gov/document/2025-01-30-james-h-maloy-data-breach-notice-consumers
https://x.com/FalconFeedsio/status/1859377374359589272
https://www.imiplc.com/media/press-releases/cyber-security-incident
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/78e3035e-ebae-4152-a71b-b25372622be5.html
https://x.com/FalconFeedsio/status/1852522545477824679
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/4c460bfd-2745-4a5c-b787-866440fd099c.html
https://www.degoedewoning.nl/over-ons/nieuws-en-publicaties/nieuws/cyberaanval-bij-nijhuis-bouw-bv/
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warehouse 
developer 

Trident 
Maritime 
Systems 

Construction and 
engineering / 
Engineering 
solutions in 
marine interiors, 
distributed ship 
systems, electro-
mechanical 
solutions, and 
automation 
and control 

USA Personal data 
leakage 

February 17, 2025 
February 1, 2023 

American 
Plumbing & 
Heating 
Corporation 

Manufacturing / 
Plumbing 
manufacturer 

USA Denial 
of IT systems, 
personal data 
leakage 
Ransomware 

February 4, 2025 
December 17, 2024 
RansomHub 

Yazoo Valley 
Electric Power 
Association   

Utility / Electrical 
power and 
maintenance 
services provider 

USA Personal data 
leakage 
Ransomware 

January 30, 2025 
August 23, 2024 
Akira 

Stadtwerke 
Schwerte 

Utility / Gas, 
water and 
electricity 
provider 

Germany Denial 
of IT systems, 
denial 
of IT services 

March 5, 2025 

Edesur 
Dominicana 

Utility / Electricity 
provider 

Dominican 
Republic 

Ransomware March 13, 2025 
March 11, 2025 
Hunters International 

Water and 
Sewerage 
Corporation 

Utility / 
Sanitation and 
water treatment 
company 

Bahamas Ransomware March 21, 2025 

AMA S.p.A. 
(Azienda 
Municipale 
Ambiente) 

Utility / 
Environment 
management 
solution provider 

Italy Denial 
of IT services 

March 24, 2025 

Littleton Electric 
Light & Water 
Department 

Utility / Water 
and electricity 
provider 

USA Data leakage March 12, 2025 

Clutch 
Industries 

Automotive, 
manufacturing / 
Automotive 
clutch system 
manufacturer 

Australia Data leakage 
Ransomware 

January 21, 2025 
Lynx 

Port of Ostend Logistics and 
transportation 

Belgium Denial 
of IT systems 
and services 

February 11, 2025 
February 10, 2025 

https://oag.ca.gov/system/files/Trident%20Maritime%20Systems%20-%20Sample%20Notice.pdf
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/ca13ae44-511f-43a7-bec9-72b5eb1c4cd4.html
https://x.com/FalconFeedsio/status/1877765602363969670
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/93c8c3c5-1c8d-47bc-bf45-aefb701811f9.html
https://x.com/ecrime_ch/status/1855943569267101885
https://www.stadtwerke-schwerte.de/newsroom/news/cyberattacke-auf-internes-netz
https://noticiassin.com/edesur-confirma-ataque-cibernetico-pero-descarta-filtracion-de-datos-1802891/
https://x.com/FalconFeedsio/status/1899460300312605090
https://ewnews.com/water-and-sewerage-corporation-responds-to-cybersecurity-incident/
https://www.rainews.it/tgr/lazio/articoli/2025/03/attacco-cyber-ai-sistemi-informatici-di-ama-disagi-per-gli-utenti-della-societa-7eedf181-c875-40f5-882e-2d6d7a2935a4.html
https://www.dragos.com/wp-content/uploads/2025/03/Dragos_Littleton_Electric_Water_CaseStudy.pdf
https://www.cyberdaily.au/security/11613-exclusive-aussie-manufacturer-clutch-industries-confirms-cyber-incident
https://x.com/FalconFeedsio/status/1881147994948751637
https://www.brusselstimes.com/belgium/1438978/port-of-ostend-targeted-by-cyberattack
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Biagi Bros. Logistics and 
transportation / 
3PL, 
warehousing, and 
trucking solution 
provider 

USA Personal data 
leakage 
Ransomware 

February 25, 2025 
December 31, 2024 
Cactus 

Anellotech Chemicals, 
manufacturing / 
Sustainable 
chemical 
manufacturer 

USA Personal data 
leakage 
Ransomware 

February 26, 2025 
December 24, 2024 

NioCorp 
Developments 

Mining, 
manufacturing / 
Critical mineral 
development 

USA Misdirected 
vendor 
payments 

February 14, 2025 

Galliker’s Dairy 
Company 

Food and 
beverage, 
manufacturing / 
Dairy product 
producer 

USA Personal data 
leakage 

February 2025 
June 23, 2024 
 

Boart Longyear 
Group 

Mining, 
manufacturing / 
Provider 
of drilling 
services, drilling 
equipment, and 
performance 
tooling for mining 
and drilling 
companies 

USA Personal data 
leakage 
Ransomware 

March 6, 2025 
June 29, 2024 
Dark Angels 
 

Bavaria Sausage   Food and 
beverage, 
manufacturing / 
Sausage and meat 
product 
manufacturer 

USA Personal data 
leakage 

March 3, 2025 
April 6, 2024 

Purecoat North 
/ Purecoat 
International 

Manufacturing / 
Provider 
of application 
coating services 
utilized by 
the aerospace, 
electronics, 
transportation 
and microwave 
industries 

USA Personal data 
leakage 

March 4, 2025 
November 19, 2024 

Pocket Nurse Manufacturing / 
Manufacturer 

USA Personal data 
leakage 

March 3, 2025 

https://oag.ca.gov/system/files/Biagi%20Bros.%2C%20Inc.%20-sample%20notice.pdf
https://x.com/FalconFeedsio/status/1884609570636492841
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/7edf300b-bbfa-4f88-8b53-50f55a4b1c31.html
https://www.sec.gov/Archives/edgar/data/1512228/000153949725000735/n2574_x251-8k.htm
https://gallikers.com/wp-content/uploads/2025/02/Gallikers-Website-Notice.pdf
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/163820e6-1238-4fa8-bdd6-5b87672d5d12.html
https://x.com/MalGamy12/status/1833286720592191807
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/38c10bd6-099a-44da-b91f-88d3516e959a.html
https://www.mass.gov/doc/2025-394-purecoat-north-llc-and-purecoat-international-llc/download
https://www.mass.gov/doc/2025-376-pocket-nurse-enterprises-llc/download


  

   

 

 
A BRIEF OVERVIEW OF THE MAIN INCIDENTS  

IN INDUSTRIAL CYBERSECURITY. Q1 2025  

20 

© 2025 AO KASPERSKY LAB 

 

and distributor of 
medical supplies 
and equipment 
for simulation 
and healthcare 
education 

Jonti-Craft Manufacturing / 
Furniture 
manufacturer 

USA Personal data 
leakage 
Ransomware 

March 5, 2025 
October 18, 2024 
BlackBasta 

Engine Power 
Source 

Manufacturing / 
Industrial engine 
distributor 

USA Personal data 
leakage 
Ransomware 

March 6, 2025 
January 1, 2025 
Lynx 

TERREPOWER Automotive, 
manufacturing / 
Auto part 
manufacturer 

USA Personal data 
leakage 

March 7,2025 
December 12, 2024 

Erickson 
Companies 

Manufacturing, 
construction / 
Framing system 
manufacturer 

USA Personal data 
leakage 

March 12, 2025 
November 16, 2024 

Trinity 
Petroleum 
Management 

Energy, 
construction / 
Oil and gas 
service provider 

USA Personal data 
leakage 
Ransomware 

February 13, 2025 
October 10, 2024 
BianLian 

IKAV Energy Energy / 
Exploration 
and production 
energy company 

USA Personal data 
leakage 
Ransomware 

March 13, 2025 
DragonForce 

OBI Food and 
beverage, 
manufacturing / 
Fresh, frozen 
and canned wild 
Alaska seafood 
producer 

USA Personal data 
leakage 

March 11, 2025 
August 12, 2024 

F.tech R&D 
North America 

Manufacturing / 
Chassis system 
manufacturer for 
the automotive 
industry 

USA Personal data 
leakage 
Ransomware 

March 7, 2025 
Qilin 

Connecticut 
Container 
Corporation / 
Unicorr 
Packaging 
Group 

Manufacturing / 
Manufacturer 
of custom 
corrugated 
products and 
protective 
packaging 

USA Personal data 
leakage 
Ransomware 

March 11, 2025 
January 26, 2025 
Akira 

https://mm.nh.gov/files/uploads/doj/remote-docs/jonti-craft-20250305.pdf
https://x.com/TMRansomMon/status/1858860442627527066
https://mm.nh.gov/files/uploads/doj/remote-docs/engine-power-source-20250306.pdf
https://x.com/FalconFeedsio/status/1884972328343257127
https://mm.nh.gov/files/uploads/doj/remote-docs/terrepower-20250307.pdf
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/ff856794-669c-4747-9c50-42b12b7f374e.html
https://ago.vermont.gov/sites/ago/files/documents/2025-03-10%20Trinity%20Petroleum%20Management%20Data%20Breach%20Notice%20to%20Consumers.pdf
https://x.com/FalconFeedsio/status/1860093624350068840
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://www.comparitech.com/news/multi-billion-dollar-energy-investment-firm-notifies-hundreds-of-a-data-breach-that-compromised-ssns/
https://obiseafoods.com/news/notice-of-data-breach
https://oag.ca.gov/ecrime/databreach/reports/sb24-600139
https://www.mass.gov/doc/2025-427-ftech-rd-north-america-inc/download
https://x.com/FalconFeedsio/status/1890399964565475532
https://ago.vermont.gov/document/2025-03-11-connecticut-container-corporation-dba-unicorr-packaging-group-data-breach-notice
https://x.com/FalconFeedsio/status/1900553179223261569
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Grede Holdings Manufacturing / 
Manufacturer 
of high-quality 
ductile, gray, and 
specialty iron 
castings for the 
mobility industry 

USA Denial 
of IT systems, 
personal data 
leakage 
Ransomware 

March 5, 2025 
January 27, 2025 
Cactus 

Topy America Automotive, 
manufacturing / 
Steel wheel 
manufacturer 
for a variety 
of automotive 
manufacturers 

USA Personal data 
leakage 

March, 2025 
December 8, 2024 

Mark Thomas Construction and 
engineering / 
Planning, design 
and construction 
management 
of municipal 
infrastructure 

USA Personal data 
leakage 

March 17, 2025 
October 11, 2024 

Leisure Time 
Products / 
Backyard 
Discovery 

Manufacturing / 
Wooden outdoor 
playset 
manufacturer 

USA Personal data 
leakage 
Ransomware 

March 17, 2025 
October 31, 2024 
Clop/ EMBARGO 

Geokon Manufacturing / 
Geotechnical and 
structural 
instrumentation 
manufacturer 

USA Personal data 
leakage 
Ransomware 

March 19, 2025 
January 30, 2025 
Lynx 

Great Western 
Drilling 
Company 

Energy / 
Production and 
acquisition of oil 
and gas 

USA Personal data 
leakage 

March 20, 2025 

Fireproof 
Contractors 

Construction and 
engineering / 
Fireproofing, 
thermal and 
acoustical 
insulation, 
waterproofing, 
and firestop 
service 

USA Personal data 
leakage 
Ransomware 

March 24, 2025 
Nitrogen 

Strauss Brands Food and 
beverage, 
manufacturing / 
Grass-fed beef 
manufacturer 

USA Personal data 
leakage 
Ransomware 

March 19, 2025 
Medusa 

https://mm.nh.gov/files/uploads/doj/remote-docs/grede-holdings-20250310.pdf
https://x.com/FalconFeedsio/status/1894016682793873444
https://www.mass.gov/doc/2025-471-topy-america-inc/download
https://topyamerica.com/wp-content/uploads/topysecurityincident.pdf
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/a152eea5-cc69-4fed-a769-5848da9f0efc.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/9020b79e-2c08-4f3f-939a-1dd60199e154.html
https://x.com/FalconFeedsio/status/1888796186225610838
https://ago.vermont.gov/document/2025-03-19-geokon-data-breach-notice-consumers
https://x.com/FalconFeedsio/status/1892733143930556532
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://x.com/FalconFeedsio/status/1869033036970635378
https://www.mass.gov/doc/2025-506-strauss-brands-llc/download
https://x.com/FalconFeedsio/status/1808127571626020976
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Astral Foods Food and 
beverage, 
manufacturing / 
Poultry producer 

South Africa Denial 
of operations 
and services, 
financial losses 

March 24, 2025 
March 16, 2025 

Ganong Bros. Food and 
beverage, 
manufacturing / 
Candy 
manufacturer 

Canada Denial 
of operations 
Ransomware 

March 14, 2025 
February 22, 2025 
Play 

CSG Consultants Construction and 
engineering / 
Building, 
engineering and 
construction 
management 
service provider 

USA Personal data 
leakage 
Ransomware 

March 20, 2025 
August 2024 
Akira 

Sunnking 
Electronics 
Recycling 

Electronics / Free 
and convenient 
electronics 
recycling 

USA Personal data 
leakage 

March 28, 2025 
February 5, 2025 

Plaisted 
Companies 

Manufacturing, 
construction / 
Construction and 
landscaping 
material 
manufacturer 

USA Denial 
of IT systems, 
personal data 
leakage 
Ransomware 

March 26, 2025 
September 2024 
Play 

Smiths 
Interconnect 
and Smiths 
Interconnect 
Americas 

Electronics, 
manufacturing / 
Manufacturer 
of electronic 
components, 
microwave, 
optical and radio 
frequency 
products and sub-
systems 

USA 
UK 

Personal data 
leakage 

March 27, 2025 
January 23, 2025 

Mission Bell 
Mfg 

Manufacturing, 
construction / 
Custom 
architectural 
millwork and 
casework 
manufacturer 

USA Personal data 
leakage 

March 20, 2025 
January 31, 2025 

Power Test 
Industries 

Manufacturing / 
Dynamometers 
and heavy 
equipment 

USA Denial 
of IT systems, 
personal data 
leakage 
Ransomware 

March 3, 2025 
April 29, 2024 
LockBit 

https://www.astralfoods.com/assets/Documents/News/SENS/2025/25.03.24%20Announcement%20-%20Voluntary%20trading%20update.VF.pdf
https://www.country94.ca/2025/03/14/ganong-in-st-stephen-hit-by-ransomware-cyber-attack/
https://x.com/FalconFeedsio/status/1896295972793458827
https://mm.nh.gov/files/uploads/doj/remote-docs/csg-consultants-20240324.pdf
https://x.com/FalconFeedsio/status/1841138776636342325
https://mm.nh.gov/files/uploads/doj/remote-docs/sunnking-sustainable-solutions-20250328.pdf
https://mm.nh.gov/files/uploads/doj/remote-docs/plaisted-companies-20250331.pdf
https://x.com/FalconFeedsio/status/1836541219565908052
https://www.mass.gov/doc/2025-558-smiths-interconnect-americas-inc/download
https://www.smiths.com/news-and-insights/news/2025/cyber-security-incident
https://oag.ca.gov/ecrime/databreach/reports/sb24-600915
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/6304a438-c54f-422c-8614-3512fb84a9b1.html
https://x.com/FalconFeedsio/status/1797143729582596524
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testing system 
manufacturer 

Continental 
Aerospace 
Technologies 

Manufacturing / 
Aircraft engine 
manufacturer 

USA Denial of IT 
systems, 
personal data 
leakage 

March 13, 2025 
February 12, 2024 

Champion 
Home Builders 

Construction and 
engineering / 
Modular 
homebuilder 

USA Personal data 
leakage 
Ransomware 

March 31, 2025 
January 16, 2025 
Clop 

Cardo Systems Electronics, 
manufacturing / 
Manufacturer of 
communication 
devices for 
groups in motion 

Israel Personal data 
leakage 

March 14, 2025 
January 28, 2025 

Lane 
Automotive 

Automotive, 
manufacturing / 
Steel wheel 
manufacturer 
for a variety 
of automotive 
manufacturers 

USA Personal data 
leakage 

March 12, 2025 
March 23, 2023 

Eckert & Ziegler 
Isotope 
Products 

Manufacturing / 
Supplier 
of radioactive 
isotopes and 
related products 
for medical and 
industrial 
applications 

USA Personal data 
leakage 

March 6, 2025 
February 2, 2025 

Eckert & Ziegler 
SE 

Manufacturing / 
Supplier 
of radioactive 
isotopes and 
related products 
for medical and 
industrial 
applications 

Germany Denial 
of IT systems 

February 13, 2025 

OEC Freight 
Companies 

Logistics and 
transportation / 
Freight 
forwarding and 
logistics services 

USA Personal data 
leakage 

March 14, 2025 
May 13, 2024 

Vorwerk Manufacturing / 
Kitchen appliance 
manufacturer 

Germany Personal data 
leakage 

February 7, 2025 

https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/2b45c3dd-bde1-4ad4-a88a-fecab2e9be65.html
https://www.ftnonline.co.uk/2024/02/21/continental-aerospace-under-cyberattack-that-is-disrupting-daily-operations-at-the-engine-manufacturers-alabama-site/
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/18304f27-770e-4948-b168-3030b2e703df.html
https://x.com/ecrime_ch/status/1885571340234576076
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/535ada05-c13d-4864-8415-0d7db6c638b8.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/a4cecf9f-280b-4bfd-a9dd-f8f5e68780a9.html
https://www.mass.gov/doc/2025-419-eckert-ziegler-isotope-products-inc/download
https://www.ezag.com/press/detail/?newsid=2936841
https://dojmt.gov/wp-content/uploads/2025/03/Consumer-notification-letter-250.pdf
https://www.spiegel.de/netzwelt/gadgets/thermomix-daten-von-millionen-kunden-geleakt-a-3fdde071-8f88-48cb-8487-a0573372f502
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Hofmann 
Fördertechnik 

Logistics and 
transportation / 
Intralogistics 
service provider 

Germany Denial of IT 
systems and 
services 

March 31, 2025 
Hunters International 

Kuala Lumpur 
International 
Airport 

Logistics and 
transportation 

Malaysia Denial of 
operations and 
services 
Ransomware 

March 25, 2025 
March 23, 2025 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

https://www.hofmann-foerdertechnik.com/news/news-details/hofmann-foerdertechnik-von-cyberangriff-betroffen
https://x.com/FalconFeedsio/status/1908896979389653379
https://www.malaysiaairports.com.my/en/media-centre/news/1562
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Kaspersky Industrial Control Systems Cyber Emergency Response Team (Kaspersky ICS CERT)  

is a global Kaspersky project aimed at coordinating the efforts of automation system vendors, 

industrial facility owners and operators, and IT security researchers to protect industrial enterprises 

from cyberattacks. Kaspersky ICS CERT devotes its efforts primarily to identifying potential 

and existing threats that target industrial automation systems and the industrial internet of things. 

Kaspersky ICS CERT ics-cert@kaspersky.com 

https://ics-cert.kaspersky.com/
mailto:ics-cert@kaspersky.com

