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In Q2 2025, 135 incidents were publicly confirmed by victims. All of these incidents are included in 

the table at the end of the overview, with select incidents described in detail. 

Report at a glance 
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Incidents at large organizations 

Samsung Germany 

According to the cybercrime intelligence firm Hudson Rock, a threat actor, going 

by the pseudonym GHNA published approximately 270,000 customer records 

allegedly stolen from Samsung Germany’s ticketing system. GHNA apparently 

gained access to Samsung’s system using stolen credentials from a Spectos 

account used for monitoring and service quality improvements. The credentials 

were compromised in 2021, when an employee’s computer was infected with the 

Raccoon Infostealer. Hudson Rock identified personally identifiable information 

such as names, addresses, email addresses, as well as transaction information, 

order numbers, tracking URLs, support interactions, and communication 

between customers and Samsung. 

On April 1, Samsung provided Heise and CSO with a brief statement saying that 

an incident involving unauthorized access to customer data had occurred on an 

IT system belonging to one of Samsung's business partners in Germany. 

Samsung said it took the security of its customers' data very seriously and was 

investigating the extent of the incident. 

On April 7, the Spectos service provider released a statement. According to the 

statement, a cloud server belonging to Spectos was compromised by a targeted 

cyberattack on March 29. The attackers exploited a vulnerability in a secondary 

server to gain unauthorized access to data storage within the cloud 

infrastructure. Personal data from two customers was collected and published 

on the dark web. Additional activity by the attacker was detected on April 2. This 

resulted in the immediate shutdown of the affected servers and the hiring of the 

external cybersecurity service provider G DATA to conduct a forensic 

investigation. Spectos informed all the relevant authorities in accordance with 

applicable legal regulations. 

Manufacturing, 

electronics 

Personal data 

leakage 

https://www.infostealers.com/article/samsung-tickets-data-leak-infostealers-strike-again-in-massive-free-dump/
https://www.heise.de/news/Datenleck-270-000-Kundentickets-von-Samsung-im-Darknet-10335172.html
https://www.csoonline.com/article/3952979/hacker-steals-customer-data-from-samsung-germany.html
https://spectos.com/de/news/spectos-targeted-by-criminal-cyber-attack-immediate-measures-initiated/
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Attacks leading to insolvency 

Eu-Rec 

German disposal company Eu-Rec learned on April 7 that it had fallen victim to a 

cyberattack despite extensive security measures. It couldn't be ruled out that 

unauthorized third parties had gained access to personal data during the attack. 

The personal data of an estimated 200 private customers and business 

contacts was exposed. According to the Mercur news portal, the cyberattack 

forced Eu-Rec to file for insolvency with the Trier District Court. The report 

stated that the company was already in a strained financial situation due to rising 

energy prices and fluctuating orders. The cyberattack exacerbated the situation 

by causing significant disruption to operations. Despite the insolvency, Eu-Rec's 

business operations will continue in full. Employees' wages were secured through 

insolvency benefits. The Safepay ransomware group claimed responsibility for 

the attack. 

Fasana 

In May, a cyberattack disrupted operations at German paper napkin 

manufacturer Fasana, leaving the company facing insolvency. According to a 

report in the Kölner Stadtanzeiger newspaper, on May 19, all systems, including 

PCs and laptops, were paralyzed, and all the printers began printing ransom 

notes. One employee stated that orders worth more than 250,000 euros could 

not be fulfilled on May 20, and no significant revenue was generated over the 

following two weeks. Employees did not receive their May salaries on time. The 

insolvency administrator noted that the company couldn’t even print a delivery 

note and that business operations were completely paralyzed. Approximately 

190 laptops and PCs were collected, scanned, and had all programs reinstalled. IT 

specialists were called in to enable communication and get production up and 

running as quickly as possible. Three weeks after the attack, the full range of 

programs was apparently still unavailable. For instance, it was reported that 

customer service was using only one computer.  

According to a report by WDR, Fasana suffered a ransomware attack by a group 

known to the police. The malware spread rapidly, locking computers and 

encrypting files. No publicly tracked ransomware gang claimed responsibility for 

the attack. 

 

Manufacturing 

Denial 

of operations, 

insolvency 

Ransomware 

Utilities, waste 

management 

Denial 

of operations, 

personal 

data leakage, 

insolvency 

Ransomware 

https://www.eu-rec.de/wp-content/uploads/2025/04/Schreiben-Datenschutzbehoerde-Website.pdf
https://www.merkur.de/wirtschaft/in-die-insolvenz-cyberangrif-treibt-familienunternehmen-93698578.html#google_vignette
https://x.com/FalconFeedsio/status/1921275676700610587
https://www.ksta.de/region/euskirchen-eifel/stadt-euskirchen/euskirchen-stotzheim-fasana-stellt-nach-cyberangriff-insolvenzantrag-1042377
https://www1.wdr.de/nachrichten/rheinland/insolvenz-nach-cyberangriff-bonn-100.amp
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Attack with cyber-physical effect  

Lake Risevatnet dam 

According to the Norwegian energy news agency Energiteknikk, unknown 

attackers hacked a Norwegian dam and remotely opened its water valve to full 

capacity in April. The incident affected the Lake Risevatnet dam in the 

municipality of Bremanger in Western Norway. The valve operated at full 

capacity for four hours before the unauthorized intervention was detected and 

contained. Fortunately, the attack resulted in minimal damage, as the volume of 

water only slightly exceeded the minimum water flow requirement. The water 

level exceeded the minimum norm by 497 liters per second, while local authorities 

said the riverbed could withstand up to 20,000 liters per second. An 

investigation found that the hack was possible due to a weak password for the 

valve's web control panel. This is considered a common problem for many 

industrial control systems. However, it was unclear whether the valve was 

intentionally turned on at full power. 

On April 10, the dam operator notified the National Security Authority, which 

shared the information with the dam safety unit of the Norwegian Directorate of 

Water Resources and Energy. A document seen by journalists noted that the 

attack originated in Russia, though the Directorate did not confirm this. 

Attacks leading to denial of operations 

Sensata Technologies 

Sensata Technologies Holding, a US global industrial technology company that 

makes mission-critical sensors, electrical protection components, and sensor-

rich solutions, experienced a ransomware incident on April 6 that encrypted 

certain devices in its network. According to a Form 8-K filed with the US 

Securities and Exchange Commission (SEC), the incident temporarily impacted 

Sensata Technologies’ operations, including shipping, receiving, manufacturing, 

production and various other support functions. The company implemented 

interim measures to restore certain functions, but the timeline for a full recovery 

was not known. A preliminary investigation identified evidence that files were 

taken from the company’s environment. Sensata Technologies worked to 

identify and review the files involved. 

Upon discovery of the incident, Sensata Technologies immediately activated its 

response protocols and implemented containment measures, including 

Manufacturing 

Denial 

of operations 

and services, 

data leakage 

Ransomware 

Utilities, water 

supply 

Denial 

of operations 

https://energiteknikk.net/2025/06/hackere-apnet-ventil-pa-fullt-ved-dam-anlegg/
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477294/cb96720a-b805-40a2-a3aa-0be192481c0a.pdf
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proactively taking its network offline. The company also launched an 

investigation with the assistance of third-party cybersecurity professionals. In 

coordination with legal counsel, Sensata Technologies notified law enforcement 

of the matter and supported its investigation. As of the date of the Form 8-K, 

Sensata Technologies did not expect the incident to materially impact the 

company’s financial results and operations for the three months ending June 30, 

2025. However, the full scope and impact of the incident was still unknown and it 

could be determined in the future that the incident was material to the 

company's financial statements and results of operations. 

Kintetsu World Express 

Kintetsu World Express, a Japanese logistics provider that offers air and sea 

cargo services globally, confirmed that it had fallen victim to a ransomware 

attack that disrupted some of its systems. Kintetsu World Express first reported 

service disruptions affecting certain customers on April 23, when the attack was 

first discovered. No additional details were provided at that time.  

In a statement issued on April 28, the company announced that an investigation 

had determined the cause of the failure to be unauthorized access to the 

system by a third party through ransomware. Some operations continued to be 

affected. Kintetsu World Express established an Emergency Response 

Headquarters to conduct investigations, including a forensic investigation, to 

identify the scope of the incident’s impact and its cause. The investigations 

were conducted in coordination with external professionals. The company also 

consulted with and reported to the Japanese police regarding the incident. In a 

statement issued on April 30, the company said it was in the process of 

restoring the affected systems. Most systems remained fully functional, 

enabling the company to support customers with minimal disruption. 

Optimax Technology Corporation 

According to a bulletin from the Taiwan Stock Exchange portal published on 

April 7, the information systems of Taiwanese polarizer manufacturer Optimax 

Technology Corporation were attacked by hackers. Once the cyberattack was 

detected, the company immediately activated relevant defense mechanisms to 

minimize the cybersecurity risks. There was no evidence of personal data or 

internal document leaks, and there was no significant impact on the company's 

operations. The company continued to enhance the security controls of its 

network and information infrastructure, while closely monitoring them to ensure 

information security. In April, the Qilin ransomware group and another actor 

named Devman claimed responsibility for the attack on Optimax Technology 

Corporation. 

Transportation, 

logistics 

Denial 

of operations 

and services 

Ransomware 

Manufacturing 

Denial 

of operations 

Ransomware 

https://www.kwe.com/news/information/250423.html
https://www.kwe.com/news/news/250428.html
https://www.kwe.com/news/information/250430.html
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=153314&spoke_date=20250407&co_id=3051
https://www.hendryadrian.com/ransom-optimax-technology/


  

   

 

 
A BRIEF OVERVIEW OF THE MAIN INCIDENTS  

IN INDUSTRIAL CYBERSECURITY. Q2 2025  

9 

© 2025 AO KASPERSKY LAB 

 

Excellence Optoelectronics 

According to a bulletin from the Taiwan Stock Exchange portal published on 

June 5, Taiwanese LED lamp and component manufacturer Excellence 

Optoelectronics suffered a cyberattack targeting its intranet and information 

systems. The company immediately activated relevant defense mechanisms to 

avoid any impact on information security and global operations. There was no 

significant impact on the company's operations. The company said it would 

continue to closely monitor and strengthen its information security measures. 

Holz Ruser 

German wood processing company Holz Ruser suffered a cyberattack on April 

17, according to a local news outlet. The owner and managing director said at the 

time that the full extent of the damage could not be assessed until April 23 due 

to the holidays. The malware reportedly spread to the entire IT system and 

paralyzed business operations. No further information was available at the time 

of the announcement. 

Masimo Corporation 

According to a Form 8-K filing with the US Securities and Exchange Commission, 

US medical equipment manufacturer Masimo Corporation identified 

unauthorized activity on its on-premises network on April 27. Upon detection, 

the company activated its incident response protocols and implemented 

containment measures, including the proactive isolation of affected systems. 

Masimo Corporation promptly commenced an investigation with the help of 

third-party cybersecurity professionals to assess, mitigate, and remediate the 

incident. The company also notified and coordinated with law enforcement. As a 

result of the incident, some of the company’s manufacturing facilities operated 

below normal levels, and the company’s ability to process, fulfill, and ship 

customer orders in a timely manner was temporarily impacted. The company 

worked diligently to restore normal business operations, bring the affected 

portions of its network back online, and mitigate the impact of the incident. The 

full scope, nature, and impact of the incident were unknown. The company 

believed the incident did not affect its cloud-based systems and appeared to be 

unrelated to them. 

Manufacturing 

Denial 

of operations 

and services 

Manufacturing 

Denial 

of operations 

Manufacturing, 

electronics 

Denial 

of IT systems 

and operations 

Ransomware 

https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=5&spoke_time=165411&spoke_date=20250605&co_id=6288
https://www.euwid-holz.de/news/unternehmen/geschaeftsbetrieb-bei-holz-ruser-durch-hackerangriff-lahmgelegt-250425/
https://www.sec.gov/ix?doc=/Archives/edgar/data/937556/000110465925045035/tm2514064d1_8k.htm
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Nucor 

The US steel company Nucor Corporation identified a computer security breach 

involving unauthorized access to certain information technology systems. 

According to a Form 8-K filing with the US Securities and Exchange Commission 

on May 14, the company took steps to contain and respond to the incident. 

These steps included implementing its incident response plan and notifying 

federal law enforcement authorities. Production operations were temporarily 

suspended at some plants, but were later restarted. In a subsequent filing with 

the US Securities and Exchange Commission, Nucor Corporation confirmed that 

the attackers also stole data from compromised systems. The company said it 

had restored access to systems impacted by the breach, and believed the 

threat actor no longer had access to its IT systems. According to Nucor 

Corporation, the cybersecurity incident did not have a material impact, nor was it 

reasonably likely to have, a material impact on the company’s business 

operations. 

Breton 

On May 1, Breton, an Italian company that produces machines and plants for 

engineered stone and metalworking, suffered a cyberattack. According to a 

post on its website, the attack affected the IT infrastructure at the company’s 

headquarters, temporarily compromising some operating systems. Thanks to its 

prepared and tested computer emergency response plan, the company 

environment was completely secured, and operations were quickly restored. 

Arla Foods 

Arla Foods, a Danish dairy company with operations in Germany, was affected by 

a cybersecurity incident. The company identified suspicious activity at its Upahl 

dairy site that impacted the local IT network. Production was temporarily 

affected as a result of the safety measures initiated in response to the incident. 

Production and IT experts worked diligently to resume normal operations at the 

site, with the company systematically restarting systems to ensure a return to 

full functionality. Arla Foods informed affected customers of possible delivery 

delays and cancellations. BleepingComputer asked the company if the attack 

involved data theft or encryption, but Arla declined to share any additional 

information. 

Manufacturing, 

food and 

beverage 

Denial 

of IT systems 

and operations 

Manufacturing 

Denial 

of IT systems 

and operations 

Manufacturing, 

metallurgy 

Denial 

of IT systems 

and operations, 

data leakage 

https://www.sec.gov/Archives/edgar/data/73309/000119312525119311/d795264d8k.htm
https://d18rn0p25nwr6d.cloudfront.net/CIK-0000073309/0741b3df-efb6-4d81-b518-1cf8b0071c22.html
https://www.sec.gov/Archives/edgar/data/73309/000119312525143135/d926586d8ka.htm
https://breton.it/it_eu/news-and-events/breton-comunica-attacco-informatico-prontamente-gestito
https://www.just-food.com/news/arla-factory-in-germany-hit-by-cyber-incident/
https://www.bleepingcomputer.com/news/security/arla-foods-confirms-cyberattack-disrupts-production-causes-delays/
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Wellteam 

According to a local media report, German packaging manufacturer Wellteam 

fell victim to a cyberattack that impacted nearly every operational process, 

halting machinery and transportation. The attack rendered machines inoperable 

and prompted the company to send employees home. Wellteam reportedly 

became aware of the attack on May 23. Initially, internal communications were 

affected. Despite the implementation of extensive protective measures in 

accordance with internal emergency procedures, serious disruptions ultimately 

occurred. Production was severely disrupted. Wellteam declined to disclose 

further details about the attack. The company stated that because they reacted 

quickly, no data – neither employee nor customer – was leaked. 

Siloking 

On June 15, German agricultural machinery manufacturer Siloking was hit by a 

cyberattack that caused operational disruptions. In response to a request, the 

company stated in a press release that ransomware had encrypted systems. 

Production continued in emergency mode. After the cyberattack was 

discovered, the authorities and the State Criminal Police Office were 

immediately notified. The network and all the company computers were 

reinstalled. In June, the Qilin ransomware group claimed responsibility for the 

attack on Siloking. 

Estes Forwarding Worldwide 

On June 25, US logistics company Estes Forwarding Worldwide told 

FreightWaves that it had been hit by a cyberattack on May 28. Estes Forwarding 

Worldwide said it had notified employees and customers of the attack. The 

company assured that there was no significant disruption to its business. Thanks 

to robust cybersecurity protocols, system redundancies, and the swift response 

of the IT team and third-party security experts, the company was fully 

operational within hours. Estes Forwarding Worldwide expressed gratitude for 

the support of its parent company, Estes Express Lines, throughout the incident. 

Neither Estes LTL nor Estes Logistics were impacted by the attack. EFW said it 

would enhance its security measures. In June, the Qilin ransomware group 

claimed responsibility for the attack on Estes Forwarding Worldwide. 

Transportation, 

logistics 

Denial 

of operations 

Ransomware 

Manufacturing 

Denial 

of IT systems 

and operations 

Ransomware 

Manufacturing 

Denial 

of operations 

and services 

https://www.westfalen-blatt.de/owl/kreis-herford/herford/herforder-unternehmen-im-notbetrieb-3316980?pid=true&ueg=default
https://www1.wdr.de/nachrichten/westfalen-lippe/wellteam-cyberangriff-herford-100.html
https://www.siloking.com/news/artikel/cyber-angriff-auf-siloking-in-tittmoning
https://www.pnp.de/lokales/landkreis-traunstein/cyberangriff-legt-siloking-lahm-produktion-laeuft-nur-im-notbetrieb-18931292
https://x.com/FalconFeedsio/status/1938610632624046396
https://www.freightwaves.com/news/estes-forwarding-worldwide-hit-by-cyberattack
https://x.com/FalconFeedsio/status/1937204381797277935
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United Natural Foods 

US grocery supplier and distributor United Natural Foods filed a Form 8-K with 

the US Securities and Exchange Commission, disclosing that unauthorized 

access to their system was discovered on June 5. The company promptly 

activated its incident response plan, implementing containment measures that 

included proactively taking certain systems offline. These measures temporarily 

impacted the company’s ability to fulfill and distribute customer orders. The 

incident caused disruptions to business operations that were expected to 

continue. With the help of third-party cybersecurity professionals, United 

Natural Foods worked actively to assess, mitigate, and remediate the incident 

and notified law enforcement. According to its business continuity plans, United 

Natural Foods implemented workarounds to continue servicing its customers 

where possible. The company continued working to restore its systems and bring 

them safely back online. 

Appendix. Full list of confirmed incidents 

Victim Industry/Profile Country Impact 

features 

Date 

of notification/ 

Date of incident 

(if known)/ 

Suspected 

attackers 

JPW Industries Manufacturing / Machine 

and industrial equipment 

manufacturer 

USA Personal data 

leakage 

Ransomware 

April 1, 2025 

February 3, 2025 

RansomHub 

Nevro Manufacturing / Medical 

equipment manufacturer 

USA 

 

Personal data 

leakage 

April 3, 2025 

November 21, 

2024 

Gemini Industries Chemicals, 

manufacturing / High-

quality, innovative wood 

coatings manufacturer 

USA Personal data 

leakage 

Ransomware 

April 2, 2025 

October 15, 2024 

RansomHub 

Tempel Steel 

Company 

Manufacturing / High-

precision electrical steel 

USA Denial of IT 

systems, 

April 4, 2025 

February 6, 2025 

Transportation, 

logistics 

Denial 

of services 

and operations 

https://www.sec.gov/ix?doc=/Archives/edgar/data/1020859/000102085925000021/unfi-20250605.htm&7194ef805fa2d04b0f7e8c9521f97343&is=02040ec509f8c00517cc15877eb8ef4869fbbf12cbf66ea1d02559804e21bd9b
https://mm.nh.gov/files/uploads/doj/remote-docs/jpw-industries-20250401.pdf
https://x.com/FalconFeedsio/status/1898293457782722747
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://oag.ca.gov/ecrime/databreach/reports/sb24-600839
https://oag.ca.gov/ecrime/databreach/reports/sb24-600839
https://ago.vermont.gov/document/2025-04-02-gemini-industries-data-breach-notice-consumers
https://x.com/FalconFeedsio/status/1854528405695336700
https://www.mass.gov/doc/2025-599-tempel-steel-company-llc/download
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laminations 

manufacturer 

personal data 

leakage 

Ransomware 

Cactus 

VF Outdoor Manufacturing / Clothing 

manufacturer 

USA Personal data 

leakage 

April 2025 

March 13, 2025 

Lee Valley Tools Manufacturing / 

Woodworking and 

gardening tools 

manufacturer 

Canada Personal data 

leakage 

 

April 15, 2025 

October 8, 2024 

Plasser American Manufacturing / Railway 

track maintenance 

equipment and 

machinery manufacturer 

USA Personal data 

leakage 

Ransomware 

April 9, 2025 

February 2, 2025 

Safepay 

Harrison Poultry Food and beverage, 

manufacturing / Poultry 

product producer 

USA Personal data 

leakage 

 

April 10, 2025 

November 14, 

2024 

Athena 

Cosmetics 

Manufacturing / 

Cosmetics manufacturer 

USA Personal data 

leakage 

Ransomware 

April 15, 2025 

January 15, 2025 

Cactus 

KWS 

Manufacturing 

Company 

Manufacturing / 

Industrial equipment 

manufacturer 

USA Personal data 

leakage 

Ransomware 

April 15, 2025 

January 24, 2025 

Play 

Allied Telesis Manufacturing / Network 

communications solution 

manufacturer 

Japan Personal data 

leakage 

Ransomware 

April 21, 2025 

April 30, 2024 

LockBit 3.0 

Baskervill & Son, 

P.C. 

Construction 

and engineering / 

Construction and 

engineering services 

USA Personal data 

leakage 

Ransomware 

April 17, 2025 

September 13, 

2024 

Play 

Genpro Logistics and 

transportation / 

USA Personal data 

leakage 

 

April 24, 2025 

September 21, 

2024 

https://x.com/ecrime_ch/status/1899818675617583355
https://oag.ca.gov/system/files/FINAL%20-%20VF%20Sample%20Consumer%20Notice%20Letter%20%28CA%29%20-%20April%202025.pdf
https://www.mass.gov/doc/2025-629-lee-valley-tools-ltd/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/5e7b6e0a-fb5a-4e82-8ee5-7ebea20a15d5.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/a35bcfad-3871-4918-8453-7848efbbbe8a.html
https://x.com/Comparitech/status/1910695944200266031
https://www.mass.gov/doc/2025-639-harrison-poultry-inc/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/940591fe-e37c-43e1-9da6-e71e20360f90.html
https://x.com/FalconFeedsio/status/1891951150381007308
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/48351536-4c70-4b0f-8840-f78ed1955330.html
https://x.com/FalconFeedsio/status/1886562166733451616
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/109e7572-c480-40e0-b976-1585f64f40aa.htmlLee
https://www.alliedtelesis.com/sites/default/files/file/2025-04/Allied%20Telesis%20-%20Website%20Notice.pdf
https://twitter.com/H4ckManac/status/1795095168036622790
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/68fef0c2-71dc-45a0-b28b-ed3a9fc57371.html
https://twitter.com/ecrime_ch/status/1835906542471725190
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/861d1ab0-c9bf-4817-9f5c-1cd798fa769b.html
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Logistics and 

transportation company 

Silgan Containers Manufacturing / 

Packaging and container 

manufacturer 

USA Personal data 

leakage 

Ransomware 

April 25, 2025 

February 2, 2024 

LockBit 3.0 

SRAM Manufacturing / Bicycle 

component 

manufacturer 

USA Personal data 

leakage 

April 10, 2025 

March 6, 2025 

Mercury 

Corporation 

Manufacturing / Metal 

and plastic products 

manufacturer 

USA Personal data 

leakage 

April 9, 2025 

February 18, 2025 

ZTEX 

Construction 

Construction and 

engineering / Earthwork, 

underground utilities, 

asphalt paving, concrete 

paving, concrete 

retaining walls, gas line 

installation, directional 

drilling 

USA Personal data 

leakage 

 

April 16, 2025 

 

Treston IAC Manufacturing / Office 

and laboratory furniture 

manufacturer 

USA Personal data 

leakage 

Ransomware 

April 18, 2025 

November 10, 

2024 

Hunters 

International 

Maxxis 

International – 

USA 

Manufacturing / Tire 

manufacturer 

USA Personal data 

leakage 

Ransomware 

April 21, 2025 

October 17, 2024 

Black Suit 

Empire Group of 

Reading PA 

Construction and 

engineering / Demolition 

and excavation services 

provider 

USA Personal data 

leakage 

Ransomware 

April 17, 2025 

January 16, 2025 

Lynx 

Harris Steel 

Company 

Manufacturing / Steel 

slitting and processing 

manufacturer 

USA Personal data 

leakage 

Ransomware 

April 16, 2025 

DragonForce 

 

https://oag.ca.gov/ecrime/databreach/reports/sb24-601916
https://mm.nh.gov/files/uploads/doj/remote-docs/silgan-containers-20250425.pdf
https://x.com/H4ckManac/status/1762091756743455214
https://www.mass.gov/doc/2025-636-sram-llc/download
https://ago.vermont.gov/document/2025-04-10-sram-data-breach-notice-consumers
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/eedd18c7-d8ec-4151-a802-de1816568e3a.html
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://www.mass.gov/doc/2025-687-treston-iac-llc/download
https://twitter.com/FalconFeedsio/status/1862128105911202027
https://twitter.com/FalconFeedsio/status/1862128105911202027
https://ago.vermont.gov/document/2025-04-21-maxxis-international-data-breach-notice-consumers
https://x.com/RedPacketSec/status/1856064721687904367
https://www.mass.gov/doc/2025-677-empire-group-of-reading-pa-inc/download
https://x.com/ecrime_ch/status/1890850219639603253
https://www.mass.gov/doc/2025-689-harris-steel-company/download
https://x.com/FalconFeedsio/status/1911398800918261924
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CMC Design Build Construction and 

engineering / Design-

build construction 

corporation 

USA Personal data 

leakage 

 

April 22, 2025 

KYB Americas 

Corporation 

Automotive, 

manufacturing / 

Manufacturer 

of hydraulic components 

for agriculture, 

construction, forestry, 

and material handling 

industries 

USA Denial of IT 

systems, 

personal data 

leakage 

Ransomware 

April 22, 2025  

February 11, 2025 

Cactus 

American 

Standard 

Manufacturing / 

Plumbing and building 

product manufacturer 

USA Personal data 

leakage 

Ransomware 

April 23, 2025 

RansomHub 

Lion Brothers Manufacturing / 

Manufacturer of apparel 

decorations for sports, 

lifestyle and fashion 

brands 

USA Personal data 

leakage 

 

April 25, 2025  

October 5, 2024 

JLL Hut/Heads 

Up Technologies 

Manufacturing / Aviation 

and aerospace 

component 

manufacturer 

USA Personal data 

leakage 

 

April 28, 2025 

Tootsie Roll 

Industries 

Food and beverage, 

manufacturing / 

Confectionary 

manufacturer 

USA Personal data 

leakage 

 

April 29, 2025 

Crystal Geyser 

Water Company 

Food and beverage, 

manufacturing / 

Beverage manufacturer 

USA Personal data 

leakage 

April 25, 2025 

Smiths Tubular 

Systems – 

Laconia (Titeflex) 

Manufacturing / Flexible 

metal hose and tubing 

manufacturer 

USA Personal data 

leakage 

April 1, 2025 

January 23, 2025 

Technology 

Container 

Manufacturing / 

Reusable corrugated 

plastic boxes, flat sign 

USA Personal data 

leakage 

 

April 11, 2025 

https://www.mass.gov/doc/2025-703-cmc-design-build-inc/download
https://mm.nh.gov/files/uploads/doj/remote-docs/kyb-americas-corporation-20250422.pdf
https://x.com/ecrime_ch/status/1901569247844630994
https://www.mass.gov/doc/2025-712-american-standard/download
https://cybernews.com/news/american-standard-ransomware-attack-ransomhub/
https://mm.nh.gov/files/uploads/doj/remote-docs/lion-brothers-20250425.pdf
https://www.mass.gov/doc/2025-740-jll-hut-llc-dba-heads-up-technologies/download
https://www.mass.gov/doc/2025-752-tootsie-roll-industries-inc/download
https://www.mass.gov/doc/2025-724-crystal-geyser-water-company/download
https://www.mass.gov/doc/2025-582-smiths-tubular-systems-laconia-inc-dba-titeflex/download
https://www.mass.gov/doc/2025-643-technology-container-corp/download
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board and corrugated 

paper box manufacturer 

Bath Fitter 

Distributing 

Manufacturing / Bath 

and shower 

manufacturer 

Canada Personal data 

leakage 

Ransomware 

April 15, 2025 

December 4, 

2024 

BlackBasta 

InterTest Manufacturing / 

Industrial inspection 

equipment and remote 

viewing systems 

manufacturer 

USA Personal data 

leakage 

 

April 28, 2025 

February 12, 2025 

Cusanos Italian 

Bakery 

Food and beverage, 

manufacturing / Bread 

manufacturer 

USA Personal data 

leakage 

April 29, 2025 

Granby Heating 

Products 

Manufacturing / Heating 

equipment manufacturer 

Canada Personal data 

leakage 

Ransomware 

April 14, 2025 

BlackBasta 

Huntsman Building 

Solutions 

Manufacturing / 

Polyurethane spray foam 

and coatings 

manufacturer 

USA Personal data 

leakage 

 

April 28, 2025 

February 11, 2025 

WK Kellogg Co Food and beverage, 

manufacturing / Food 

manufacturer 

USA Personal data 

leakage 

Ransomware 

April 4, 2025 

December 7, 

2024 

Clop 

Aigües de Mataró Utilities / Water utility Spain Denial of IT 

services, 

personal data 

leakage 

April 23, 2025 

April 21, 2025 

Sistema 

Intermunicipal 

de los Servicios 

de Agua Potable 

y Alcantarillado 

Utilities / Water utility, 

sewerage services 

Mexico Denial of IT 

services 

 

April 10, 2025 

https://mm.nh.gov/files/uploads/doj/remote-docs/bath-fitter-distributing-20250415.pdf
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/befd3e39-1ae1-41a0-9c1b-bc9e2d061c7f.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/befd3e39-1ae1-41a0-9c1b-bc9e2d061c7f.html
https://www.hookphish.com/blog/ransomware-group-blackbasta-hits-bathfitter-com/
https://www.mass.gov/doc/2025-745-intertest-inc/download
https://www.mass.gov/doc/2025-748-cusanos-italian-bakery/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/ef590cce-d2a0-4ad9-bd48-f1b794509be0.html
https://x.com/FalconFeedsio/status/1878071755857928628
https://ago.vermont.gov/document/2025-04-28-huntsman-building-solutions-data-breach-notice-consumers
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/9b6116f8-043e-40c5-a210-c152d4edfa95.html
https://www.bleepingcomputer.com/news/security/food-giant-wk-kellogg-discloses-data-breach-linked-to-clop-ransomware/
https://therecord.media/cyberattack-water-supplier-barcelona-spain
https://x.com/siapagdl/status/1910352044634091573
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Oettinger 

Getränke 

Food and beverage, 

manufacturing / Beer 

and soft drink 

manufacturer 

Germany Unknown 

Ransomware 

 

April 24, 2025 

RansomHouse 

Nova Scotia 

Power 

Utilities / Power 

producer, transmission 

and distribution company 

Canada Denial of IT 

systems and 

services, 

personal data 

leakage 

Ransomware 

April 28, 2025 

March 19, 2025 

Swiss Post Cargo 

Germany 

Logistics and 

transportation / 

Transport, logistics, 

warehousing and 

customs clearance 

solutions  

Germany Denial of IT 

systems and 

services, data 

leakage 

 

April 25, 2025 

M.J. Biopharm Pharmaceutical, 

manufacturing / 

Biopharmaceutical 

company 

India Denial of IT 

systems 

Ransomware 

April 27, 2025 

Ushio Europe Manufacturing / Special 

lamps manufacturer 

The 

Netherlands 

Denial of IT 

systems and 

services 

Ransomware 

April 7, 2025 

Termite 

J. Dahmen Logistics and 

transportation / 

Transport, logistics, 

warehousing and 

customs clearance 

solutions 

Germany Denial of IT 

services 

Ransomware 

 

April 25, 2025 

April 23, 2025 

Akira 

Global Crossing 

Airlines 

Logistics and 

transportation / Airline 

USA unknown May 5, 2025 

Anonymous 

South African 

Airways 

Logistics and 

transportation / Airline 

South 

Africa 

Denial of IT 

systems and 

IT services 

Ransomware 

May 6, 2025 

May 3, 2025 

INC Ransom 

https://www.tag24.de/nachrichten/wirtschaft/unternehmen/oettinger-im-visier-von-hackern-cyberangriff-auf-traditionsbrauerei-3380219
https://cybernews.com/security/oettinger-brewery-ransomware-data-breach/
https://www.nspower.ca/home---cyber
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/c1f0f661-11e0-4103-a365-389293a09cef.html
https://www.post.ch/de/ueber-uns/medien/medienmitteilungen/2025/die-schweizerische-post-geht-gegen-cyberangriff-in-deutschland-vor
https://www.hindustantimes.com/cities/pune-news/cyber-attack-on-firm-with-ransom-demand-101745952867968.html
https://x.com/USHIO_Europe/status/1909234906690924837
https://x.com/FalconFeedsio/status/1917334683534385464
https://www.security-incidents.de/assets/img/incidents/9260-MitteilungJDCScreenshot.png
https://x.com/ecrime_ch/status/1925165989554991130
https://www.sec.gov/ix?doc=/Archives/edgar/data/1846084/000095017025068004/jetmf-20250505.htm
https://therecord.media/airline-carrying-out-deportation-flights-confirms-cyberattack-sec
https://www.businesslive.co.za/bd/national/2025-05-06-cyberattack-takes-out-saas-website-and-other-systems-airline-confirms/
https://www.flysaa.com/about-us/leading-carrier/media-center/media-releases/newsroom
https://x.com/FalconFeedsio/status/1923371781458370979
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Nixon Manufacturing / Watch 

and accessory 

manufacturer 

USA Personal data 

leakage 

 

May 2, 2025 

December 18, 

2024 

E.B. Archbald 

& Associates 

Energy / Energy 

production accounting 

services provider to oil 

and gas producers and 

operators 

USA Personal data 

leakage 

Ransomware 

 

May 21, 2025 

March 23, 2025 

Qilin 

TerraSource Manufacturing / 

Industrial equipment 

manufacturer 

USA Personal data 

leakage 

May 2, 2025 

 

Starkville Utilities Utilities / Electric 

and water utility 

USA Personal data 

leakage 

 

May 6, 2025 

October 23, 

2024 

Compumedics 

USA 

Manufacturing / Medical 

device manufacturer 

USA Personal data 

leakage 

May 8, 2025 

March 13, 2025 

Caltrol Manufacturing / Provider 

of automation including 

process control 

solutions, valves, 

instrumentation 

USA Personal data 

leakage 

Ransomware 

 

May 7, 2025 

January 27, 2025 

Cactus 

Kittrich Manufacturing / 

Consumer packaged 

goods manufacturer 

USA Personal data 

leakage 

May 8, 2025 

February 12, 2025 

DJH Services Energy / Oil and gas 

producer 

USA Denial of IT 

systems, 

personal data 

leakage 

May 14, 2025 

February 13, 

2025 

DC Safety Sales Manufacturing / First aid 

and preparedness 

product manufacturer 

USA Personal data 

leakage 

 

May 28, 2025 

December 11, 

2024 

Kenai Drilling Energy / Development of 

onshore and offshore oil, 

gas and geothermal wells 

USA Personal data 

leakage 

May 22, 2025 

May 17, 2025 

https://ago.vermont.gov/ago/document/2025-05-02-nixon-data-breach-notice-consumers
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/05fe8300-1c34-4ff2-b8da-1e1f935134d9.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/05fe8300-1c34-4ff2-b8da-1e1f935134d9.html
https://www.mass.gov/doc/2025-843-eb-archbald-associates-inc/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/fb7a77ed-bf73-407e-95fb-add5fe40a5ab.html
https://x.com/FalconFeedsio/status/1905021082987593940
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://ago.vermont.gov/ago/document/2025-05-06-starkville-utilities-data-breach-notice-consumers
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/221c5ffe-01e6-4cee-a930-ec734fb0e59d.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/221c5ffe-01e6-4cee-a930-ec734fb0e59d.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/838a9def-7fb7-40af-8e02-1e3c57206998.html
https://www.mass.gov/doc/2025-804-caltrol-inc/download
https://oag.ca.gov/ecrime/databreach/reports/sb24-602410
https://x.com/FalconFeedsio/status/1894839197388668931
https://oag.ca.gov/ecrime/databreach/reports/sb24-602449
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/28df8b21-d154-46fc-8bec-c6fef65c7ecb.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/78796fc8-38c3-4f7a-9eff-c900c72f821e.html
https://oag.ca.gov/ecrime/databreach/reports/sb24-603095
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PEZ Candy Food and beverage, 

manufacturing / Candy 

manufacturer 

USA Personal data 

leakage 

May 5, 2025 

Abyss 

Philadelphia 

Macaroni 

Company 

Food and beverage, 

manufacturing / Pasta 

manufacturer 

USA Personal data 

leakage 

May 5, 2025 

FOG 

Riverside Energy 

Michigan 

Energy / Development 

and exploration of oil and 

gas assets 

USA Personal data 

leakage 

May 5, 2025 

February 4, 2025 

J. Ranck Electric Construction and 

engineering / 

Construction service 

provider 

USA Personal data 

leakage 

May 7, 2025 

February 23, 

2025 

Metromont Manufacturing / Precast 

concrete manufacturer 

USA Personal data 

leakage 

May 8, 2025 

Alex Apparel Manufacturing / 

Garment manufacturer 

USA Personal data 

leakage 

 

May 12, 2025 

March 10, 2025 

Motor Controls Manufacturing / 

Industrial machinery 

manufacturer 

USA Personal data 

leakage 

May 16, 2025 

 

Pittman 

Construction 

Company 

Construction and 

engineering / Heavy 

highway construction 

services provider 

USA Personal data 

leakage 

Ransomware 

May 2025 

Lockbit3 

Kirk Corporation 

Companies 

Construction and 

engineering / Water and 

wastewater treatment 

plant construction 

USA Denial of IT 

systems, 

personal data 

leakage 

May 19, 2025 

August 7, 2024 

 

Weber Packaging 

Solutions 

Manufacturing / 

Manufacturer 

of pressure-sensitive 

labels, labeling systems, 

RFID labeling 

USA Personal data 

leakage 

Ransomware 

May 19, 2025 

October 7, 2024 

BlackBasta 

https://www.mass.gov/doc/2025-792-pez-candy-inc/download
https://x.com/FalconFeedsio/status/1864943145101988261?lang=bg
https://www.mass.gov/doc/2025-790-philadelphia-macaroni-company/download
https://x.com/FalconFeedsio/status/1848400254665953634
https://www.mass.gov/doc/2025-785-riverside-energy-michigan-llc/download
https://mm.nh.gov/files/uploads/doj/remote-docs/j-ranck-electric-20250506.pdf
https://www.mass.gov/doc/2025-812-metromont-llc/download
https://ago.vermont.gov/document/2025-05-12-alex-apparel-holdings-data-breach-notice-consumers
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://www.mass.gov/doc/2025-857-pittman-construction-company/download
https://x.com/FalconFeedsio/status/1879191626880278821
https://mm.nh.gov/files/uploads/doj/remote-docs/kirk-corporation-companies-20250519.pdf
https://www.mass.gov/doc/2025-873-weber-packaging-solutions/download
https://twitter.com/FalconFeedsio/status/1851340134438039582
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AXT Electronics, 

manufacturing / 

Semiconductor 

manufacturer 

USA Personal data 

leakage 

Ransomware 

May 20, 2025 

April 8, 2025 

DragonForce 

Amalgamated 

Sugar Company 

Food and beverage, 

manufacturing / Sugar 

production, processing, 

and manufacturing 

company 

USA Personal data 

leakage 

Ransomware 

 

May 28, 2025 

February 5, 2025 

Cactus 

Reliable Glass 

& Door 

Manufacturing / Glass 

and door services 

provider 

USA Personal data 

leakage 

 

May 12, 2025 

November 7, 

2024 

O'Neill Wetsuits Manufacturing / 

Wetsuits and water gear 

manufacturer 

USA Personal data 

leakage 

Ransomware 

 

May 23, 2025 

February 23, 

2025 

RansomHub 

Woods Hole 

Group 

Construction and 

engineering / Engineering 

solutions along the 

coast, in the ocean, and 

in wetland and terrestrial 

environments 

USA Personal data 

leakage 

 

May 6, 2025 

March 4, 2025 

Mann Lake 

Acquisition 

Manufacturing / 

Manufacturer 

of beekeeping supplies 

USA Personal data 

leakage 

May 9, 2025 

March 14, 2025 

Heartland 

Recreational 

Vehicles 

Manufacturing / Towable 

recreational vehicles 

manufacturer 

USA Personal data 

leakage 

Ransomware 

May 1, 2025 

RansomHub 

Volkswagen 

Group of America 

Automotive, 

manufacturing / 

Automotive 

manufacturer 

USA Personal data 

leakage 

Ransomware 

May 2025 

Stormous 

Industrial Service 

Solutions 

Manufacturing / Provider 

of equipment and 

applications, valves, 

actuation, motors, 

USA Personal data 

leakage 

 

May 27, 2025 

https://oag.ca.gov/system/files/Sample%20-%20Data%20Subject%20Notice%20Letter%20-%20CA%20-%202025.05.20.pdf
https://x.com/FalconFeedsio/status/1936035178394075584
https://ago.vermont.gov/document/2025-05-28-amalgamated-sugar-company-data-breach-notice-consumers
https://dojmt.gov/wp-content/uploads/2025/06/Consumer-notification-letter-1.pdf
https://x.com/Comparitech/status/1928489593323585904
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/948c554e-5177-49a7-98fd-a1198467a173.html
https://www.mass.gov/doc/2025-913-oneill-wetsuits-llc/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/2efde660-93be-43a4-9360-267ef34e894d.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/2efde660-93be-43a4-9360-267ef34e894d.html
https://x.com/FalconFeedsio/status/1901692851555365177
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/91b0d94d-c901-4cf6-acef-a1fcbc5af274.html
https://dojmt.gov/wp-content/uploads/2025/05/Consumer-notification-letter-1.pdf
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/6558a5c0-3a99-45f9-bfd6-c37b3ab913f4.html
https://www.mass.gov/doc/2025-767-heartland-recreational-vehicles/download
https://x.com/Comparitech/status/1886734369341030586
https://www.mass.gov/doc/2025-867-volkswagen-group-of-america-inc/download
https://cybernews.com/security/volkswagen-data-breach-claim-lacks-evidence/
https://www.mass.gov/doc/2025-922-industrial-service-solutions-wc-inc/download
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generators, pumps, 

compressors, coolers, 

boilers, heat exchangers, 

mixers, electrical-

equipment controls, 

peripheral equipment 

MDG Design Construction 

and engineering / 

Construction 

of residential apartment 

buildings 

USA Personal data 

leakage 

Ransomware 

 

May 28, 2025 

April 25, 2025 

Qilin 

Texas Fifth Wall 

Roofing System 

Construction and 

engineering / 

Commercial roofing 

to the construction 

and re-roof installations 

of single-ply, metal, 

and composite systems 

USA Personal data 

leakage 

Ransomware 

 

May 14, 2025 

Frag 

Pactiv Evergreen Manufacturing / 

Manufacturer of fresh 

food and beverage 

packaging 

USA Personal data 

leakage 

 

May 23, 2025 

 

Tomoku Manufacturing / Paper 

and packaging 

manufacturer 

Japan Denial of IT 

services 

May 8, 2025 

May 3, 2025 

Gunra 

Uttar Haryana Bijli 

Vitran Nigam 

Utilities / Energy 

distribution utility 

India Denial 

of services 

May 20, 2025 

May 7, 2025 

Peter Green 

Chilled 

Logistics and 

transportation / 

Logistics and 

transportation company 

UK Denial 

of services 

Ransomware 

May 20, 2025 

May 14, 2025 

Prismecs Energy / Power plant 

operator 

USA Email hijacking May 15, 2025 

Adidas Manufacturing / 

Sporting goods 

manufacturer 

Germany Personal data 

leakage 

May 23, 2025 

https://ago.vermont.gov/sites/ago/files/documents/2025-05-28%20MDG%20Design%20and%20Construction%20Data%20Breach%20Notice%20to%20Consumers.pdf
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/ce854d17-80a3-40b7-a513-72827588a0b9.html
https://x.com/FalconFeedsio/status/1919894812121297063
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://x.com/Comparitech/status/1904225926503620863
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://www.tomoku.co.jp/pdf/250508-01.pdf
https://x.com/FalconFeedsio/status/1918886361223864396
https://www.punjabijagran.com/punjab/chandigarhmohali-haryana-electricity-board-website-hacked-consumers-troubled-for-12-days-many-services-stopped-9492374.html
https://the420.in/haryana-power-utility-cyberattack-uhbvnl-website-down-electricity-services-hit/
https://www.bbc.com/news/articles/czr88myp570o
https://www.tagesanzeiger.ch/prismecs-cyberattacke-auf-betreiberin-von-reservekraftwerk-birr-622850205240
https://www.adidas-group.com/en/data-security-information
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Alpha Baking 

Company 

Food and beverage, 

manufacturing / Food 

manufacturer 

USA Personal data 

leakage 

Ransomware 

June 13, 2025 

January 22, 2025 

RansomHub 

General Digital 

Corporation 

Manufacturing / 

Manufacturer 

of industrial and military 

grade monitors 

USA Personal data 

leakage 

Ransomware 

June 5, 2025 

January 14, 2025 

Space Bears 

Bray International Manufacturing / Flow 

control and automation 

product and accessory 

manufacturer 

USA Personal data 

leakage 

 

June 20, 2025 

April 17, 2024 

Electronics for 

Imaging 

Manufacturing / Printer 

manufacturer and digital 

front ends for digital 

printing solutions 

provider 

USA Personal data 

leakage 

Ransomware 

June 20, 2025 

September 17, 

2024 

Hellcat 

Bluegrass 

Ingredients 

Food and beverage, 

manufacturing / Food 

ingredient manufacturer 

USA Personal data 

leakage 

Ransomware 

June 25, 2025 

November 05, 

2024 

Akira 

Curium Pharma Pharmaceutical, 

manufacturing / 

Pharmaceutical 

manufacturer 

France Personal data 

leakage 

 

June 20, 2025 

October 15, 2024 

Doyon Energy / Oil field 

services, utility 

management, 

engineering management 

USA Personal data 

leakage 

Ransomware 

June 12, 2025 

April 1, 2024 

Black Basta 

Colorado West 

Construction 

Construction and 

engineering / General 

building construction 

services 

USA Personal data 

leakage 

 

June 6, 2025 

May 29, 2025 

Western New 

York Energy 

Energy / Fuel ethanol 

producer 

USA Personal data 

leakage 

Ransomware 

June 4, 2025 

April 25, 2025 

SafePay 

https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/28c4bef7-98fb-460b-90ef-18caa49b59b1.html
https://x.com/FalconFeedsio/status/1898293457782722747
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/7babd7c1-1e25-4f66-ac81-f826ffed9b8a.html
https://www.mass.gov/doc/2025-984-general-digital-corporation/download
https://x.com/FalconFeedsio/status/1876828331469144370
https://www.mass.gov/doc/2025-1064-bray-international-inc/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/5af9745d-dc54-48a2-b49c-e677b95c89f3.html
https://ago.vermont.gov/sites/ago/files/documents/2025-06-20%20Electronics%20For%20Imaging%20Data%20Breach%20Notice%20to%20Consumers.pdf
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/c0d9c44e-f422-4d73-9bac-623de1cbf704.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/c0d9c44e-f422-4d73-9bac-623de1cbf704.html
https://x.com/FalconFeedsio/status/1901795436899287085
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/b7fc5c52-61ca-4927-8df4-7a32d9534120.html
https://x.com/FalconFeedsio/status/1876279470602195219
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/c20c0420-5d89-47b2-b3c9-ddbaa5349736.html
https://ago.vermont.gov/document/2025-06-19-doyon-limited-data-breach-notice-consumers
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/4717d1a7-0533-4cb7-b4f0-311e57abefd5.html
https://x.com/DailyDarkWeb/status/1780994125296292354
https://oag.ca.gov/ecrime/databreach/reports/sb24-603858
https://ago.vermont.gov/sites/ago/files/documents/2025-06-04%20Western%20New%20York%20Energy%20Data%20Breach%20Notice%20to%20Consumers.pdf
https://mm.nh.gov/files/uploads/doj/remote-docs/western-new-york-energy-20250604.pdf
https://x.com/Comparitech/status/1932450084064760180
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Optiline 

Enterprises 

Construction and 

engineering / 

Construction company 

USA Personal data 

leakage 

Ransomware 

June 9, 2025 

December 26, 

2024 

Cactus 

Nash Brothers 

Construction 

Construction and 

engineering / 

Underground utility 

construction 

USA Personal data 

leakage 

Ransomware 

June 10, 2025 

December 2024 

Lynx 

BianLian 

Delkin Devices Manufacturing / Flash 

storage devices and 

accessories 

manufacturer 

USA Personal data 

leakage 

 

June 11, 2025 

Krispy Kreme Food and beverage, 

manufacturing / 

Doughnut producer 

USA Personal data 

leakage 

Ransomware 

June 16, 2025 

November 29, 

2024 

Play 

Controlled Air Construction and 

engineering / 

Engineering, building 

automation, energy 

management, mechanical 

construction 

USA Personal data 

leakage 

Ransomware 

June 15, 2025 

RansomHub 

Infab Holdco Manufacturing / Medical 

equipment manufacturer 

USA Personal data 

leakage 

June 16, 2025 

Birdair Construction and 

engineering / Specialty 

contractor for custom 

tensile membrane 

structures 

USA Denial of IT 

systems, 

personal data 

leakage 

Ransomware 

June 20, 2025 

October 27, 

2024 

Play 

Ardurra Construction and 

engineering / Civil 

engineering company 

USA Personal data 

leakage 

 

June 20, 2025 

https://mm.nh.gov/files/uploads/doj/remote-docs/optiline-20250609.pdf
https://x.com/FalconFeedsio/status/1879481879843483986
https://www.mass.gov/doc/2025-1018-nash-brothers-construction-company/download
https://x.com/FalconFeedsio/status/1878898760203588016
https://x.com/FalconFeedsio/status/1890076376423940385
https://www.mass.gov/doc/2025-1017-delkin-devices-inc/download
https://www.mass.gov/doc/2025-1047-krispy-kreme-doughnut-corporation/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/0c411aee-5d5d-45bc-b6ad-ec41ce2bfdda.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/0c411aee-5d5d-45bc-b6ad-ec41ce2bfdda.html
https://www.bleepingcomputer.com/news/security/krispy-kreme-breach-data-theft-claimed-by-play-ransomware-gang/
https://www.mass.gov/doc/2025-1033-controlled-air-inc/download
https://x.com/FalconFeedsio/status/1902398971043311769
https://www.mass.gov/doc/2025-1040-infab-holdco-inc/download
https://ago.vermont.gov/document/2025-06-23-birdair-data-breach-notice-consumers
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/c292c50c-5930-4162-a0ee-76f8072982a4.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/c292c50c-5930-4162-a0ee-76f8072982a4.html
https://x.com/RedPacketSec/status/1858964671178371429
https://www.mass.gov/doc/2025-1067-ardurra-group-inc/download
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Case Foods Food and beverage, 

manufacturing / Poultry 

processing company 

USA Personal data 

leakage 

June 20, 2025 

J-Kraft Manufacturing / Cabinet 

manufacturer 

USA Personal data 

leakage 

Ransomware  

June 30, 2025 

Worldleaks 

Automated 

Building Systems 

Construction and 

engineering / 

Commercial building 

automation and 

integration, energy 

conservation, lighting, 

building controls provider 

USA Personal data 

leakage 

 

June 30, 2025 

February 2025 

Rio Marine Logistics and 

transportation / Repairs 

and upgrades, refits 

and installations, vessel 

maintenance, hydraulic 

systems 

USA Personal data 

leakage 

Ransomware 

June 5, 2025 

July 30, 2024 

Cactus 

Sarcoma 

Petoskey Plastics Manufacturing / Plastic 

manufacturer 

USA Personal data 

leakage 

June 27, 2025 

S.W. Cole 

Engineering 

Construction and 

engineering / 

Geotechnical 

engineering services, 

construction materials 

testing provider 

USA Personal data 

leakage 

 

June 26, 2025 

Cowboy Clean 

Fuels 

Energy / Renewable 

energy production 

USA Personal data 

leakage 

June 20, 2025 

Johnson Controls Manufacturing / 

Manufacturer of HVAC 

equipment, security 

and automation systems 

for buildings 

Ireland 

 

Denial of IT 

systems, 

personal data 

leakage 

Ransomware 

June 30, 2025 

September 24, 

2023 

Dark Angels 

City Public 

Service Energy 

Utilities / Municipal 

electric utility 

USA Personal data 

leakage 

June 2, 2025 

 

https://www.mass.gov/doc/2025-1071-case-foods-inc/download
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://x.com/RansomwareLive/status/1930287311368896856
https://mm.nh.gov/files/uploads/doj/remote-docs/automated-building-systems-20250630.pdf
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/0236977d-5a8f-4062-8d99-025bf2f77139.html
https://x.com/FalconFeedsio/status/1831980049656172987
https://x.com/H4ckManac/status/1844021242095112613
https://www.mass.gov/doc/2025-1118-petoskey-plastics-inc/download
https://www.mass.gov/doc/2025-1089-sw-cole-engineering-inc/download
https://www.mass.gov/doc/data-breach-report-2025/download
https://ago.vermont.gov/sites/ago/files/documents/2025-06-30%20Johnson%20Controls%20Data%20Breach%20Notice%20to%20Consumers.pdf
https://www.bleepingcomputer.com/news/security/johnson-controls-starts-notifying-people-affected-by-2023-breach/
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
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Associated Truss 

Company 

(Associated Truss 

& Lumber) 

Manufacturing / Wood 

building product 

manufacturer 

USA Personal data 

leakage 

 

June 30, 2025 

 

Anchor Industries Manufacturing / Tent 

manufacturer 

USA Denial of IT 

services 

Ransomware 

June 4, 2025 

May 26, 2025 

Play 

FUJIPOLY Hong 

Kong Ltd. 

Manufacturing / Thermal 

interface material 

manufacturer 

Japan Denial of IT 

systems 

Ransomware 

June 3, 2025 

SpaceBears 

Eastern Platinum 

(Eastplats) 

Mining, manufacturing / 

Mining company 

Canada Denial of IT 

systems, data 

leakage 

Ransomware 

June 16, 2025 

WorldLeaks 

WestJet Logistics and 

transportation / Airline 

Canada Denial of IT 

systems and 

IT services 

Ransomware 

June 13, 2025 

Scattered Spider 

Hawaiian Airlines Logistics and 

transportation / Airline 

USA Denial of IT 

systems  

Ransomware 

June 26, 2025 

Scattered Spider 

Farm's Best Food 

Industries Sdn 

Bhd 

Food and beverage, 

manufacturing / Food 

producer 

Malaysia Denial of IT 

services 

June 5, 2025 

June 3, 2025 

Cartier Manufacturing / Jewelry 

and watch manufacturer 

France Personal data 

leakage 

June 2, 2025 

Dior Manufacturing / Luxury 

good manufacturer 

France Personal data 

leakage 

May 13, 2025 

May 7, 2025 

Samsung Electronics, 

manufacturing / 

Manufacturing 

conglomerate 

Germany Personal data 

leakage  

April 1, 2025 

March 29, 2025 

https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://www.facebook.com/anchortents/posts/pfbid0CNoPkzmaCSAv7KTVTXgyFdGX9tnzADY93pS6SW3o7fyPEHQuFdU9Uzno5qgyQhm9l
https://www.facebook.com/anchortents/posts/pfbid0CNoPkzmaCSAv7KTVTXgyFdGX9tnzADY93pS6SW3o7fyPEHQuFdU9Uzno5qgyQhm9l
https://eu.courierpress.com/story/news/local/2025/06/05/anchor-industries-evansville-cyber-attack-play-ransomware-ransom-security-cybersecurity-news-indiana/84027576007/
https://x.com/Comparitech/status/1928483159542215161
https://www.fujipoly.co.jp/news/cat1/3d2e562c50e42bd1a29e3e0cdac607a21653f133/
https://x.com/FalconFeedsio/status/1927722314923167755
https://www.eastplats.com/investors/news-releases/2025/eastern-platinum-limited-announces-cybersecurity-incident/
https://x.com/TMRansomMon/status/1932865017524719812
https://www.westjet.com/en-ca/news/2025/advisory--cybersecurity-incident-
https://www.bleepingcomputer.com/news/security/scattered-spider-hackers-shift-focus-to-aviation-transportation-firms/
https://web.archive.org/web/20250627032139/https:/newsroom.hawaiianairlines.com/releases/hawaiian-airlines-cybersecurity-event
https://www.bleepingcomputer.com/news/security/scattered-spider-hackers-shift-focus-to-aviation-transportation-firms/
https://www.bursamalaysia.com/market_information/announcements/company_announcement/announcement_details?ann_id=3560562
https://www.securityweek.com/cartier-data-breach-jewelry-maker-warns-customers-that-personal-data-was-exposed/
https://www.globaltimes.cn/page/202505/1333930.shtml
https://www.heise.de/news/Datenleck-270-000-Kundentickets-von-Samsung-im-Darknet-10335172.html
https://spectos.com/de/news/spectos-targeted-by-criminal-cyber-attack-immediate-measures-initiated/
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Eu-Rec Utilities / High-quality 

recycling technology 

manufacturer 

Germany Denial of 

operations, 

personal data 

leakage, 

insolvency 

Ransomware 

April 7, 2025 

Safepay 

Fasana Manufacturing / Paper 

napkin manufacturer 

Germany Denial of 

operations, 

insolvency 

Ransomware 

June 12, 2025 

May 19, 2025 

Lake Risevatnet 

dam 

Utilities / Water supply Norway Denial of 

operations 

June 10, 2025 

April 2025 

Sensata 

Technologies 

Manufacturing / Mission-

critical sensors, electrical 

protection components 

and sensor-rich solutions 

USA Denial of 

operations 

and services, 

data leakage 

Ransomware 

April 6, 2025 

Kintetsu World 

Express 

Logistics and 

transportation / 

Logistics provider 

Japan Denial of 

operations 

and services 

Ransomware 

April 23, 2025 

Optimax 

Technology 

Corporation 

Manufacturing / 

Polarizer manufacturer 

Taiwan Denial of 

operations  

Ransomware 

April 7, 2025 

Qilin, Devman 

Excellence 

Optoelectronics 

Electronics, 

manufacturing / LED 

components, modules, 

and energy 

manufacturer 

Taiwan Denial of IT 

systems and 

operations  

Ransomware 

June 5, 2025 

Holz Ruser Manufacturing / 

Wooden pallets, pallets, 

slotted corrugated 

cartons manufacturer 

Germany Denial of 

operations  

 

April 25, 2025 

April 17, 2025 

https://www.eu-rec.de/wp-content/uploads/2025/04/Schreiben-Datenschutzbehoerde-Website.pdf
https://x.com/FalconFeedsio/status/1921275676700610587
https://www.ksta.de/region/euskirchen-eifel/stadt-euskirchen/euskirchen-stotzheim-fasana-stellt-nach-cyberangriff-insolvenzantrag-1042377
https://energiteknikk.net/2025/06/hackere-apnet-ventil-pa-fullt-ved-dam-anlegg/
https://d18rn0p25nwr6d.cloudfront.net/CIK-0001477294/cb96720a-b805-40a2-a3aa-0be192481c0a.pdf
https://www.kwe.com/news/information/250423.html
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=153314&spoke_date=20250407&co_id=3051
https://www.hendryadrian.com/ransom-optimax-technology/
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=5&spoke_time=165411&spoke_date=20250605&co_id=6288
https://www.euwid-holz.de/news/unternehmen/geschaeftsbetrieb-bei-holz-ruser-durch-hackerangriff-lahmgelegt-250425/
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Masimo 

Corporation 

Manufacturing / Medical 

equipment manufacturer 

USA Denial of 

services and 

operations  

May 6, 2025 

Nucor Metallurgy, 

manufacturing / Steel 

manufacturer and 

recycler 

USA Denial of IT 

systems and 

operations, 

data leakage  

Ransomware 

May 13, 2025 

Breton Manufacturing / 

Producer of machines 

and plants for 

engineered stone and 

metalworking 

Italy Denial of IT 

systems and 

operations 

May 7, 2025 

May 1, 2025 

Arla Foods Food and beverage, 

manufacturing / Dairy 

company 

Germany Denial of IT 

systems and 

operations 

May 16, 2025 

Wellteam Manufacturing / 

Packaging manufacturer 

Germany Denial of 

services and 

operations 

June 2, 2025 

May 23, 2025 

Siloking Manufacturing / 

Agricultural machinery 

manufacturer 

Germany Denial of IT 

systems and 

operations 

Ransomware 

June 25, 2025 

June 15, 2025 

Qilin 

Estes Forwarding 

Worldwide 

Logistics and 

transportation / 

Logistics company 

USA Denial of 

operations 

 

June 25, 2025 

May 28, 2025 

Qilin 

United Natural 

Foods 

Logistics and 

transportation / Grocery 

supplier and distributor 

USA Denial of 

services and 

operations 

June 5, 2025 

 

 

 

 

 

https://www.sec.gov/ix?doc=/Archives/edgar/data/937556/000110465925045035/tm2514064d1_8k.htm
https://www.sec.gov/Archives/edgar/data/73309/000119312525143135/d926586d8ka.htm
https://breton.it/it_eu/news-and-events/breton-comunica-attacco-informatico-prontamente-gestito
https://www.just-food.com/news/arla-factory-in-germany-hit-by-cyber-incident/
https://www.westfalen-blatt.de/owl/kreis-herford/herford/herforder-unternehmen-im-notbetrieb-3316980?pid=true&ueg=default#google_vignette
https://www.pnp.de/lokales/landkreis-traunstein/cyberangriff-legt-siloking-lahm-produktion-laeuft-nur-im-notbetrieb-18931292
https://x.com/FalconFeedsio/status/1938610632624046396
https://www.freightwaves.com/news/estes-forwarding-worldwide-hit-by-cyberattack
https://x.com/FalconFeedsio/status/1937204381797277935
https://www.sec.gov/ix?doc=/Archives/edgar/data/1020859/000102085925000021/unfi-20250605.htm&7194ef805fa2d04b0f7e8c9521f97343&is=02040ec509f8c00517cc15877eb8ef4869fbbf12cbf66ea1d02559804e21bd9b
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Kaspersky Industrial Control Systems Cyber Emergency Response Team (Kaspersky ICS CERT)  

is a global Kaspersky project aimed at coordinating the efforts of automation system vendors, 

industrial facility owners and operators, and IT security researchers to protect industrial enterprises 

from cyberattacks. Kaspersky ICS CERT devotes its efforts primarily to identifying potential 

and existing threats that target industrial automation systems and the industrial internet of things. 

Kaspersky ICS CERT ics-cert@kaspersky.com 

https://ics-cert.kaspersky.com/
mailto:ics-cert@kaspersky.com

