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In Q3 2025, 129 incidents were publicly confirmed by victims. All of these incidents are included in
the table at the end of the overview, with select incidents described in detail.

Report at a glance

The third quarter of 2025 was marked by several major incidents, some of which
rank among the largest and most significant of the past couple of years. Perhaps
most notably, all of them occurred in just one sector — transportation and
logistics.

A ransomware attack on Jaguar Land Rover resulted in a five-week production
shutdown, causing direct losses estimated at tens of millions of dollars and
forcing the company to take out additional loans totaling $4.69 billion from the
government and commercial banks. Several JLR suppliers were forced to file for
bankruptcy as a result of the incident. According to estimates by the UK's Cyber
Monitoring Centre (CMC), the attack impacted approximately 5,000 UK
organizations, resulting in losses to the UK economy of $2.5 billion. The damage
to the global automotive sector and the overall impact on the global economy
still need to be assessed.

A ransomware attack on Collins Aerospace's ARINC cMUSE online check-in
platform disrupted operations at several major European airports, further
demonstrating the air transportation sector’s vulnerability to supply chain
attacks.

Aeroflot, Russia's largest airline, also fell victim to hackers. Numerous flights were
cancelled following a hacktivist attack on the airline's systems.

Four more air transportation companies — Air France, KLM, Air Serbia, and
Qantas — as well as Rhode Island Airport, reported cyberattacks resulting in the
theft of confidential data.

The list of casualties in the transportation sector doesn't end there. Two
automotive giants, Stellantis and Bridgestone, as well as several smaller
organizations, also reported incidents.

Pakistan Petroleum Limited suffered a ransomware attack that impacted the
continuity of its financial operations. Similar incidents should be expected in Asia
in the near future.

And according to Poland's deputy prime minister, the country may have
experienced a cybersecurity incident where the threat of a "major city” being left
without water was allegedly prevented. We hope further details of the incident,
including the technical aspects, will soon be made publicly available.
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Manufacturing I 45,7 %
Food and beverage I 11.6%
Construction and engineering  II———— 10.1%
Logistics and transportation IE—————— 9.3%
Utilities I 5.4%
Energy I 3.9%
Electronics mmmm 3.9%
Automotive mE 3.9%
Chemicals . 3.9%
Mining M 1.6%

Pharmaceutical B 0.8%
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July August September

® (o) O 2025
Rhode Island Airport Corporation Vaquero Underground Services Jaguar Land Rover
JCI Jones Chemicals Chanel Bridgestone Americas
Qantas PAC Strapping Products Sunsweet Growers
Hero Espafia Pandora The LoveSac Company
Farmer’s Rice Cooperative Episciences (Epionce) Cornwell Quality Tools
Louis Vuitton Air France and KLM Talisman civil consultants
Surmodics Pakistan Petroleum Limited Champagne Logistics
HEXPOL Compounding Americas Old Dutch Foods Minaris Advanced Therapies
HEIM & HAUS Shinn Fu Company of America Transart Graphics
Control Module LBX Company Farmer Brothers
EIZO Rugged Solutions Cate Equipment Company Phoenix Mechanical Contracting
SEMCO Technologies ENGIE Power & Gas G&H Wire Company (G&H
AzureWave Technologies Rohtstein Corporation Orthodontics)
Artivion Polish water supply Channel Fish

NPK Construction Equipment
Wibaie

American Welding

Tri State Electric

GMK Associates

FLOE International

Dosatron International

Vero Foods

Mesa Natural Gas Solutions
Ergonomic Products

Berridge Manufacturing Company
American Cord & Webbing
Versa Designed Surfaces
Novabev Group

Delfingen

Air Serbia

BARTEC

Birdsong Peanuts

Safe Fleet Holdings

Top Hydraulic

Keystone Shipping
Massachusetts Municipal
Wholesale Electric Company
King Industries

Sauers Lopez Construction
Tower Manufacturing Corporation
Servigo Auténomo de Agua

e Esgoto de Barretos
Distinctive Surfaces of Florida
Certis USA LLC (Certis Biologicals)
Lithium Nevada /

Lithium Americas Corp.
Lollytogs (LT Apparel Group)
Exel Composites

Baillie Lumber

Aeroflot

Vest Tube

TIMEC Oil & Gas

Kibernetik AG
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Lumitex

Brookshire Grocery Company
City of Wichita Falls Cypress Water
Treatment Facility

Peter Pauper Press

The Seydel Companies

BB Diversified Services
Data|/O Corporation

KNH Enterprise

The Hiller Companies

Sun Pacific Solar Electric
Maryland Transit Administration
Util-Assist

NHB Holdings

Lasership / OnTrac Final Mile
Gorham Sand & Gravel
MoboTrex

Antonio Sofo & Sons Importing Co /
Sofo Foods

Sellmark Corporation

NPK International

Phoenix Products

Miller Construction

Gale Associates

ENCON Heating & Air Conditioning
Boliden / Miljodata

MGM Transformers

Chroma ATE

Monterey Mushrooms

CSJB Holdings

National Molding

Havco Wood Products
Minsait ACS

Hello Cake

PCE Constructors

Morrisroe

Collins Aerospace (Heathrow, Berlin,
Brussels and Dublin airports)
Stellantis

Carus

Thermofin

All States Materials Group
Tekni-Plex

Volvo Group North America
Braun Electric Company
Dulany Industries

Okuma Europe

Refresco

Georgetown Brewing Company
T.R.A. Industries Inc. /
Huntwood Industries

Thai Diamond & Zebra Electric
Belkorp Ag

Karndean Designflooring

LG Balakrishnan & Bros

Kering S.A.
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Attacks leading to denial of operations

Heim & Haus

Manufacturing

Denial

of IT systems,
operations
and services,
personal data
leakage

Ransomware

German building element manufacturer Heim & Haus was the target of a
cyberattack in which parts of its IT systems were encrypted. The company
immediately started working closely with IT forensics experts to restore the
systems fully and in accordance with the Federal Office for Information
Security’s (BSI) requirements. According to a July 6 website update, production
returned to full capacity and was running stably. Direct sales, assembly and
customer service was fully operational nationwide. According to a website
update from July 10, the company restored its communication channels by
phone and email. Heim & Haus customer portal was available again, but
restrictions or delays were still possible in the processing of individual inquiries
and orders. The investigation revealed that, in addition to encrypting the
systems, the attackers compromised personal data. The Kawa4096 ransomware
group claimed responsibility for the July attack on Heim & Haus.

Hero Espaha

Manufacturing

Denial
of operations
and services

Wibaie
Manufacturing

Denial
of operations

Spanish food manufacturer Hero Espafia announced that its computer systems
were targeted by an external cyberattack on June 30, causing a temporary
disruption to the functionality of its facility in Alcantarilla, Murcia. The attack
temporarily restricted the company's production and logistics operations in
Spain. Company sources confirmed that the incident only impacted Hero's local
operations in Spain, without affecting other Hero Group divisions globally.
According to company representatives, as an immediate response, the company
carried out a controlled shutdown of the compromised systems to prevent the
attack from spreading and to protect data. A team of cybersecurity and
forensic analysis specialists, both internal and external, was set up to investigate
the causes of the attack and facilitate the safe recovery of the systems.

Wibaie, a French manufacturer of windows and doors, suffered a cyberattack on
the night of July 9-10, 2025, which led to a complete shutdown of the factory
from July 10. The company's communications manager confirmed the attack to
local media. Wibaie worked with experts to resolve the problem. Approximately

Ransomware -
600 employees were unable to work because of the attack. The Qilin
ransomware group claimed responsibility for the attack on Wibaie.
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https://www.heimhaus.de/info-it-sicherheitsvorfall/
https://www.heimhaus.de/fileadmin/Mitteilung_IT_Sicherheitsvorfall_2025060407.pdf
https://www.heimhaus.de/fileadmin/Mitteilung_IT_Sicherheitsvorfall_20250710.pdf
https://x.com/FalconFeedsio/status/1942214516512825521
https://www.democrata.es/economia/ataque-cibernetico-impacta-planta-hero-alcantarilla-murcia/
https://www.ouest-france.fr/societe/cyberattaque/une-cyberattaque-paralyse-cette-grande-entreprise-de-maine-et-loire-lusine-a-larret-26bd3bf4-5da1-11f0-a0c4-7d0511e82e11
https://x.com/TMRansomMon/status/1947545651136610534
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Novabev Group

Manufacturing

Denial

of IT systems,
operations
and services

Ransomware

Aeroflot

Transportation,
logistics

Denial

of IT systems,
operations
and services

Russian liquor producer Novabev Group was the victim of a cyberattack on July
14 that temporarily disrupted part of its IT infrastructure, according to an official
statement. The attack affected the availability of some services and tools of its
subsidiary WineLab group, as well as its network. The attackers demanded a
ransom, but the company refused to give in to their demands. Although the
company's operations, including those of WinelLab, were affected, customers'’
personal data did not appear to have been compromised. At the time of the
announcement, the WineLab website was unavailable. The internal IT team
worked around the clock to resolve the situation. To speed up the process,
external experts were involved in the investigation.

On July 28, Russian airline Aeroflot experienced disruptions to its IT systems due
to a cyberattack. As a result, the airline was forced to cancel flights and warned
of potential disruptions to services. The Russian Prosecutor General's Office
confirmed that the failure of the Aeroflot IT system was caused by a hacker
attack and a criminal case was opened into the unauthorized access to
information. Two hacker groups, Cyber-Partisans and Silent Crow, announced
on July 28 that they had conducted an attack on Aeroflot. In their statements,
Silent Crow and Cyber-Partisans said the cyberattack was the result of a year-
long operation that had deeply penetrated Aeroflot's network, destroyed 7000
servers and gained control over employees’ personal computers, including those
of senior managers.

Pakistan Petroleum Limited

Energy

Denial

of IT systems
and operations,
personal data
leakage

Ransomware

Pakistani oil and gas company Pakistan Petroleum Limited (PPL) fell victim to a
major ransomware cyberattack. According to Pakistan Today, hackers operating
under the alias Blue Locker encrypted PPL’s servers, blocked access to backups,
and demanded a ransom. The company’s entire financial system was brought to
a standstill, as operations remained suspended. Sources said the encrypted
systems included virtual machines and financial servers. The attackers claimed to
have exfiltrated vital data related to operations, contracts, and employee
information. In an official statement, PPL commented that the event was
detected on August 6 and that the IT and cybersecurity teams, in collaboration
with external experts, took prompt containment measures, including temporarily
suspending select non-critical IT services. Core operational systems remained
unaffected, and the company’s joint venture partners and external stakeholders
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https://novabev.com/press-room/lenta/official-statement-of-novabev-group-and-winelab-on-the-cyberattack/
https://www.bleepingcomputer.com/news/security/russian-alcohol-retailer-winelab-closes-stores-after-ransomware-attack/
https://t.me/aeroflot_pr/884
https://t.me/genprocrf/5308
https://x.com/cpartisans/status/1949796520691134685
https://t.me/silentcrow_reborn/18
https://profit.pakistantoday.com.pk/2025/08/07/hackers-paralyze-ppl-it-systems-demand-ransom-financial-operations-suspended-for-two-days/
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continued to operate without disruption. There was no indication that business-
critical or sensitive data had been compromised.

Pakistan’s National Cyber Emergency Response Team issued a high-alert
advisory, warning of severe risks from the Blue Locker ransomware, stating that
it had compromised critical infrastructure, including Pakistan Petroleum Limited.
Resecurity acquired binary samples of the Blue Locker and conducted areverse
engineering analysis. Linked to the Proton family variants like Shinra, the
ransomware employs AES-RSA encryption, privilege escalation via registry
modifications, and defense evasion through obfuscation and timestomping.
Hackmanac stated that the threat actor yyy32111 claimed to have breached PPL,
exfiltrating 1 TB of sensitive data in a leak dated August 1, 2025.

KNH Enterprise

Manufacturing

Denial
of IT systems
and operations

According to a bulletin from the Taiwan Stock Exchange portal published on
August 24, Taiwanese nonwoven specialty manufacturer KNH Enterprise
suffered a cyberattack. The bulletin stated that some of the group’s information
systems and its overseas subsidiaries were subjected to a hacker attack. The
affected systems were progressively restored. According to assessments, there
was no significant impact on the group’s operations. The group engaged an
internationally recognized cybersecurity firm to help resolve the incident.
Following the incident, the company said it would continue to enhance network
and IT infrastructure security controls.

Datal/O Corporation

Electronics,
manufacturing

Denial

of IT systems,
operations and
services

Ransomware

Data |/O Corporation, a US manufacturer of manual and automated security
provisioning and device programming systems for flash, microcontroller and
logic devices, reported an incident in a Form 8-K filing with the United States
Securities and Exchange Commission on August 21. On August 16, Data |/O
Corporation experienced a ransomware incident that affected certain internal IT
systems. Upon discovery, the company proactively took certain platforms
offline and implemented other mitigation measures. The company also engaged
leading cybersecurity experts to support IT system recovery and conduct a
thorough investigation. The incident temporarily impacted the company’s
operations, including internal and external communications, shipping, receiving,
manufacturing production, and various other support functions. Although the
company had restored some operational functions, the timeline for a full
restoration was not known. As of the filing date, the incident did not appear to
have had a material impact on the company’s business operations. However, the
expected costs related to the incident — including fees for cybersecurity
experts and other advisors, as well as costs to restore impacted systems — were

A BRIEF OVERVIEW OF THE MAIN INCIDENTS 8
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https://pkcert.gov.pk/advisory/25/38.pdf
https://www.resecurity.com/blog/article/blue-locker-analysis-ransomware-targeting-oil-gas-sector-in-pakistan
https://x.com/H4ckmanac/status/1954146391644594300
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=170924&spoke_date=20250824&co_id=9919
https://www.sec.gov/ix?doc=/Archives/edgar/data/351998/000165495425009925/daio_8k.htm
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reasonably likely to have a material impact on the company’s results of
operations and financial condition.

Chroma ATE

Electronics,
manufacturing

Denial
of IT systems
and operations

Ransomware

Thermofin

Manufacturing

Denial

of operations
and services,
personal data
leakage

Ransomware

Refresco

Food and
beverage,
manufacturing

Denial
of operations
and services

Taiwanese manufacturer of electronic test and measurement instruments
Chroma ATE suffered a cyberattack, according to a bulletin from the Taiwan
Stock Exchange portal published on September 17. The company's information
systems were attacked. The security team cooperated with external [T
professionals to address the issue. According to the bulletin, no personal
information, confidential documents or important data was leaked. The attack
did not significantly impact Chroma ATE's operations. The company
continuously examined and strengthened the security control of its network and
information infrastructure. The Warlock ransomware group claimed
responsibility for the September attack on Chroma ATE.

German heat exchanger manufacturer Thermofin fell victim to a cyberattack,
according to a statement on its website. Subsidiaries in China and Poland were
also affected. The perpetrators gained unauthorized access to the company's IT
systems and stole personal data, among other things. The following types of
data may have been stolen: names, addresses, contact details, and bank account
information. The company worked intensively to determine the exact scope of
the attack. In accordance with Article 34 of the General Data Protection
Regulation (GDPR), Thermofin informed the affected individuals. According to a
local press report, the company had limited access via a hotline and struggled to
maintain production as its operations were limited. The Sarcoma ransomware
group claimed responsibility for the attack on Thermofin in September.

On September 22, beverage manufacturer Refresco suffered a cyberattack that
disrupted its production activities in Germany, affecting production systems and
the inflow and outflow of goods. While working to restore normal operations, the
company continued to accept customer orders via email. Further details of the
incident were not confirmed, including the type of attack or the data
compromised, while investigations were ongoing.
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https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=184139&spoke_date=20250917&co_id=2360
https://x.com/FalconFeedsio/status/1967901617891459366
https://x.com/FalconFeedsio/status/1967901617891459366
https://www.thermofin.de/en/news.php?id=94
https://www.freiepresse.de/vogtland/reichenbach/vogtlaendisches-unternehmen-opfer-von-cyberangriff-wir-kaempfen-um-die-produktion-am-laufen-zu-halten-artikel13970410
http://x.com/TweetThreatNews/status/1970424892630667429
https://www.lebensmittelzeitung.net/tech-logistik/nachrichten/cybersecurity-refresco-kaempft-mit-hacker-attacke-186845
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Major impact prevented by responders

Polish water supply

Utilities, water
supply

Denial
of operations

On August 14, Deputy Prime Minister of Poland and Minister of Digital Affairs
Krzysztof Gawkowski confirmed to the Onet.pl news portal that an attack on an
unnamed water and sewage infrastructure of a large Polish city had occurred on
August 13. Gawkowski said the attack could have left one of the country’s major
cities without water, but it was prevented. The relevant services learned about
the attack at the last minute and managed to shut everything down.

Incidents at large organizations

Jaguar Land Rover

Automotive,
manufacturing

Denial

of IT systems,
operations
and services,
bankruptcy

Ransomware

Jaguar Land Rover (JLR), the British multinational automobile manufacturer
owned by Tata Motors, confirmed a major IT security incident affecting its global
business operations. The company first disclosed the breach in a regulatory filing
to Indian stock exchanges on September 1, stating that it was working at pace to
resolve global IT issues impacting its business. On September 2, JLR issued a
statement on its website saying the company took immediate action to mitigate
the impact of the incident by proactively shutting down systems. According to
the September 2 statement, there was no evidence any customer data had been
stolen, though retail and production activities were severely disrupted.

The first reports of severe disruptions to JLR operations came from dealers in
the UK that were unable to register new cars or supply parts at service points.
Responding to media queries, JLR stated that an attack had occurred over the
weekend of August 30-31, which forced it to shut down several systems,
including those used at the Solihull production plant. The Liverpool Echo
reported that workers at the company’s Halewood plant in Merseyside were told
on the morning of September 1not to go to work following the incident. The JLR
attack also affected the company’s suppliers. According to the BBC, several
small suppliers to Jaguar Land Rover faced bankruptcy due to the prolonged
shutdown. They were forced to suspend their own operations and send
employees on leave. German company Eberspacher Gruppe GmbH & Co., which
makes exhaust systems for JLR, was forced to suspend production at its Nitra
plant in Slovakia after the cyberattack. Slovakian company Hollen, which ensures
the quality of car parts, implemented restrictions because of the JLR shutdown,
according to its CEO. At a meeting with the government’s Business and Trade
Committee on September 25, 10 companies within the supply chain voiced
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https://www.onet.pl/informacje/onetwiadomosci/wicepremier-ujawnia-atak-na-infrastrukture-wodna-w-polsce-sluzby-zapobiegly/vem4jbc,79cfc278
https://static-assets.tatamotors.com/Production/www-tatamotors-com-NEW/wp-content/uploads/2025/09/NSEBSEJLR-1925.pdf
https://media.jaguarlandrover.com/news/2025/09/statement-cyber-incident
https://media.jaguarlandrover.com/news/2025/09/statement-cyber-incident
https://www.bleepingcomputer.com/news/security/jaguar-land-rover-says-cyberattack-severely-disrupted-production/
https://www.liverpoolecho.co.uk/news/liverpool-news/jaguar-land-rover-staff-told-32396209
https://www.bbc.com/news/articles/czdjn0lv64ro
https://www.bloomberg.com/news/articles/2025-09-16/jaguar-land-rover-cyberattack-fallout-spreads-to-suppliers
https://www.bbc.com/news/articles/c62zwz0k5dgo
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Stellantis

Automotive,
manufacturing

Personal data
leakage

Extortion

concerns about their prospects, as some of them had just seven to 10 days of
funds remaining.

On September 10, the company issued a statement saying that some data had
been affected and that it had informed the relevant regulators. On September
27, the British government pledged a $2 billion loan guarantee to support JLR’s
supply chain in the wake of the production shutdown caused by the attack. The
Financial Times reported on September 29 that JLR had also secured a new
$2.69 billion funding facility from commercial banks, separate from the
government'’s loan guarantee, citing individuals with knowledge of the
discussions.

According to current estimates by the UK's Cyber Monitoring Centre (CMC), the
attack on JLR impacted approximately 5,000 UK organizations, causing a total
loss to the UK economy of $2.5 billion. The damage to the global automotive
sector and the overall impact on the global economy is yet to be assessed.

On September 29, the company informed colleagues, retailers and suppliers that
it would resume some sections of manufacturing operations in the coming days.
JLR continued to work around the clock alongside cybersecurity specialists, the
UK Government’'s NCSC, and law enforcement to ensure a safe and secure
restart.

Production restarted by October 8, following a phased approach. Based on
JLR's published financial results, the cyberattack created a significant dent in its
profits. "Loss before tax and exceptional items was £485m for Q2 and £134m for
H1, down from a profit of £398m and £1.1bn respectively a year ago,” the
company stated. The company went to state that one of the main factors
behind the decrease in profitability was the cyberattack.

In early September, a group calling itself Scattered Lapsus$ Hunters, aloose
coalition of hackers linked to three different groups, Scattered Spider, Lapsus$
and ShinyHunters, took credit for the breach of JLR in posts on the social media
platform Telegram. The hackers published images depicting internal JLR systems
and vehicle documentation, saying they had gained access after exploiting a
vulnerability in a technology platform called SAP NetWeaver (CVE-2025-31324).

On September 21, Stellantis, a multinational automobile manufacturer
headquartered in the Netherlands, announced a data leak. The company
detected unauthorized access to a platform of a third-party service provider
that supports its North American customer service operations. The personal
data involved was limited to contact information. Upon discovery of the breach,
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https://media.jaguarlandrover.com/news/2025/09/statement-cyber-incident-1
https://www.reuters.com/business/autos-transportation/britain-pledges-2-billion-loan-guarantee-jaguar-land-rover-2025-09-27/
https://www.gov.uk/government/news/government-backs-jaguar-land-rover-with-15-billion-loan-guarantee
https://www.ft.com/content/17722051-33f4-4def-9812-e3623d0671a8
https://cybermonitoringcentre.com/2025/10/22/cyber-monitoring-centre-statement-on-the-jaguar-land-rovercyber-incident-october-2025/
https://static-assets.tatamotors.com/Production/www-tatamotors-com-NEW/wp-content/uploads/2025/09/NSEBSEJLRUPDATE-290925.pdf
https://www.bleepingcomputer.com/news/security/jaguar-land-rover-cyberattack-cost-the-company-over-220-million/
https://www.theguardian.com/business/2025/sep/03/hacking-group-linked-to-marks-and-spencer-cyber-attack-claim-responsibility-for-jaguar-land-rover-hack
https://www.bleepingcomputer.com/news/security/jaguar-land-rover-jlr-confirms-data-theft-after-recent-cyberattack/
https://www.bbc.co.uk/news/articles/c4gqepe5355o
https://www.cyfirma.com/research/investigation-report-on-jaguar-land-rover-cyberattack/
https://nvd.nist.gov/vuln/detail/CVE-2025-31324
https://media.stellantisnorthamerica.com/newsrelease.do?id=27079&mid=1
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Stellantis immediately activated its incident response protocols, notified the
relevant authorities and directly informed affected customers.

BleepingComputer learned that the attack was part of a recent wave of
Salesforce data breaches linked to the ShinyHunters extortion group that
affected numerous high-profile companies. On September 22, ShinyHunters
claimed responsibility for the Stellantis data breach and informed
BleepingComputer that they had stolen over 18 million Salesforce records,
including names and contact details from the company's instance of the
platform.

Bridgestone Americas hit by cyberattack

Manufacturing

Denial
of operations

On September 2, Bridgestone Americas, the North American division of the
Japanese tire manufacturer Bridgestone Corporation, confirmed an incident
affecting two Bridgestone Americas manufacturing facilities in Aiken County,
South Carolina. The following day, a Canadian media outlet reported similar
disruptions at a BSA manufacturing facility in Joliette, Quebec. The mayor of
Joliette, who said he spoke directly with Bridgestone executives, told the
Canadian media outlet that the cyber incident had most likely affected all
factories in North America. The company conducted a full investigation.
Bridgestone Americas noted that its rapid response enabled it to contain the
attack in its early stages, thereby preventing the theft of customer data and
further penetration of the network. Specialists worked around the clock to
minimize supply chain disruptions that could have led to product shortages.

Collins Aerospace

Transportation,
logistics,
aerospace,
military defense

Denial

of IT systems,
operations and
services, supply
chain/trusted
partner

Ransomware

A ransomware attack disrupted operations at several major European airports,
including Heathrow, Berlin, Brussels and Dublin, causing delays. The attack,
discovered on September 19, targeted ARINC cMUSE automatic check-in and
boarding software provided by Collins Aerospace, a US software company
owned by major defense conglomerate RTX. Airlines using the software were
forced to use manual workarounds to board and check in passengers, resulting in
several flights being delayed or canceled. The European Union Agency for
Cybersecurity (ENISA) confirmed that the incident was a ransomware attack.

On September 20, Collins Aerospace released a statement saying that it was in
the final stages of completing necessary software updates. According to a
Heathrow memo seen by the BBC, after discovering the attack, Collins
Aerospace initially rebuilt and relaunched its systems, only to find the hackers
had maintained access. The memo also reportedly estimated that over a
thousand Heathrow computers would have to be restored manually. Collins
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https://www.bleepingcomputer.com/news/security/automaker-giant-stellantis-confirms-data-breach-after-salesforce-hack
https://www.wrdw.com/2025/09/01/bridgestone-americas-confirms-cyber-attack-some-facilities/
https://monjoliette.com/cyberincident-chez-bridgestone-joliette/
https://www.bleepingcomputer.com/news/security/tire-giant-bridgestone-confirms-cyberattack-impacts-manufacturing/
https://www.bbc.co.uk/news/articles/cqjeej85452o
https://web.archive.org/web/20250920055058/https:/www.brusselsairport.be/en/passengers/infopage/difficult-airport-operations
https://www.rte.ie/news/ireland/2025/0921/1534537-cyber-attacks-airports/
https://www.theregister.com/2025/09/22/technology_problems_cause_aviation_delays/
https://www.theregister.com/2025/09/22/eus_cyber_agency_confirms_ransomware/
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Aerospace reportedly advised airlines not to turn off computers or log out of
the Muse software if they were logged in.

A spokesperson for the National Cyber Security Centre said on September 20
that it was working with Collins Aerospace, the affected UK airports, the
Department for Transport and law enforcement to understand the full impact of
the incident. A man was arrested in the UK as part of an investigation into the

incident. On September 24, RTX Corporation confirmed in a filing with federal
regulators that ransomware was used in the hack of its airline passenger
processing software. According to an SEC filing, the company said the attack
was not expected to have a material impact on financial results.

Appendix. Full list of confirmed incidents

Victim Industry/Profile Country Impact Date of notification/
features Date of incident
(if known)/ Suspected
attackers
Rhode Island Logistics and USA Personal data | July 1, 2025
Airport . tr.ansportation/ leakage May 14,2025
Corporation Airport
HEXPOL Manufacturing / USA Personal data | July 3, 2025
Compoundlng Polymer compounding leakage December 22. 2024
Americas and manufacturer Ransomware
Qilin
JCl Jones Chemicals, USA Personal data | July 1, 2025
Chemicals manufacturing / leakage June 9. 2025
Water treatment
chemicals
manufacturer
Dosatron Manufacturing / USA Personal data | July 14, 2025
International Manufacturer of . leakage March 4. 2025
water-powered dosing
and mixing equipment
Artivion Manufacturing / USA Personal data | July 9.2025
Medical device leakage November 20, 2024
manufacturer
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https://www.bbc.com/news/articles/cwy88857llno
https://www.ncsc.gov.uk/news/collins-aerospace-incident
https://www.nationalcrimeagency.gov.uk/news/uk-arrest-following-aerospace-cyber-incident
https://investors.rtx.com/node/43886/html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/b40f92b2-f33d-480c-9ac1-965ea19617bf.html
https://oag.ca.gov/ecrime/databreach/reports/sb24-605003
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/544819e6-e3d0-4266-a965-a6caaba7af60.html
https://x.com/RansomwareLive/status/1885294512773230855
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/88e1990d-cada-4991-b21e-b9800eeb1441.html
https://ago.vermont.gov/sites/ago/files/documents/2025-07-14%20Dosatron%20International%20Data%20Breach%20Notice%20to%20Consumers.pdf
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/93aa7671-ca0f-44d9-86bf-f994b4b125cd.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/e7d941c6-ad5d-4497-a0b2-75e54730e9f5.html
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Ergonomic Manufacturing / USA Personal data | July 15, 2025
Products Dental equipment leakage October 2. 2024
manufacturer ’
Vero Foods Food and beverage, USA Personal data | July 14, 2025
manufacturing / Food leakage December 2. 2024
producer '
Keystone Logistics and USA Personal data | July 21, 2025
Shipping transportation / leakage June 3. 2025
Marine transportation Ransomware |
company Akira
Massachusetts | Utilities / Electricity USA Personal data | July 21, 2025
Municipal provider leakage January 25, 2025
Wholesale Ransomware |
Electric BlackSuit
Company
Birdsong Food and beverage, USA Personal data | July 18, 2025
Peanuts manufacturing / leakage June 23. 2025
Peanut processing -
Safe Fleet Manufacturing / USA Personal data | July 18, 2025
Holdings Manufacturer leakage :
April 12, 2024
of safety solutions .
Top Hydraulic | Manufacturing / USA Personal data | July 18, 2025
Hydraulic component leakage
July 11,2025
manufacturer .
American Manufacturing / USA Personal data | July 11, 2025
Welding Manufacturer and leakage
distributor of industrial
gases
Tri State Construction and USA Personal data | July 11, 2025
Electric engineering / leakage RansomHouse
Installation Ransomware

of electrical roadway
utilities, fiber optic,
microwave vehicle
detection systems
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https://www.mass.gov/doc/2025-1231-ergonomic-products-inc/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/0ea45a9d-0a6f-4721-b38c-25172ed7d20e.html
https://oag.ca.gov/ecrime/databreach/reports/sb24-605407
https://www.mass.gov/doc/2025-1290-keystone-shipping-co/download
https://mm.nh.gov/files/uploads/doj/remote-docs/keystone-shipping-20250722.pdf
https://x.com/TweetThreatNews/status/1937557504336048341
https://www.mass.gov/doc/2025-1279-massachusetts-municipal-wholesale-electric-company/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/0f58ee81-301f-4339-99be-5fc7e2e5e5c4.html
https://x.com/FalconFeedsio/status/1908266741089919134
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/caf3d0da-c0da-4e82-92a0-8c43962790c8.html
https://ago.vermont.gov/document/2025-07-18-safe-fleet-holdings-data-breach-notice-consumers
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/b7d82113-b9ab-4e33-94a5-b9b4bdddfed8.html
https://ago.vermont.gov/document/2025-07-18-top-hydraulics-data-breach-notice-consumers
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/488bbb15-ce0a-4a8d-9c2d-150d84da05b9.html
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://x.com/FalconFeedsio/status/1924818296316047477
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NPK
Construction
Equipment

Manufacturing /
Manufacturer of top
mounting brackets,
hydraulic hammer
brackets, plate
compactors, sheet pile
drivers, pedestal boom
systems, hard car
unloaders, material
handling systems

USA

Personal data
leakage

Ransomware

July 10, 2025
Worldleaks

Berridge
Manufacturing
Company

Manufacturing /
Manufacturer

of architectural sheet
metal products,
painted coil and flat
sheet, portable roll
formers

USA

Personal data
leakage

Ransomware

July 15, 2025
Brain Cipher

Mesa Natural
Gas Solutions

Energy, manufacturing
/ Engineering,
manufacturing and
operations of power
technology including
natural gas and liquid
propane-powered
generator sets and
microgrids

USA

Personal data
leakage

July 14, 2025

GMK
Associates

Construction and
engineering / Provider
of architecture,
engineering,
construction, and
design-build services

USA

Personal data
leakage

July 11, 2025

King Industries

Chemicals,
manufacturing /
Chemical
manufacturing
company

USA

Personal data
leakage

Ransomware

July 21, 2025
Akira

Distinctive
Surfaces of
Florida

Manufacturing /
Countertop
manufacturer
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https://www.mass.gov/doc/2025-1201-npk-construction-equipment-inc/download
https://www.dexpose.io/worldleaks-ransomware-attack-on-npk-manufacturing/
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://x.com/FalconFeedsio/status/1851211853239562650
https://www.mass.gov/doc/2025-1217-mesa-natural-gas-solutions/download
https://www.mass.gov/doc/2025-1244-gmk-associates-inc/download
https://www.mass.gov/doc/2025-1244-gmk-associates-inc/download
https://x.com/FalconFeedsio/status/1912185077766975828
https://www.mass.gov/doc/2025-1296-distinctive-surfaces-of-florida-inc/download
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Certis USA Manufacturing / USA Personal data | July 24,2025
LLC (Certis Manufacturer leakage
Biologicals) of biological crop
protection products
Tower Manufacturing / USA Personal data | July 22, 2025
Manufacturing | Manufacturer leakage June 3. 2025
Corporation of electrical safety ’
devices
TIMEC Oil & Energy, construction / | USA Personal data | July 30, 2025
Gas Maintenance and leakage :

April 7, 2025
mechanical .
construction company

Vest Tube Manufacturing / USA Personal data | July 29, 2025
Producer of electric leakage,

Feb 14,2025
welded carbon steel denial ebruary
tubing of IT systems

Baillie Lumber | Manufacturing / USA Personal data | July 28, 2025
Hardwood lumber leakage February 07. 2025
manufacturer Ransomware Cactus

Sauers Lopez | Construction and USA Personal data | July 21, 2025

Construction | engineering / General leakage, May 22, 2024
contractor specializing denial '
in new construction of IT systems
and remodel
of automobile
dealerships

Lollytogs Manufacturing / USA Personal data | July 25, 2025

(LT Apparel Apparel manufacturer leakage, February 19,2024

Group) denial ’

of IT systems | Clop
Ransomware
Control Manufacturing / USA Personal data | July 7, 2025
Module Manufacturer of time leakage

clocks, fleet and fuel
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https://www.mass.gov/doc/2025-1303-certis-usa-llc/download
https://www.mass.gov/doc/2025-1285-tower-manufacturing-corporation/download
https://oag.ca.gov/ecrime/databreach/reports/sb24-606336
https://dojmt.gov/wp-content/uploads/2025/08/Consumer-notification-letter-18.pdf
https://oag.ca.gov/ecrime/databreach/reports/sb24-606270
https://mm.nh.gov/files/uploads/doj/remote-docs/baillie-lumber-20250731.pdf
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/4877c9d1-ae26-4b56-b342-824cf7318c4b.html
https://x.com/RansomwareNews/status/1901582906763419879
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/687e00c1-0616-4e78-b303-4fdb8d778454.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/4d3e12b5-8f2e-48b9-b580-031b04c94cff.html
https://www.breachsense.com/breaches/lolly-togs-data-breach/
https://www.mass.gov/doc/2025-1206-control-module-inc/download
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systems and EV

charging products
FLOE Manufacturing / USA Personal data | July 12, 2025
International lc\)/lfaggiakcsztzroeart s leakage Qilin
) ’ ’ Ransomware
trailers Play
American Cord | Manufacturing / USA Personal data | July 15, 2025
& Webbing Manufacturer leakage
of narrow textiles,
injected molded
plastic, and sewn
straps
Versa Manufacturing / USA Personal data | July 16, 2025
Designed Manufacturer leakage April 12,2025
Surfaces of commercial '
wallcoverings and wall
protection products
EIZO Rugged Manufacturing / USA Personal data | July 7, 2025
Solutions Manufacturer leakage May 6, 2025
of grgphms and video Ransomware
solutions for the Play
defense and ISR
market
Heim & Haus Manufacturing / Germany Denial July 4, 2025
Building element of IT systems, Kawa4096
manufacturer operations
and services,
personal data
leakage
Ransomware
Qantas Logistics and Australia Personal data | July 1, 2025
transportation / Airline leakage June 30.2025
Ransomware Scattered Spider
Louis Vuitton | Manufacturing / France Personal data | July 2, 2025
Luxury fashion goods leakage June 7. 2095
manufacturer Extortion
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https://www.mass.gov/doc/2025-1206-control-module-inc/download
https://x.com/FalconFeedsio/status/1930110638325674027
https://www.redpacketsecurity.com/play-ransomware-victim-floe-internationa/
https://www.mass.gov/doc/2025-1229-american-cord-webbing-co-inc/download
https://www.mass.gov/doc/2025-1243-versa-designed-surfaces/download
https://ago.vermont.gov/document/2025-07-07-eizo-rugged-solutions-data-breach-notice-consumers
https://x.com/FalconFeedsio/status/1922051926394360067
https://www.heimhaus.de/info-it-sicherheitsvorfall/
https://x.com/FalconFeedsio/status/1942214516512825521
https://www.qantas.com/au/en/support/information-for-customers-on-cyber-incident.html
https://www.bleepingcomputer.com/news/security/qantas-discloses-cyberattack-amid-scattered-spider-aviation-breaches/
https://www.louisvuitton.com/documents/privacy-information/kr/information-notice
https://www.kvkk.gov.tr/Icerik/8342/Kamuoyu-Duyurusu-Veri-Ihlali-Bildirimi-Louis-Vuitton-Cantacilik-Ticaret-Anonim-Sirketi
https://www.bleepingcomputer.com/news/security/louis-vuitton-says-regional-data-breaches-tied-to-same-cyberattack/
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Surmodics Manufacturing / USA Denial July 2, 2025
Medical equipment of IT systems June 5. 2025
manufacturer

Hero Espafia Food and beverage, Spain Denial July 1, 2025
manufacturing / Food of operations June 30 2025
manufacturer and services '

AzureWave Electronics, Taiwan Denial July 8, 2025

Technologies | manufacturing / of IT systems July 7, 2025
Manufacturer '
of wireloss Ransomware Qilin
communication
modules and imaging
modules

Wibaie Manufacturing / France Denial July 10, 2025
Manufacturer of operations July 9,2025
of windows and doors Ransomware '

Qilin

Novabev Food and beverage, Russia Denial July 16, 2025

Group manufacturing / of IT systems, July 14, 2025
Ligquor manufacturer operations '

and services
Ransomware

Delfingen Automotive, France Data leakage | July 16,2025
manufacturing / R P tsKi
Manufacturer of on- ansomiware drodieiing
board networks
protection solutions
and fluid transfer
tubing

Exel Manufacturing / Finland Personal data | July 25, 2025

Composites Manufacturer leakage July 2025
of composite profiles
and tubes for Ransomware | yorid | eaks
industrial applications

Servigo Utilities / Water utility, | Brazil Denial July 22, 2025

Autdbnomo de
Agua e Esgoto
de Barretos

sewerage services
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https://surmodics.gcs-web.com/node/18196
https://www.sec.gov/Archives/edgar/data/924717/000095017025092526/srdx-20250605.htm
https://www.democrata.es/economia/ataque-cibernetico-impacta-planta-hero-alcantarilla-murcia/
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=3&spoke_time=65950&spoke_date=20250708&co_id=3694
https://x.com/FalconFeedsio/status/1953493742658404756
https://www.ouest-france.fr/societe/cyberattaque/une-cyberattaque-paralyse-cette-grande-entreprise-de-maine-et-loire-lusine-a-larret-26bd3bf4-5da1-11f0-a0c4-7d0511e82e11
https://x.com/TMRansomMon/status/1947545651136610534
https://novabev.com/press-room/lenta/official-statement-of-novabev-group-and-winelab-on-the-cyberattack/
https://www.actusnews.com/fr/delfingen-industry/cp/2025/07/16/delfingen-information-relative-a-un-incident-de-cybersecurite
https://x.com/ecrime_ch/status/1944855726796558487
https://www.placera.se/pressmeddelanden/exel-composites-exel-composites-plc-has-been-the-target-of-a-cyberattack-20250725
https://x.com/Ransom_DB/status/1959860326607774000
https://saaeb.com.br/noticias/saae-barretos-sofre-tentativa-de-ataque-cibernetico-mas-sistema-esta-sendo-restaurado-com-apoio-de-backups/
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Air Serbia Logistics and Serbia Denial July 17, 2025
transportation / Airline of IT systems July 4. 2025
and services -
Aeroflot Logistics and Russia Denial July 28, 2025
transportation / Airline of IT systems, Cyber-Partisans
operations _
and services | Silent Crow
SEMCO Electronics, France Personal data | July 7, 2025
Technologies aanu}tacturlng/ leakage Qilin
anu acturer. Ransomware
of electrostatic
chucks and key
components for
semiconductor
devices
BARTEC Manufacturing / Germany Personal data | July 17, 2025
Manufacturer leakage
) Safepay
of explqsmn Ransomware
protection
Kibernetik AG | Manufacturing / Switzerland | Denial July 31, 2025
Manufacturer of IT systems
of heating, cooling, and services,
photovoltaics, and ice data leakage
machines
PAC Strapping | Manufacturing / USA Personal data | August 4, 2025
Products Strapping Ieak_age, March 26, 2025
manufacturer denial
of IT systems | Play
Ransomware
Episciences Manufacturing / USA Personal data | August 6, 2025
(Epionce) Personal care product leakage Aoril 27 2025
manufacturer
Lumitex Manufacturing / USA Personal data | August 15, 2025

Manufacturer of light
delivery systems
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https://aero.telegraf.rs/avio-kompanije/4146605-er-srbija-potvrdila-sajber-napad-angazovani-strucnjaci-obavesten-i-nacionalni-cert
https://www.theregister.com/2025/07/16/air_serbia_cyberattack/
https://t.me/genprocrf/5308
https://x.com/cpartisans/status/1949796520691134685
https://t.me/silentcrow_reborn/18
https://www.latribune.fr/technos-medias/informatique/semi-conducteurs-semco-technologies-touchee-par-une-cyberattaque-de-hackers-russes-1029150.html
https://x.com/ecrime_ch/status/1939776013702926724
https://web.archive.org/web/20250804210025/https:/bartec.com/company/magazine/information-about-possible-data-access
https://x.com/FalconFeedsio/status/1944072632493912252
https://www.facebook.com/kibernetikag/photos/sehr-geehrte-damen-und-herrendas-erp-system-der-kibernetik-ag-wurde-in-der-nacht/1313587904105648/?_rdr
https://ago.vermont.gov/document/2025-08-05-pac-strapping-products-data-breach-notice-consumers
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/a817ec9f-54ab-4e9f-91d6-b6f03880a804.html
https://x.com/ecrime_ch/status/1910678370809000313
https://www.mass.gov/doc/2025-1372-episciences-inc/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/2144e896-2bd7-4993-8215-370dd872508d.html
https://ago.vermont.gov/document/2025-08-15-lumitex-data-breach-notice-consumers
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/680d32fb-881b-4f31-b070-ef9ad8edebff.html
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Old Dutch Food and beverage, USA Personal data | August 11, 2025
Foods manufacturing / Food leakage October 16 2024
production company ’
Farmer's Rice | Food and beverage, USA Personal data | July 1, 2025
Cooperative manufacturing / Rice leakage August 30. 2024
AUGUST OV, U4
manufacturer
The Seydel Chemicals, USA Personal data | August 20, 2025
Companies manufacturing / leakage April 26,2025
Chemical Ransomware
manufacturer Play
Util-Assist Utilities / Utilities Canada Personal data | August 27, 2025
management company leakage July 11,2025
NHB Holdings | Food and beverage, USA Personal data | August 27,2025
(New Horizons | manufacturing / leakage J 6 2075
Baking Baked goods ancanro.
Company, production company
Genesis Baking
Company,
Metraco
Transportation
Company, New
Horizons Food
Solutions)
Lithium Mining / Lithium mining | USA Personal data | July 24, 2025
Nevada company leakage, Aoril 7 2025
(Lithium denial prit/:
Americas of IT systems | Medusa
Corp.) Ransomware
The Hiller Construction and USA Personal data | August 25, 2025
Companies engineering / Design leakage December 18. 2024
and engineering of fire ’
protection systems
and equipment
Lasership / Logistics and USA Personal data | August 27, 2025
K)Ali]\;'rac Final transportation / leakage Aoril 13. 2025
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https://www.mass.gov/doc/2025-1396-old-dutch-foods-inc/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/c0f6b4b4-b4a9-4a04-905d-5b3dcdf14037.html
https://oag.ca.gov/ecrime/databreach/reports/sb24-607393
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/81da24e1-91c1-4ac0-893b-124270d70eca.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/b1a10d3b-ec4b-43cd-8f81-6ab49c539758.html
https://x.com/DarkWebInformer/status/1918061440730337616
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/c192eff0-ce9e-441b-b6bd-10067c307b7f.html
https://www.mass.gov/doc/2025-1495-new-horizons-baking-companygenesis-baking-companymetraco-transportation-companynew-horizons-food-solutions/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/c25d7355-f5b6-4438-9d7e-610440d53c6a.html
https://www.mass.gov/doc/2025-1443-lithium-nevada-llc-lac/download
https://x.com/FalconFeedsio/status/1912682806079070514
https://oag.ca.gov/ecrime/databreach/reports/sb24-607701
https://ago.vermont.gov/document/2025-08-25-lp-falcon-holdings-inc-hiller-companies-data-breach-notice-consumers
https://ago.vermont.gov/document/2025-08-27-lasership-dba-ontrac-final-mile-data-breach-notice-consumers
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/a060a232-510d-49db-96b0-96f0c2d807e7.html

Kaspersky ICS CERT

kaspersky

Transportation and
logistics services

Sun Pacific Energy, construction / | USA Personal data | August 25, 2025
Solar Electric | Solar energy system leakage
installation and
services
LBX Company | Manufacturing / USA Personal data | August 14, 2025
Heavy equipment leakage June 18. 2025
manufacturer
Gorham Sand | Construction and USA Personal data | August 28, 2025
& Gravel énglneerlng / leakage April 23,2025
onst.ructlon Ransomware
materials and Play
excavation services
BB Diversified | Manufacturing / USA Personal data | August 20, 2025
Services Manufagturing leakage February 24, 2025
of machined and
assembled
components
Shinn Fu Manufacturing / USA Personal data | August 11, 2025
iompany of Hyd.raullc lifting leakage Pla
merica equipment Ransomware :
manufacturer
Cate Manufacturing / USA Personal data | August 14, 2025
Equipment Heavy equipment and leakage August 2, 2024
Company machinery
ENGIE Power & | Utilities, energy / France Personal data | August 14, 2025
Gas Electricity generation leakage
and distribution,
natural gas, nuclear
power, renewable
energy, district
energy, petroleum
industry
Rohtstein Food and beverage, USA Personal data | August 14, 2025

Corporation

Manufacturing / food
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https://oag.ca.gov/ecrime/databreach/reports/sb24-607730
https://www.mass.gov/doc/2025-1421-lbx-company-llc-no-letter/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/13802f82-3db8-4967-8452-d043d9e1c013.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/f18c22ae-8a36-4340-9854-eb8bf5cb122b.html
https://x.com/FalconFeedsio/status/1917310709903556920
https://dojmt.gov/wp-content/uploads/2025/08/Consumer-notification-letter-56.pdf
https://www.mass.gov/doc/2025-1402-shinn-fu-company-of-america-inc/download
https://x.com/FalconFeedsio/status/1889517017964880109
https://www.mass.gov/doc/2025-1415-cate-equipment-company/download
https://www.mass.gov/doc/2025-1420-engie-power-gas-llc/download
https://www.mass.gov/doc/2025-1431-rohtstein-corporation/download

Kaspersky ICS CERT

kaspersky

products
manufacturer
Peter Pauper | Manufacturing / USA Personal data | August 18, 2025
Press Printing and publishing leakage Teamxxx
MoboTrex Manufacturing / USA Personal data | August 28, 2025
Manufacturer leakage
of traffic control
products
Vaquero Construction and USA Personal data | August 1, 2025
Underground engineering / leakage
Services Underground utilities
installation
Brookshire Food and beverage, USA Personal data | August 15, 2025
Grocery manufacturing / leakage
Company Bakery, dairy, ice
cream, yogurt, fresh-
cut, ice and
water/drink producer
City of Wichita | Utilities / Water USA Personal data | August 15, 2025
Falls Cypress | treatment and leakage
Water purification
Treatment
Facility
Antonio Sofo | Logistics and USA Personal data | August 28, 2025
& Song tr.anr?por_tation / Food leakage Pavouts Kin
Importing distribution Ransomware : .
(Sofo Foods)
Air France and | Logistics and France Personal data | August 6, 2025
KLM transportation / Airline Netherlands leakage ShinvHunters
Extortion
Pakistan Energy / Oil and gas Pakistan Denial of IT August 7, 2025
Pgtroleum producer systems and August 6, 2025
Limited operations,
personal data | Blue Locker
leakage
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https://ago.vermont.gov/document/2025-08-18-peter-pauper-press-data-breach-notice-consumers
https://x.com/FalconFeedsio/status/1932649626089513040
https://www.mass.gov/doc/2025-1499-mobotrex-llc/download
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://x.com/ecrime_ch/status/1958612619440410983
https://nieuws.klm.com/klm-informeert-klanten-over-incident-met-persoonsgegevens/
https://www.bleepingcomputer.com/news/security/air-france-and-klm-disclose-data-breaches-impacting-customers/
https://profit.pakistantoday.com.pk/2025/08/07/hackers-paralyze-ppl-it-systems-demand-ransom-financial-operations-suspended-for-two-days/
https://pkcert.gov.pk/advisory/25/38.pdf

Kaspersky ICS CERT

kaspersky

Ransomware 321
KNH Enterprise | Manufacturing / Taiwan Denial of IT August 24, 2025
Nonwoven specialty systems and
manufacturer operations
Pandora Manufacturing / Denmark Personal data | August 5, 2025
Jewelry manufacturer leakage ShinvHunters
SNINYAUNTers
Extortion
Chanel Manufacturing / France Personal data | August 1, 2025
Luxury goods leakage July 25, 2025
manufacturer , '
Extortion ShinyHunters
Data l/O Electronics, USA Denial August 21, 2025
Corporation manufacturing / of IT systems, August 16, 2025
Manufacturer of operations ’
manual and automated and services
security provisioning
and device
programming systems
Polish water Utilities / Water utility | Poland Denial August 14, 2025
supply of operations August 13, 2025
The LoveSac | Manufacturing / USA Personal data | September 4, 2025
Company Furniture leakage February 12. 2025
manufacturer '
Ransomware RansomHub
Cornwell Automotive, USA Personal data | September 4, 2025
Quality Tools manufacturing / leakage December 12 2024
Automotive hand Ransomware ’
tools manufacturer Cactus
Sellmark Manufacturing / USA Personal data | September 11. 2025

Corporation

Outdoor and tactical
product manufacturer
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https://x.com/H4ckmanac/status/1954146391644594300
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=170924&spoke_date=20250824&co_id=9919
https://www.forbes.com/sites/daveywinder/2025/08/05/pandora-confirms-cyberattackwhat-you-need-to-know/
https://www.bleepingcomputer.com/news/security/pandora-confirms-data-breach-amid-ongoing-salesforce-data-theft-attacks/
https://wwd.com/business-news/retail/chanel-data-break-u-s-client-database-1238026491/
https://www.bleepingcomputer.com/news/security/fashion-giant-chanel-hit-in-wave-of-salesforce-data-theft-attacks/
https://www.sec.gov/ix?doc=/Archives/edgar/data/351998/000165495425009925/daio_8k.htm
https://www.onet.pl/informacje/onetwiadomosci/wicepremier-ujawnia-atak-na-infrastrukture-wodna-w-polsce-sluzby-zapobiegly/vem4jbc,79cfc278
https://ago.vermont.gov/document/2025-09-04-lovesac-company-data-breach-notice-consumers
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/151529d0-c371-4158-80ce-8b8fd781bf5c.html
https://www.bleepingcomputer.com/news/security/lovesac-confirms-data-breach-after-ransomware-attack-claims/
https://oag.ca.gov/ecrime/databreach/reports/sb24-608262
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/ab8644d2-0258-4e09-b335-ba5428d7ef74.html
https://x.com/FalconFeedsio/status/1886706185497112656
https://mm.nh.gov/files/uploads/doj/remote-docs/sellmark-20250911.pdf
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/25cbb7f0-35d6-4618-8310-e642b98fcbc0.html

Kaspersky ICS CERT

kaspersky

NPK Manufacturing / USA Personal data | September 11, 2025
International Manufacturer leakage
of sustainable
composite matting
products
Farmer Food and beverage, USA Personal data | September 9, 2025
Brothers manufacturing / leakage March 6. 2025
Coffee, tea and Ransomware ’
culinary products Chaos
manufacturer
Carus Chemicals, USA Personal data | September 22, 2025
manufacturing / leakage, A
t7,2025
Chemical products for denial ugus
water treatment, air of IT systems | Akira
purification, soil Ransomware
remediation
Havco Wood Manufacturing / USA Personal data | September 19, 2025
Products Trailer roorllng leakage March 30. 2025
manufacturing
company
Minsait ACS Utilities / Power grid USA Personal data | September 19, 2025
control software leakage March 26. 2025
solutions and '
advanced automation
technology for utilities
Monterey Food and beverage, USA Personal data | September 18, 2025
Mushrooms manufacturing / leakage August 2 2025
AUGUST Z, £VUZ0
Mushrooms Ransomware :
manufacturer Payouts King
Georgetown Food and beverage, USA Personal data | September 26, 2025
Brewing manufacturing / Craft leakage August 22 2025
AUGUST 27, £VUZ0
Company brewery Ransomware NG
TRA. Manufacturing / USA Personal data | September 26, 2025
awood | mamtactirer coiess | August,2005
industries Ransomware Interlock
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https://www.mass.gov/doc/2025-1545-cornwell-quality-tools/download
https://ago.vermont.gov/document/2025-09-09-farmer-brothers-company-data-breach-notice-consumers
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/f692b8e2-726b-434d-a3fb-644bfff90272.html
https://x.com/FalconFeedsio/status/1909714237762511063
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/96d474a7-37b9-4398-80b3-65abeef7016f.html
https://x.com/FalconFeedsio/status/1963612903916929393
https://www.mass.gov/doc/2025-1630-havco-wood-products-llc/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/dce59c5b-e28a-4422-99cd-e1bdb454d4ba.html
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/29556194-3226-40be-8089-315044a326c1.html
https://oag.ca.gov/ecrime/databreach/reports/sb24-610226
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/2dfaa8c9-037d-4bf8-8310-e68ee6a68779.html
https://x.com/FalconFeedsio/status/1963081174441722287
https://www.mass.gov/doc/data-breach-report-2025/download
https://ago.vermont.gov/document/2025-09-26-georgetown-brewing-company-data-breach-notice-consumers
https://x.com/Comparitech/status/1976625614066274734
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/07bbf6a5-32da-4c3d-9117-7b77da449762.html
https://x.com/FalconFeedsio/status/1960069026664923418

Kaspersky ICS CERT

kaspersky

Tekni-Plex Manufacturing / USA Personal data | September 24, 2025
ll;/laa(;cfarglt‘}:;ueme and leakage November 18. 2024
manufacturer Ransomware | pansomHub

All States Manufacturing / Road | USA Personal data | September 23, 2025

g/laterlals prodL:ccts leakage August 22. 2025

roup manufacturer Ransomware .
Play

Champagne Logistics and USA Personal data | September 8, 2025

Logistics transportation / leakage
Logistics,
transportation supply
chain company

Phoenix Manufacturing / USA Personal data | September 11, 2025

Products Lighting leakage, July 31. 2025
manufacturing denial =
company of IT systems

Ransomware

Phoenix Construction and USA Personal data | September 9, 2025

Mechanical engineering / leakage

Contracting Installation and
construction services
in plumbing, electricity,
heating, natural gas, air
conditioning sectors

Gale Construction and USA Personal data | September 12, 2025

Associates englnee_rlng/ leakage June 4. 2025
Consulting =
engineering company

ENCON Construction and USA Personal data | September 12, 2025

hatng A1 | sraostr
installation, ’and Ransomware RansomHub
maintenance of HVAC
systems

MGM Manufacturing / USA Personal data | September 17, 2025

Transformers | Transformer leakage :

: Akira
manufacturer Ransomware
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https://ago.vermont.gov/sites/ago/files/documents/2025-09-24%20Tekni-Plex%20Data%20Breach%20Notice%20to%20Consumers.pdf
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/eca02689-62c4-4a59-9e9f-242da5b5874f.html
https://x.com/FalconFeedsio/status/1867684533908517103
https://www.mass.gov/doc/2025-1644-all-states-materials-group-inc/download
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/ad950e5a-f2d8-422a-b96a-4947b57238da.html
https://x.com/FalconFeedsio/status/1962524602409664870
https://www.mass.gov/doc/2025-1548-champagne-holdings-llc/download
https://www.mass.gov/doc/2025-1582-phoenix-products-llc/download
https://ago.vermont.gov/document/2025-09-11-phoenix-products-data-breach-notice-consumers
https://www.mass.gov/doc/2025-1550-phoenix-mechanical-contracting-inc/download
https://www.mass.gov/doc/2025-1588-gale-associates-inc/download
https://mm.nh.gov/files/uploads/doj/remote-docs/gale-associates-20250912.pdf
https://ago.vermont.gov/document/2025-09-15-encon-heating-air-conditioning-data-breach-notice-consumers
https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/e925b3c5-3c47-418d-926d-af83ddccd5ae.html
https://x.com/FalconFeedsio/status/1896913827335471281
https://www.mass.gov/doc/2025-1609-mgm-transformer-llc/download
https://x.com/FalconFeedsio/status/1953106949534597256

Kaspersky ICS CERT

kaspersky

CSJB Holdings | Manufacturing / USA Personal data | September 18, 2025

Manufacturer leakage

of engineered foundry

products
Minaris Pharmaceutical, USA Personal data | September 8, 2025
Advan(?ed manufactur!ng / GMP leakage October 3, 2024
Therapies manufacturing, cell

and gene therapy

manufacturing
Hello Cake Manufacturing / USA Personal data | September 19, 2025

Sexual wellness leakage July 25, 2025

products

manufacturer
PCE Construction and USA Personal data | September 19, 2025
Constructors | engineering / Industrial leakage

construction company
National Manufacturing / USA Personal data | September 18, 2025
Molding Plastics leakage

manufacturing

company
Volvo Group Automotive, USA Personal data | September 24, 2025
North America aanufact#rllng/ leakage DataCarr

otorve Icle Ransomware

manufacturing

company
Braun Electric | Energy, manufacturing | USA Personal data | September 24, 2025
SO etmentation I i

R "

contractor in the oil ansomware - Qilin

and gas industry
Dulany Chemicals, USA Personal data | September 25, 2025
Industries manufacturing / leakage

Fertilizer

manufacturer
G&H Wire Manufacturing / USA Personal data | September 10, 2025
Company Orthodontic products leakage

manufacturer
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https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://www.mass.gov/doc/2025-1603-minaris-advanced-therapies/download
https://oag.ca.gov/ecrime/databreach/reports/sb24-610317
https://oag.my.site.com/datasecuritybreachreport/apex/DataSecurityReportsPage
https://www.mass.gov/doc/2025-1629-national-molding/download
https://www.mass.gov/doc/2025-1648-volvo-group-north-america-llc/download
https://securityaffairs.com/182577/data-breach/volvo-north-america-disclosed-a-data-breach-following-a-ransomware-attack-on-it-provider-miljodata.html
https://oag.ca.gov/ecrime/databreach/reports/sb24-610513
https://x.com/FalconFeedsio/status/1959662777045577877
https://www.mass.gov/doc/2025-1663-dulany-industries-inc/download
https://www.mass.gov/doc/2025-1560-gh-wire-company-inc-dba-gh-orthodontics/download

Kaspersky ICS CERT

kaspersky

(G&H
Orthodontics)
Belkorp Logistics and USA Personal data | September 29, 2025
Eran.sp.ortatlon / leakage April 18, 2025
ogistics, _ Ransomware
transportation, supply Teamxxx
chain, retail company
Channel Fish Food and beverage, USA Personal data | September 10, 2025
manufacturing / Fish leakage
manufacturer
Sunsweet Food and beverage, USA Personal data | September 3, 2025
Growers manufacturing / Prune Ieak_age, December 11. 2024
manufacturer denial
of IT systems | RansomHub
Ransomware
Karndean Manufacturing / USA Personal data | September 30, 2025
Designflooring Manufagturer of vinyl leakage July 5, 2025
tile flooring
CRYPTO24
Talisman civil Construction and USA Personal data | September 5, 2025
consultants eng?neer?ng / Civil leakage May 6, 2025
engineering company Denial
Qilin
of IT systems
Ransomware
Miller Construction and USA Personal data | September 11, 2025
Construction énglneerln_g/ leakage July 3,2025
onstruction Ransomware
company
Jaguar Land Automotive, UK Denial September 1, 2025
Rover manufact.urlng/ of IT S){stems, August 30, 2025
Automobile operations
manufacturer and services, | Scattered Lapsus$
Hunters
Ransomware
Bridgestone Manufacturing / Tire USA Denial September 2, 2025
Americas manufacturer of operations
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https://www.mass.gov/doc/2025-1675-belkorp-ag-llc/download
https://x.com/FalconFeedsio/status/1932649626089513040
https://www.mass.gov/doc/2025-1561-channel-fish-company-inc/download
https://oag.ca.gov/ecrime/databreach/reports/sb24-608074
https://x.com/ecrime_ch/status/1897269625357799677
https://dojmt.gov/wp-content/uploads/2025/10/Consumer-notification-letter-6.pdf
https://x.com/FalconFeedsio/status/1956347357244866785
https://ago.vermont.gov/document/2025-09-05-talisman-civil-consultants-data-breach-notice-consumers
https://x.com/FalconFeedsio/status/1933195509944238514
https://ago.vermont.gov/document/2025-09-11-miller-construction-data-breach-notice-consumers
https://static-assets.tatamotors.com/Production/www-tatamotors-com-NEW/wp-content/uploads/2025/09/NSEBSEJLR-1925.pdf
https://www.bleepingcomputer.com/news/security/jaguar-land-rover-jlr-confirms-data-theft-after-recent-cyberattack/
https://www.bleepingcomputer.com/news/security/jaguar-land-rover-jlr-confirms-data-theft-after-recent-cyberattack/
https://www.wrdw.com/2025/09/01/bridgestone-americas-confirms-cyber-attack-some-facilities/

Kaspersky ICS CERT

kaspersky

Maryland Logistics and USA Denial of August 25, 2025
Transit transportation / Mass services, data Rhysida
Administration | transit administration leakage :
Ransomware
Collins Logistics and USA Denial September 20, 2025
Aerospace transportatlo.n., UK of IT systems, September 19. 2025
(Heathrow, aerospace, military operations
Berlin, Brussels | defense / Aviation and | Germany and services,
and Dublin defense technology Belgium supply chain /
airports) company trusted
Ireland partner
Ransomware
Stellantis Automotive, Netherlands | Personal data | September 21, 2025
xanufacg.lrring/ USA leakage ShinvHunters
utomobile Extortion
manufacturer
Chroma ATE Electronics, Taiwan Denial of IT September 17, 2025
manufacturing / systems and Warlock
Manufacturer operations
of electronic test and Ransomware
measurement
instruments
Transart Manufacturing / Taiwan Denial September 8, 2025
Graphics Screen-printing of IT systems
company
Morrisroe Construction and UK Personal data | September 19, 2025
engmeerm_g/ leakage September 14,2025
Construction
company
Thermofin Manufacturing / Heat | Germany Denial September 22, 2025
exchanger China of opera.tlons Sarcoma
manufacturer and services,
Poland
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https://www.mta.maryland.gov/articles/508
https://www.mta.maryland.gov/articles/508
https://web.archive.org/web/20250825040511/https:/www.mta.maryland.gov/cybersecurity-incident
https://therecord.media/maryland-transit-administration-data-breach-claimed-ransomware-gang
https://www.reuters.com/en/cyberattack-causes-flight-delays-cancellations-brussels-airport-2025-09-20/
https://investors.rtx.com/node/43886/html
https://media.stellantisnorthamerica.com/newsrelease.do?id=27079&mid=1
https://www.bleepingcomputer.com/news/security/automaker-giant-stellantis-confirms-data-breach-after-salesforce-hack
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=184139&spoke_date=20250917&co_id=2360
https://x.com/FalconFeedsio/status/1967901617891459366
https://emops.twse.com.tw/server-java/t05sr01_1_e?&isNew=Y&seq_no=1&spoke_time=115636&spoke_date=20250908&co_id=8481
https://www.constructionnews.co.uk/tech/morrisroe-suffers-cyber-attack-19-09-2025/
https://www.thermofin.de/en/news.php?id=94
http://x.com/TweetThreatNews/status/1970424892630667429

Kaspersky ICS CERT

kaspersky

Okuma Europe | Manufacturing / CNC | Germany Personal data | September 25, 2025
machine too.ls .and. Japan leakage
process optimization Denial
of IT systems
Ransomware
Thai Diamond | Electronics, Thailand Denial September 26, 2025
Eél Zebra rIErwlanufagturlng / Japan of IT systems September 8, 2025
ectric ectronic c.omponent Ransomware
manufacturing
company
Refresco Food and beverage, Germany Denial September 25, 2025
manufacturing / of operations
Beverage and services
manufacturer
Boliden / Mining, manufacturing | Sweden Personal data | September 15, 2025
Miljddata /Metgls, mining, and leakage, . August 23. 2025
smelting company supply chain /
trusted DataCarry
partner
Ransomware
LG Manufacturing / India Denial September 30, 2025
galakrlshnan & Mfanufacturgr of IT systems Medusa
ros of powertrain Ransomware
products
Kering S.A. Manufacturing / France Personal data | September 15, 2025
Luxury apparel leakage ShinyHunters
manufacturer
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https://www.okuma.co.jp/english/news/2025/250925.php
https://www.diaelec-hd.co.jp/wp/wp-content/uploads/2025/09/Notice-of-Ransomware-Incident-at-Overseas-Consolidated-Subsidiary.pdf
https://www.lebensmittelzeitung.net/tech-logistik/nachrichten/cybersecurity-refresco-kaempft-mit-hacker-attacke-186845
https://www.boliden.com/sv/nyheter/information-avseende-cyberattack-mot-miljodata/
https://www.svt.se/nyheter/inrikes/cyberattack-i-datasystem-kansliga-uppgifter-kan-ha-lackt
https://securityaffairs.com/182577/data-breach/volvo-north-america-disclosed-a-data-breach-following-a-ransomware-attack-on-it-provider-miljodata.html
https://www.cnbctv18.com/market/lg-balakrishnan-share-price-says-cyberattack-hit-select-it-systems-assures-impact-contained-19697925.htm
https://x.com/Comparitech/status/1974128839967285349
https://www.bbc.com/news/articles/crl5j8ld615o

Kaspersky ICS CERT kaspersky

Kaspersky Industrial Control Systems Cyber Emergency Response Team (Kaspersky ICS CERT)
is a global Kaspersky project aimed at coordinating the efforts of automation system vendors,
industrial facility owners and operators, and IT security researchers to protect industrial enterprises
from cyberattacks. Kaspersky ICS CERT devotes its efforts primarily to identifying potential
and existing threats that target industrial automation systems and the industrial internet of things.

Kaspersky ICS CERT ics-cert@kaspersky.com
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