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Q4 overview

Percentage of ICS computers

Regions ranked
by percentage
of ICS
computers on
which malicious
objects

were blocked,
Q4 2024

In the fourth quarter of 2024, the percentage of ICS computers
on which malicious objects were blocked decreased byd.1pp
from the previous quarter to 219%.

Regionally, the percentage of ICS computers that blocked malicious objects
during the quarter ranged from1Q6% inNorthern Europe to 31% in Africa.
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All regions ranked by percentage of ICS computers on which malicious objects
were blocked in thefourth quarter can be divided into three groups:

Over 25%

1 Africatf 310%
9 South-East Asiaf 30.26
1 Middle Eastf 25.7%

In the regions within this group, OTomputers
are generally overexposed to cyberthreats.
There is underinvestment in cybersecurity,
both in terms of tools and measures, as well as
in addressing the shortage of experts,
fostering a strong cybersecurity culture,
andraising awareness.

207 25%

Central Asiaf 23.5%
East Asiaf 22.%0
Eastern Europei 218%
Latin Americaf 21.%6
Southern Europef
20.7%

9 South Asiaf 20.7%

= =4 -4 —a -

The regions within this group may face specific
challenges in isolating their OT infrastructure
from potential cyberthreats.

Up to 20%

 Russiaf 18.3%0
I Australia

and New Zealand 13.9%
1 Western Europefi 15%
9 Northern Europef 10.6%

THREAT LANDSCAPE FOR INDUSTRIAL AUTOMATI
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The third group consists of regions that are
the safest in terms of keeping their OT
infrastructure isolated from cyberthreats.
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Compared to the third quarter, the percentage of ICS computers on which
malicious objects were blocked during thdourth quarter has increased ireight

regions.
Regions
and world. Quarterly changes
Changes in
the percentage
of attacked World -0.1%
ICS computers East Asi '
in Q4 2024 asthsia I 1.3%
Southern Europe B 1.0%
Northern Europe B 0.9%
Central Asia B 0.8%
Russia I 0.7%
Middle East I 0.1%
South-East Asia I 01%
Eastern Europe I 0.1%
Western Europe -0.1%
Latin America -1.2%
South Asia -15%
Australiaand New Zealand | _-21%
-3.0% -2.0% -1.0% 0.0% 1.0% 2.0% 3.0%
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Malicious object categories

Malicious objects used for initial infection

Malicious objects that are used forinitial infection of ICS computers include
dangerous internet resources that are added to denylists, malicious scripts
and phishing pages, and malicious documents.

By the logic of cybercriminals, these malicious objects can spread easily.
As aresult, they are blocked by security solutions more often thananything else.
This is reflected in our statistics.

Typical attacks blocked within an OT network are a mukstage process,

where each subsequent step of the attackers is aimed at increasingrivileges
and gaining access to other systems by exploiting vulnerabilities in OT systems
and networks.

It is worth noting that during the attack, intruders often repeat the same steps
(TTP), especially when they use malicious scripts and established coramcation
channels with the management and control infrastructure (C2) to move
horizontally within the network and advance the attack.

Kill chain
examples: Internet
from initial
infection
to next-stage Access
sttompt | ———
malware Denylisted
internet
resources
Data exfiltration, Data exfiltration/
C2 communication C2 communication
Fetch .
Malicious ‘
Y Download al documents J
Fetch/ Execution/
Execution Payload deployment
L : Malicious .. Reinfection/
‘| Download/ Scripts Script trigger
Execution
alicious e alicious e alicious e ‘ alicious e M Iner
Mdtlsploymc:n’: Mdtlaploymc:n": I\‘I::ItlapIi:»vymt::ur:‘;:| Mdtlsploym::n? %
[ Spyware
 Ransomware
Globally and in almost all regions, denylisted minet resources and malicious
scripts and phishing pages are the top categories of malicious objects in terms
of the percentage of ICS computers on which these objects were blocked.
THREAT LANDSCAPE FOR INDUSTRIAL AUTOMATI 6
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Regions ranked
by percentage
of ICS
computers

on which
threats from
the internet
were blocked,
Q4 2024

The sources of the majority of malicious objects used for initial infectiom

are the internet and email.

In Q4 2024, Africa , South - East Asia , and the Middle East ranked as thetop
three regionsby the percentage of ICS computers on which threats fromthe

internet were blocked.
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Thetop three regions withthe highest email threat rates were Southern
Europe, the Middle East , andLatin America .
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Regions ranked
by percentage

of ICS

computers World
?hnr(\a,gt”scprom Southern Europe
email clients Middle East
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Q42024

Eastern Europe
South-East Asia

Africa

Australia and New Zealand
South Asia

Western Europe

East Asia

Central Asia

Northern Europe

Russia

m Q42024

Denylisted internet resources
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Africa , South -East Asia, andCentral Asia ranked as thetop three regions by
the percentage of ICS computers on which denylisted internet resources were

blocked.

THREAT LANDSCAPE FOR INDUSTRIAL AUTOMATI
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Regions ranked

by percentage Denylisted internetresources

of ICS

computers World T 5.52% 6.84%

on which i o

denylisted Africa | 0,0 e 10,97 %
internet South-East Asia G ,07% ;o1

rersources . °

were blocked, Central Asia | ot 7 /3

Q4 2024 Middle East [ ———ad 7.30%
Eastern Europe [ i 0579%
South Asia | s 723%
Russia | 212, 76,267
Latin America [ G 6.66%
Southern Europe | 120 %8 799,
Western Europe |3 .89 %0150/
EastAsia [N 3557
Australia and New Zealand m"sz%
Northern Europe [HEGEG——2.49%.,

0% 2% 4% 6% 8% 10% 12%

m Q42024 m Q32024

All regions, exceptEast Asia, saw adecrease inthe percentage of ICS
computers on which denylisted internet resources were blocked.

As previously noted inthe Q3 2024 report, theincrease inblocked denylisted
internet resources was primarily driven by an increase in the number of newly
created domain names and IP addresses used by cybercriminals as command
and control (C2) infrastructure for distributing malware and phishing attacks.

The decline in the percentage of denylisted internet resources in November
December 2024was likely influenced not only by proactive threat mitigation
measures at various level§ from resource owners and hosting providers to ISPs
and law enforcement agencies. Aother contributing factor was the tendency

of attackers to frequently change domains and IP addresses to evade detection
in the initial stages, based on lists of known malicious resources.

In practice, this means that until a malicious web resource is idgfied and added
to a denylist, it may not immediately appear in threat statistics, leading to an
apparent decrease in the percentageof ICS computers on whch such
resources were blocked.

THREAT LANDSCAPE FOR INDUSTRIAL AUTOMATI 9
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However,in Q4, we alsosaw a rise in the percentage of thenext steps in the
attack chaint malicious scripts and phishing pages, spyware, and ransomware.

Changes in the

percentage of Denylisted internetresources
ICS computers
32%:';2 . World 1.32%
internet East Asia I 0.04%
reSOLICes were Northern Europe -0.38%
blocked, Central Asia -0.46%
Q4 2024 . Eastern Europe -0.77%
Australia and New Zealand -0.85%
Western Europe -0.89%
Russia -0.99%
Southern Europe -1.04%
Middle East -1.51%
South Asia -1.70%
Latin America -1.72%
South-East Asia -1.72%
Africa -2.44%
-4% -3% -2% -1% 0% 1%

Malicious scripts and phishing pages

Thetop three regionsby percentage of ICS computers on which malicious
scripts and phishing pagesvere blocked were Africa , Southern Europe ,and
Latin America .

THREAT LANDSCAPE FOR INDUSTRIAL AUTOMATI 1C
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Regions ranked
by percentage
of ICS
computers on
which malicious
scripts and
phishing pages
were blocked,
Q4 2024

Changes inthe
percentage of
ICS computers
on which
malicious
scripts and
phishing pages
were blocked,
Q4 2024

lkaspersky

Malicious scripts and phishing pages

World
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15%

The top three regions in terms ofgrowth in the percentage of ICS computers

on which malicious scripts and phishing pages were blocked we#Adrica |,

Southern Europe , andthe Middle East .

Malicious scripts and phishing pages
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Il 0.34%

-2% -1% 0% 1% 2%

THREAT LANDSCAPE FOR INDUSTRIAL AUTOMATI
SYSTEMS. REGIONS, Q4 2024

3%

1



Kaspersky ICS CERT

lkaspersky

Malicious documents

Regions ranked
by percentage
of ICS
computers on
which malicious
documents
were blocked,
Q4 2024

Southern Europe , Latin America ,and the Middle East ranked as thetop
three regions by the percentage of ICS computers on whichmalicious

documents were blocked.
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Changes in the
percentage of
ICS computers

lkaspersky

The only three regions in terms ofgrowth inthe percentage of ICS computers

on which maliciousdocuments were blocked wereSouthern Europe ,the
Middle East , andCentral Asia .

Malicious documents

on which World -0.26%
malicious Southern Europe B 0.35%
documents Middle East M 0.08%
were blocked, Central Asia 1 0.02%
Q4 2024 Russia -0.02%
Eastern Europe -0.05%
Western Europe -0.11%
South Asia -0.12%
Northern Europe -0.13%
East Asia -0.21%
Africa -0.22%
South-East Asia -0.45%
Australia and New Zealand -0.71%
Latin America -0.84%
-1.2% -0.8% -0.4% 0.0% 0.4% 0.8%

Next -stage malware

Malicious objects used to initially infect computers delivemext-stage
malwaref spyware, ransomware, and miners to victims' computers.

As a rule, the higher the percentage of ICS computers on which the initial
infection malware is blocked, the higher the percentage for nextstage malware.

Spyware

Spyware (including Trojans, backdoors, and keyloggers) is typically the most
frequently detected type of next -stage malware. It is either used as a toolset
for intermediate steps in the kill chain (such as reconnaissance and lateral
movement) or as a finalstage tool for stealing and exfiltrating confidential data.

When spyware is detected on an OT computer, it usually indicates that the initial
infection vector was not prevented i whether through a user clicking

on amalicious link, opening an attachment from a pshing email, or plugging
inaninfected USB drive. This suggests that OT perimeter protection measures
(such as network security and enforcement of removable device policies)

were either absent or ineffective.

THREAT LANDSCAPE FOR INDUSTRIAL AUTOMATI 18
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In Q4 2024, Africa , the Middle East , andSout hern Europe ranked
asthe top three regions by the percentage of ICS computers on which
spyware was blocked.

These regions also ranked among the highest for one or more types of initial
infection threats.

Regions ranked

by percentage Spy Trojans,backdoors and keyloggers

of ICS

computers on World  EEG_———— 0%

which spyware - . 13%
was blocked, Africe | 655,
Q42024 Middle East | 025502

Southern Europe  — .52
South-East Asia | —— 7
Fastor Europs  E— 7
cast s — 409%
Central Asie —.75%
Latin Americs IEEEGEG—— 51
South Asia S 7997
Russio I 75%
Australiaand New Zealand [— 1.867
Northern Europe [E— 1.74%
Western Europe [N 1534

0% 2% 4% 6% 8%

m Q42024 m Q32024

In almost all regionsspyware does not rank higher tharthird in the threat
category rankings by percentage ofICS computers on which it was blocked,
except inthe following regions:

1 East Asia: in this regon, spyware is thenumber one malware category in
terms of the percentage of ICS computers on which it was blocked.

1 The Middle East, Southern Europe, andCentral Asia :spyware is the
second most prevalent threat inthese regions.

The top three regions interms of growth in the percentage of ICS computers
on whichspyware was blocked were Southern Europe , Russia, and Central
Asia.

THREAT LANDSCAPE FOR INDUSTRIAL AUTOMATI 14
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Changes in the

percentage of Spy Trojans,backdoors and keyloggers
ICS computers
ggy\‘mfg World 0.39%
was blocked, Southern Europe I 1.01%
Q4 2024 Russ!a I 0.71%
Central Asia I  0.63%
Africa I 0.58%
East Asia I 0.54%
Middle East I 0.40%
South-East Asia I 0.39%
Eastern Europe I 0.24%
Northern Europe Il 0.14%
South Asia I 0.02%
Australia and New Zealand 0%
Western Europe -0.08%
Latin America -0.18%
-0.6% -0.2% 0.2% 0.6% 1.0% 1.4%

Covert cryptomining programs
Miners in the form of executable files for Windows

In the fourth quarter of 2024, similar to the previous quarter, a significant portion
of Windows miners found on ICS computers consisted of archives with names
mimicking legitmate software. These archives did not contain actual software
but included a Windows LNK file, commonly known as a shortcut. However, the
target (or path) that the LNK file points to is not a regular application, but rather
a command capable of executingmalicious code, such as a PowerShell script.
Nowadays, threat actors are increasingly using PowerShell to execute malware,
including cryptominers, by embedding malicious code directly into commandine
arguments. This code runs entirely in memory, enablifiteless execution and
minimizing detection.

THREAT LANDSCAPE FOR INDUSTRIAL AUTOMATI 1t
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Kill chain
example:
fileless
execution
in cryptomining n-memory axecution
attacks
halicious 3 i U MR b 1
intermet resource 3 2P ANk .IH'NKPE'“: i " | PowerShell
| Rmmansd o .
________ script
Encrypted [software name]* . exe Fileless execution:
archive Windows link fils namead minar coda embaddad
&= lagitimate softwars nto command-ine
with path attribute arguments runs
Phishing email cantaming command ta antiraly in mamaory
run PowarShedl script
Another common method of deploying miners on ICS computers involves using
legitimate cryptocurrency mining software such as XMRigNBMiner,
OneZeroMiner, and others. While these miners are not inherently malicious,
they are classified asRiskToolsby security systems. Attackers exploit
these miners by combining them withcustomized configuration files that enable
€40 0xe+Q@CHC ADPéxGxéh eu 1@ Pu+-PIAARBGO ac
Kill chain
example:
USG. Of . Legitimate
|eglt|mate n-memory execution t:r'!rptu
mining tools el .- D L ™ T mminar
in cryptomining : mmﬂi‘“rf::m c| oz | ANk | LNKpath o
attacks | —ommand | script
Encrypted [software name]*.exe Dowmnloads and runs
archive Windows link fils namad legitimate * Config
&3 bagitimate softwars mining software:
with path attribute XMRig, NBMINer,
Phishing email containing command to OneZaroMinear, etc.
run PowearShedl script Configuration
fila to run
crypto miner
in hidden mode

Thetop three regions by percentage of ICS computers on which miners
inthe form of executable files for Windows were blocked wereCentral Asia
Russia, andEastern Europe .

THREAT LANDSCAPE FOR INDUSTRIAL AUTOMATI 1¢
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Regions ranked
by percentage
of ICS
computers

on which miners
in the form of
executable files
for Windows
were blocked,
Q4 2024

Miners in the form of executable files for Windows

World

Central Asia
Russia

Eastern Europe
Africa

I 0.70
N Ld8 760
I — O 585,
. 0038,
L2867 73%

Middle East — 0537
Latin America [—0.49%.

South Asia | 048 e 0.79%
South-East Asia [ 42 ¢,
E_— O
P
I 038,

Western Europe [ S/
East Asia -091},%

0.0% 0.2% 04% 0.6% 0.8% 10% 12% 14% 16% 18%

Northern Europe
Southern Europe

Australia and New Zealand

m Q42024 m Q32024

In the globalranking of threat categories by percentage of ICS computers
on which they were blocked, miners in the form of Windows executable files
are normallyranked seventh.

In the corresponding ranking in Russiaand Australia and New Zealandhey
rankedfifth .

The top regions in terms ofgrowth in the percentage of ICS computers on
which miners in the form of Windows executable filesvere blocked were Russia,
East Asia, Southern Europe ,and Western Europe.

THREAT LANDSCAPE FOR INDUSTRIAL AUTOMATI 1
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Changes in
the percentage Miners in the form of executable files for Windows
of ICS
computers on
which miners in
the form of

World -0.01%
Russia Il 0.05%
executable files East Asia B 0.02%
for Windows Southern Europe B 0.02%
were blocked, Western Europe B 0.02%
Q4 2024 Northern Europe 1 0.01%
Middle East 0%
Australia and New Zealand -0.04%
Eastern Europe -0.05%
Latin America -0.05%
South-East Asia -0.09%
Central Asia -0.14%
Africa -0.17%
South Asia -0.31%

-05% -04% -03% -02% -01% 0.0% 0.1% 0.2%

Covert cryptomining programs
Web miners running in browsers

Thethree leading regions by percentage of ICS computers on which web miners
running in browsers wee blocked were:the Middle East , Africa ,
and Eastern Europe.

THREAT LANDSCAPE FOR INDUSTRIAL AUTOMATI 1¢
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Regions ranked

by percentage Web miners running in browsers

of ICS

computers World N 0.&9&%{;

on which ) o
web miners Middle East | 25 46%
were blocked, Africs 0.5 .,
Q4 2024 .

Eastern Europe | ——CEL 0,56%
Latin America  [—0 417,
Y, 5165
L2.5° 6 40%
Central Asia _%238,;,
Southern Europe __2%‘%9%
Northern Europe | 0 355
South Asia | /752,
Australia and New Zealand m%‘o_m%
Western Europe -0_%%]%
East Asia -0_?0 0%

0.0% 0.2% 0.4% 0.6% 0.8%

Russia

South-East Asia

m Q42024 m Q32024

In theregional rankings of threat categories by percentage of ICS computers
on which they were blocked, web miners ended umuch higher regionally
(eighth place globally) inAustralia and New Zealand and Western Europe T
sixth place inthe respective regionalrankings.

Southern Europe ,Western Europe , Northern Europe ,and East Asia were
the only regionsthat experienced growth inthe percentage of ICS computers
on which web miners were blocked.

THREAT LANDSCAPE FOR INDUSTRIAL AUTOMATI 1<
SYSTEMS. REGIONS, Q4 2024 d &a ®G&aspensky lab



Kaspersky ICS CERT

Changes in the
percentage of
ICS computers
on which web

Web miners running in browsers

lkaspersky

miners were World -0.02%
blocked Southern Europe I 0.04%
04 2024’1 Western Europe N 0.03%
East Asia I 0.03%
Northern Europe N 0.02%
Central Asia -0.01%
Russia -0.01%
South Asia -0.02%
Latin America -0.03%
Middle East -0.04%
Africa -0.06%
South-East Asia -0.07%
Australia and New Zealand -0.08%
Eastern Europe -0.M1%
-0.16% -0.12% -0.08% -0.04% 0.00% 0.04% 0.08%
Ransomware
Thetop three regionswith the highest percentage of ICS computers on which
ransomware was blocked werghe Middle East , Africa ,and South Asia .
THREAT LANDSCAPE FOR INDUSTRIAL AUTOMATI 20
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Regions ranked
by percentage Ransomware

of ICS
computers World

on which _
ransomware Middle East
was blocked, Africa
Q4 2024 _
South Asia
East Asia
Central Asia
Southern Europe
South-East Asia

Eastern Europe

Latin America | L0108 13,
Australia and New Zealand |[EESS—_0.09%
Western Europe [m—— 0.08%
Russia [0S 0 09%
%%

0.00% 0.05% 0.10% 0.15% 0.20% 0.25% 0.30% 0.35%

Northern Europe

m Q42024 m Q32024

The top three regions in terms ofgrowth inthe percentage of ICS computers
on whichransomwarewas blocked were Australia and New Zealand ,
East Asia, andWestern Europe .

THREAT LANDSCAPE FOR INDUSTRIAL AUTOMATI 2.
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Changes in the

percentage of Ransomware
ICS computers
on which
ransomware ) World 0%
was blocked, Australia and New Zealand B 0.05%
Q4 2024 East Asia I 0.04%
Western Europe Hl 0.02%
South Asia B 0.01%
Central Asia 1 0.01%
Eastern Europe 0%
Northern Europe 0%
Africa -0.02%
Middle East -0.02%
Latin America -0.03%
South-East Asia -0.04%
Southern Europe -0.04%
Russia -0.04%
-0.15% -0.05% 0.05% 0.15% 0.25%

Self -propagating malware. Worms and viruses

Worms and virus infected files were originally used for initial infection,
but as botnet functionality evolved, they took on next-stage characteristics.

To spread across ICS networks, viruses and worms rely on removable media,
network folders, infected files including backups, and network attacks
on outdated software.

High rates of self-propagating malware and malware spreading via network
folders at the industry, country, or regional level likely indicate the presence
of unprotected OT infrastructure that lacks even basic endpoint protection.

Worms
Thetop three regions by percentage of ICS computers on which worms were
blocked were Africa , Central Asia ,andthe Middle East .
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Regions ranked
by percentage
of ICS
computers

on which worms
were blocked,
Q4 2024

World ~SESG_— 1,37

Africa [— 4897
Central Asia [ ) 205,
Middle East |—
South-East Asia _ ?‘7&%
Eastern Europe __35%9%
EastAsia | 1200,
South Asia |6 500,
Russia [ 0 3:% %
Southern Europe -00533/;%
Latin America -oo?f%?,
Northern Europe .0925%

Western Europe . 8'5?‘%‘

Australia and New Zealand [l 933%

0% 1% 2% 3% 4% 5%

m Q42024 m Q32024

Globally, worms are in sixth place in the threat category ranking by percentage
of ICS computers on which they wereblocked. In similar regional rankings, worms
rank much higher in the following regions:Russia Central Asiaf fourth place in
the respective regional ranking

The top three regions in terms ofgrowth in the percentage of ICS computers
on whichworms were blocked were Eastern Europe , Russia, and Central Asia.
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Changes in the
percentage of
ICS computers
on which worms
were blocked,
Q4 2024

THREAT LANDSCAPE FOR INDUSTRIAL AUTOMATI

World

Eastern Europe
Russia

Central Asia
Southern Europe
Northern Europe
Middle East
Western Europe
South-East Asia
Australia and New Zealand
Africa

Latin America
East Asia

South Asia

Worms

-0.36%

-0.03%
-0.04%
-0.05%
-0.07%

0.07%
I 0.20%
I 0.20%
N 0.13%
N 0.12%

Bl 0.06%
B 0.02%
B 0.02%
1 0.01%
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Viruses

Thetop three regions by percentage of ICS computers on which viruses were

blocked remainedSouth -East Asia , Afric a,and East Asia.
Regions ranked

by percentage Viruses

of ICS

computers on World _115§¥u

which viruses T

were blocked, South-East Asia | Rqo | oa%
e Africa S 4,067

EastAsia [ 3017
Middle East | 2J6%
South Asia - 11;2%
Central Asia - 1f_123°°,°;,
Latin America - %%93?2,
Eastern Europe . 81?{0%
Russia l 8%5‘%
Southern Europe I 8%8%
Northern Europe I %%‘Z},
Australia and New Zealand 8&?%"
Western Europe I 8}?3//:
0% 2% 4% 6% 8% 10%
B Q42024 m Q32024

In South -East Asia, viruses are in second place in the regionalthreat
category ranking by percentage of ICS computers on which they were blocked.

The top three regions in terms ofgrowth inthe percentage of ICS computers
on which viruses were blocked weré&outh -East Asia, Africa , andthe Middle
East.
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Changes in the

percentage of Viruses
ICS computers
\(jir;uvlzlsdv]vere Wor!d 0:08%
blocked. South-East A.sla I 1.15%
Q4 2024 Africa I 0.37%
Middle East Bl 0.12%
Eastern Europe B 0.05%
South Asia 1 0.03%
Russia I 0.02%
Southern Europe -0.01%
East Asia -0.01%
Australia and New Zealand -0.02%
Western Europe -0.03%

Northern Europe -0.06%
Central Asia -0.08%
Latin America -0.09%

-0.5% 0.0% 0.5% 1.0% 1.5%

Note that there is an overlap betweenthe leadingregionsin virusesand leaders
by percentage of ICS computers on whichnetwork folder threats
were blocked.
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Regions ranked
by percentage
of ICS
computers on
which threats
from network
folders were
blocked, Q4
2024

Network Folders

World N — 0.03‘}6."%

cost s — 2% ..
P N e — TR
South Asis E— 015%
Middle East [m— 0.08.%
g —
Central Asia [i—0.079%
Eastern Europe [ 3°475,
Russia el 0.09%
Southern Europe [ 0.034%,
Western Europe  [a0-338%5-,
Latin America [iad-%8%5,
Northern Europe [l U3%:-,
Australia and New Zealand I&°H‘_’bs%

00% 01% 01% 02% 02% 03% 03% 04%

m Q42024 m Q32024

AutoCAD malware

This category of malware can spread in a variety of ways, so it does not belong
to a specific group.

The same regions that lead inhe virus ranking are alsthe leaders
by percentage of ICS computers on which AutoCAD malware was blocked
South -East Asia, East Asia, andAfrica .
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Regions ranked

by percentage Malware for AutoCAD
of ICS
computers on World T 823;/:

which malware _
for AutoCAD South-East Asia

was blocked, East Asia
Q4 2024 .
Africa

South Asia
Middle East

T 209
T Y
I 0247
%357
= 0%
W 8147
Eastern Europe l SﬂLZ“
Latin America L%‘?&f@,
Southern Europe I %89%
Australia and New Zealand L %%‘572,
Russia | §:83%%
Western Europe | 9:92%
Northern Europe | 88?%"

Central Asia

0.0% 05% 1.0% 1.5% 20% 25% 3.0%

B Q42024 mQ3 2024

Normally, AutoCAD malware is a minor threand usually comes bottom
of the malware category rankings by percentage of ICS computers on which
it was blocked.

However, in @4 2024, this category ranked higher than the corresponding global
ranking @inth place) in the following regions:

1 South-East Asiaf fifth place in the regional ranking
1 East Asiaf seventh place in the regional ranking

The only three regionswith growth inthe percentage of ICS computers on
which malware for AutoCAD was blocked were South -East Asia , South Asia ,
and Central Asia .
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Changes in the
percentage of
ICS computers

Malware for AutoCAD

%”a}’\fvgfg World 0%
- i I 0.08%
for AutoCAD South-East As!a 0.08%
was blocked, South Asia —0 0.07%
Q4 2024 Central Asia B 0.01%
Eastern Europe 0%
Western Europe 0%
Russia 0%
Northern Europe 0%
Africa -0.01%
Southern Europe -0.01%
Middle East -0.03%
Australia and New Zealand -0.03%
East Asia -0.05%
Latin America -0.06%
-0.15% -0.05% 0.05% 0.15%
Regions. Special considerations
To see the specific distinctions of regions, you can compare them to other
regions and to the globalaverage statistics.
In most regions as well as globally, firgtlace in the ranking by percentage
of ICS computers on which specific threat categories wee blocked
are occupied by spyware and by the malicious objects used fothe initial
infection of computers. The internet leads the ranking oftop threat sources
inallregions.
Some of the regionalrankings have their owrpeculiarities and distinctions,
which are noted below.
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Africa

Current threats

Ist in the region

10.95%
MALICIOUS SCRIPTS &
PHISHING PAGES

1.3xncrease in Q4
2nd globally ingrowth

@ 1stglobally
15xabove global average

2nd in the region

8.53%
DENYLISTED INTERNET
RESOURCES

decrease in Q4

C

@ 1stglobally
1.5xabove global average

3rd in the region

7.13%
SPYWARE

Z 1Xincrease in Q4

@ 1stglobally
17x above global average

4.06% 4.00% 2.04%
VIRUSES WORMS MALICIOUS DOCUMENTS
Z  1kincrease in (4 ¢, decreasein Q4 & decrease in Q4
G2 1stglobally E2s 1stglobally & 12xabove global average
2.5xabove global average 2.% above global average
0.54% 0.52% 0.26%
MALWARE FOR AUTOCAD WEB MINERS RANSOMWARE
¢, decreasein Q4 ¢, decreasein Qt ¢, decreasein Qt
@ 3rd globally @ 2ndglobally @ 2nd globally
1.4xabove global average 1.% above global average 1.X above global average
14.44% 3.73% 3.09%
THREATS FROM THREATS FROM THREATS FROM
INTERNET EMAIL CLIENTS REMOVABLE DEVICES
¢, decreasein Q4 ¢, decreasein Q4 ¢, decreasein Q4
S st globally @ 1.4 above global average 2 1stglobally

1.4 above global average

4.8x above global average
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Overall

i First place in the global ranking by percentage of ICS computers on which
malicious objects were blocked.

i Of all regions, Africa traditionally has the highest percentage of ICS computers
on which malicious objects were blocked.

1 The percentage of ICS computers on which malicious objects were blockeds
higher than the global average .In Q4 2024, the value was 1.4 times higher than
the global average.

1 The region exhibits a slightlownward trend with fluctuations.

1 In Q4 2024, the region showed alecrease in thepercentage of ICS computers
on which malicious objects were blocked.

I 36.3%
22.6%

m Africa World

Comparative analysis
Threat categories

1 Compared to the global figures , the region has a higher percentage of ICS
computers on which threats were blocked acrossmost threat categories.
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Q4 2024

Malicious scripts and phishing pages (JS and HTML) _7"% 10.95%

; ; 8.53%
Denylisted internet resources 5.52% °

Spy Trojans, backdoors and keyloggers ﬁ 7.13%

; 4.06%
Viruses 1.61% 4

N 4.00%
Worms 137% 4

Malicious documents (MSOffice + PDF) _1_%'9,{34%

Miners in the form of executable files for Windows . %?g:}:"

M 0.54%
Malware for AutoCAD 0.38% °

Web miners running in browsers u 8355‘,%;%

B 0.26%
Ransomware 0.91%

0% 2% 4% 6% 8% 10% 12%

m Africa = World

1 The region has a significanthhigher percentage than the respective global
average percentages of ICS computers on which the following vere blocked:

U Worms: 2.9times higher, ranks first by valueglobally.
U Viruses: 25 times higher(surpassing Q3 2024 levels)ranks second by
valueglobally.

1 Worms and viruses outpace malicious documents in the threat category
ranking by percentage of ICS computers on which they werdlocked.
Worms are infourth place (sixth place globally) High rates of self-propagating
malware on a large scale indicate that a significant p&ion of the OT
infrastructure lacks even basic endpoint protection, making it a source of
malware infection attempts.

Spyware: 1.7 times highermranks first by valueglobally.

U Denylisted internet resources. 1.5 times higherranks first by value
globally.

U Malicious scripts and phishing paged.5 times highe(surpassing Q3 2024
levels), ranks first by valueglobally.

U Malware for AutoCAD: 1.4 times higheranks third by valueglobally.

U Web miners 1.3 times higherranks second by valuglobally.
Ransomware 12 times higher, rankssecond by valueglobally.
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U Malicious documents 1.2 times highefsurpassing Q3 2024 levels)
Threat sources

i1 The region rankedfirst in the world both by percentage of ICS computers on
which threats from the internet andremovable devices were blocked:

U Removable devices4.8 times higher(surpassing Q3 2024 levels)
U Internet: 14 times higher.

i With regard to threats from email clients , the region exceedd the global
average by 4 times (surpassing Q3 2024 levels)

Q4 2024
20%
14.44%
15%
9.98%
10%
o 3.09% 3.73%; 72%
0.64% 0.09% 0.08%
0% - ]
Internet Removable media Email clients Network folders
m Africa World
Quarterly changes and trends
Threat categories
Africa
Malicious scripts and phishing pages (JS and HTML) I 2 43%
Spy Trojans, backdoors and keyloggers Bl 0.59%
Viruses Il 0.37%

Malware for AutoCAD -0.01%

Ransomware -0.02%

Worms -0.04%

Web miners running in browsers -0.06%

Miners in the form of executable files for Windows -0.17%
Malicious documents (MSOffice + PDF) -0.22%

Denylisted internetresources  _5 449,

4% -3% -2% -1% 0% 1% 2% 3% 4%
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1 Thelargest proportional increase in Q4 2024 was in the percentage
of ICS computers on which the following were blocked:

U Maliciousscripts and phishing pagesby 13 times, first in the world
in terms of growth.

Malicious scripts and phishing pages (JS and HTML)
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U Spyware: by 11times.
Spy Trojans, backdoorsand keyloggers
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U Viruses: by 1.1 timessecond in the world in terms of growth.

Viruses
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The heatmap below illustrates changes in the ranking of threatategories inthe region since the
beginning of 2022 Malicious scripts and phishing moved from second to first place in 4 2024.
Viruses moved from fifth to fourth place in Q4 2024.

Africa 2022 2023 2024
QL Q2 Q3 Q4

Malicious scripts and phishing
pages (JS and HTML

Denylisted internet resources

Spy Trojans, backdoors and
keyloggers

Viruses = 6 6 6 6 5 5 5 5 5 5 5 4

Worms | 4 5 4 4 4 4 4 4 4 4 4 5

Malicious documents
(MSOffice + PDF)

Miners in the form of
executable files for Windows

Malware for AutoCAD 10 9 9 9 9 9 9 9 9 9 9 8

Web miners running in
browsers

Ransomware 9 10 10 10 10 10 10 10 10 10 10 10

Threat sources

In Q4 2024, all threat sources exhibited adecrease in the percentage of ICS
computers on which malicious objects from them were blocked

Africa

23%

17.77% 16 569 16.95% 17.69%

18% M 14.01% 14.67% 14.82% 15.34% 14,44
Ot 11.85%

13% .-
8.58%  856% 40 | 8.42%
7.54% g
8% | ® e 601% | 724% 635% | 606% 5s0% | .
s » > 438% 1 320% 3.09%

3 TN TS 637% 533% 545% somn  asig | @

371% 3.53% 3.67% 3.91% 373%
-2%
0] Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4

2022 2023 2024

e=g==|nternet ==8==Emailclients =#=—Removable media
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Industries

1 In Q4 2024 construction remained the most affected industry in the region, as
selected for this report.

1 Compared to the global averages the following industries had a significantly
higher percentage of ICS computers with blocked malicious objects compared
to the respective global averages

U Construction 17 times higher.
U Manufacturing i 17 times higher.
U Oil & Gasf 17 times higher.
U Engineeing & ICS Integratiori 15 times higher.
U Electric Powerf 1.4 times higher
Q4 2024
Construction _msa.O%
Electric Power NEG——————————————— 33.3%
Engineering & ICS Integration EG—_—_-—_SS———————— 32.4%
Biometrics NG—— 3.7 %
Oil % Gas NEG_—_——————S30.8%
Buiding automation NEGEG_—_——— 25 5%
Manufacturing _W 29.2%
0% 10% 20% 30% 40%
m Africa = World
INnQ4 2024, the oiland gas sector in the regionexhibited a notable increase in
the percentage of ICS computers on which malicious objects were blocked by
1.2 times compared to the previous quarter.
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Africa

Regional Average 31.5%

. 38.0%
Construction 37.8%
36.0%
. 33.3%
31.6%

. . . 32.4%

e 09 gt | 17
. . 31.7%

Biometrics 332.5%

32.3%

. 30.8%
Oil & Gas 26.7%
29.3%
- . 9.8%
29.2%
. 29.2%
Manufacturing 30.3%

0% 5% 10% 15% 20% 25% 30% 35% 40%

mQ42024 mQ32024 mQ22024

i1 Overall, he selected sectors show positivedynamicsin their long-term trends
with occasional major fluctuations

Africa

Regional Average

43% —e—Biometrics

38% —— Buiilding automation

—— Construction
33%

—— Electric Power
28%

—s—Engineering & I1CS

23% Integration
Q1 Q2 Q3 Q4 O Q2 Q3 Q4 O Q2 Q3 Q4 ——Manufacturing
2022 2023 2024
——Qil & Gas
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South -East Asia

Current threats

1st in the region

9.59%
MALICIOUS SCRIPTS &
PHISHING PAGES

Z 12x increase in Q4

@ 13x above global average

2nd in the region

9.34%
VIRUSES

Z 1Xincrease in Q4
1stglobally ingrowth

@

1stglobally
5.8xabove global average

3rd in the region

6.09%

DENYLISTED INTERNET
RESOURCES

decrease in (4

3

@ ond globally
1 above global average

5.94%
SPYWARE

2.83%
MALWARE FOR AUTOCAD

slightincrease in Q4

1.8”%
MALICIOUS DOCUMENTS

Z 1 increase in (4 Z 1stglobally in growth E decrease in (4
@ 14x above global average @ 1stglobally @ 1 above global average
7.4x above global average
1.7%
WORMS
Z  slightincrease in 4
@ 1.2 above global average
13.02%0 3.92% 0.23%
THREATS FROM THREATS FROM THREATS FROM
INTERNET REMOVABLE DEVICES NETWORK FOLDERS
¢, decreasein Q4 ¢, decreasein Q4 ¢, decreasein Q4
@ 2ndglobally @ 1.7»above global average @ 2ndglobally

13x above global average

2.9x above globalaverage
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Overall

1 Second place in the global ranking by percentage of ICS computers on which
malicious objects were blocked.

1 The percentage of ICS computers where malicious objects were blocked
remainsconsistently higher than the global average , reflecting
along-term trend. In Q4 2024, the value was 1.4 times higher than the global
average.

1 InQ4 2024, the region showed arincrease in the percentage of ICS computers
on which malicious objects were blocked, compared to the previous quarter.

I 33.1%
22.6%

2022 2023 2024

H South-East Asia World

Comparative analysis

Threat categories

1 Compared to the global figures , the region has a higher percentage of ICS
computers on which threats were blocked across most threat categories.
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Q4 2024

Malicious scripts and phishing pages (JS and HTML) _7"% 9.59%

i N 9.34%
Viruses 161% °

i i I 5.09%
Denylisted internet resources 5.59% <

Spy Trojans, backdoors and keyloggers _4_30% 5.94%

Malware for AutoCAD % 2.83%

Malicious documents (MSOffice + PDF) I 1_17-1837{3%

I 1.71%
Worms 137% °

Miners in the form of executable files for Windows | 06‘.‘72%2

Web miners running in browsers | gjgg.;,f

I 0.13%

Ransomware 0.21%

0% 2% 4% 6% 8% 10% 12%

m South-East Asia World

i Viruses camesecond in the ranking of malware categories by percentage
of ICS computers on which they were blocked. In SouttEast Asia,
this percentage is 58 times higher than the global averagdsurpassing Q3 2024
levels) and ranks first by valuglobally.

1 AutoCAD malware is infifth place in this ranking (the global percentage
of ICS computers on which this malware was blocked is one of the lowest
amongall categories). The indicators value is 7.4 times higher than the global
average (surpassing Q3 2024 levels) angnks first by valueglobally.

1 Compared to the global figures , the regionalsohas a significantlyhigher
percentage of ICS computers on which the following vere blocked:

Spyware: 1.4times higher.

Malicious scripts and phishing paged.3 times higher

Worms: 12 times higher.

Denylisted internet resources. 1.1 times higheranks second by value
globally.

U Malicious documents 11times higher.

cC: . C
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Threat source s

1 The region rankedsecond in the world by percentage of ICS computers
on whichthreats from network folders were blocked, exceeding the global
averageby 29 times (surpassing Q3 2024 levels)

1 With regard to threats from the internet , the regionalsorankedsecond
in the world ,exceeding the global averageby 13 times.

1 The percentage of computers on which threats fromremovable devices were
blocked exceeded the global average by ¥.times.

1 The percentage of computers on which threats from email clients
were blocked exceeded the global average by #.times in Q4 2024.

14%
12%
10%
8%
6%
4%
2%
0%

13.01%

9.98%

Internet

Q4 2024
3.92%
272%
. 1.06%0 64
|
Email clients Removable media

B South-East Asia World
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Quarterly changes and trends

Threat categories

South-East Asia

Malicious scripts and phishing pages (JS and HTML) B 1.36%
Viruses B 1.15%
Spy Trojans, backdoors and keyloggers Bl 0.39%
Malware for AutoCAD | 0.08%
Worms 0.01%
Ransomware -0.04%
Web miners running in browsers -0.07%
Miners in the form of executable files for Windows -0.09%
Malicious documents (MSOffice + PDF) -0.45%
Denylisted internet resources -1.72%
4% 3% 2% -1% 0% 1% 2% 3% 4%
The largest proportional increase in Q4 2024 was in the percentage
of ICS computers on which the following were blocked:
U Malicious scripts and phishing pagedy 1.2 times
Malicious scripts and phishing pages (JS and HTML)
S
o n o ] ]
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RN g S X 2
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2022 2023 2024
U Viruses: by 11times, first in the world in terms of growth
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1 The heatmap below illustrates changes in the ranking of threat categories
inthe region since the beginning of 2022

South -East Asia 2022 2023 2024
QL Q2 Q3 Q4 Q1 Q2 Q3 Q4

Malicious scripts and phishing
pages (JS and HTML

Viruses| 5

Denylisted internet resources | 4

Spy Trojans, backdoors and
keyloggers

Malware for AutoCAD 9 9 9 9 7 6 7 6 5 5 5 5

Malicious documents
(MSOffice + PDF)
Worms 7 7 6 6 6 7 6 7 7 7 7 7

Miners in the form of
executable files for Windows
Web miners running in
browsers

Ransomware 10 10 10 10 10 10 10 10 10 10 10 10

Threat sources

In terms of quarterly changes, allthreat sources showed a decrease inthe
percentage of ICS computers on which malicious objects werélocked.

South-East Asia

21% o, 16.84%
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Industries

1 Themost affected industries in the region, aselected for this report, are:

i Construction.
U Building automation

1 Compared to the global averages , the following industries had a significantly
higher percentage of ICS computers on which malicious objects were blocked

Construction 7 1.4 times

Manufacturing f 13 times higher.
BuildingAutomation 7 13 times higher.
Electric Power i 12times.

Engineering& ICS Integration i 1.2 times

cC

Q4 2024
Construction N 32.5%

22.8%

Building automation I 31.9%

25.0%

Electric Power TN 28.6%

23.6%
Biometrics TN 26.0%

27.7%

Engineering &ICS Integration N 25.3%

22.3%

Manufacturing R, 23.2%

17.6%

0% 10% 20% 30% 40%

m South-East Asia World

INQ4 2024, the construction and building automation sectors experienced an
increase in the percentage of ICS computers where malicious objects were
blocked.
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South-East Asia

Regional Average
Building automation
Electric Power
Biometrics

Engineering & ICS Integration

) 23.2%
Manufacturing 28.7%
27.2%

0% 5% 10% 15% 20% 25% 30% 35%

Q42024 mQ32024 mQ22024

1 Thetrends inthe selected sectors demonstrate anoverallpositive dynamic
though they are marked by steep junps and extended periods of slow increases
and decreases.

South-East Asia :
Regional Average

40%
—es—Biometrics
35%

30% ——Building automation

259, —— Construction

20% ——Electric Power

15% ——Engineering &ICS
Ql Q@ Q3 Q4 Q Q2 Q3 Q4 Q1 Q2 Q3 ™ Integration

2022 2023 2024
—— Manufacturing
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Middle East

Current threats

1st in the region

9.68%
MALICIOUS SCRIPTS &
PHISHING PAGES

12x increase in Q4
3rd globallyin growth

Z

@ 14x above global average

2nd in the region

6.62%
SPYWARE

Z 1XXincrease in Q4

@ o2nd globally
1.Xabove global average

3rd in the region

5.79%
DENYLISTED INTERNET
RESOURCES

3

decrease in 4

2.61% 2.1%% 2.16%
MALICIOUS DOCUMENTS WORMS VIRUSES
_— . _— . 1Xincrease in Q4
Z  slightincrease in Q4 Z slightincrease in Q4 3rd globallyin growth
@ 3rd globally @ 3rd globally @ 13x above global average
15x above global average 1.& above global average
0.62% 0.27%
WEB MINERS RANSOMWARE
¢, decreasein Q4 Z  slightincrease in 4
@ 1stglobally @ 1t globally
16x above global average 13x above global average
11.72% 5.30% 1.04%
THREATS FROM THREATS FROM THREATS FROM
INTERNET EMAIL CLIENTS REMOVABLE DEVICES
) Z 1Xxincrease in Q4 )
¢, decreasein Q4 2nd globallyin growth ¢, decreasein Qt
@ 3rd globally @ 2ndglobally @ 16x above global average

12x above global average

19x above global average
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Overall

i Third place in the global ranking by percentage of ICS computers on which
malicious objects were blockedin Q4 2024.

1 The percentage of ICS computers where malicious objects were blocked
remainshigher than the global averagethroughout the observed period. In Q4
2024, the value wasl.2 times higher than the global average.

1 InQ4 2024, the region showed aslight increase in the percentage
of ICS computers on which malicious objects were blocked compared
to the previous quarter.

28.5%
4.7%
126.9%
| 24.4%
} 123.5%

I 31.4%
22.6%

m Middle East World

Compar ative analysis

Threat categories

1 Compared to the global figures , the region has aigher percentage
of ICS computers on which all categories of threats were blocked, excepfor
executable miners, and malware for AutoCAD.
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Q4 2024

Malicious scripts and phishing pages (JS and HTML) 7 1% 9.68%

Spy Trojans, backdoors and keyloggers _4_30% 6.62%

Denylisted internet resources 5_%%.%%

Melicious documents (MSOffice + PDF) I 2.61%

N 2.19%
Worms 1375 9
; I 2.16%
Viruses 1.61% a

Web miners running in browsers . 0033.32{3%

Miners in the form of executable files for Windows | %5732:,:':'

B 0.28%
Malware for AutoCAD 0.38%°

B 0.27%
Ransomware 0.91%

0% 2% 4% 6% 8% 10% 12%

m Middle East World

1 Specifically, the following threat categories showedsignificantly h igher values:

Worms: 16 times higher, ranks third by valueglobally.

Web miners 1.6 times higherranks first by valueglobally.

Spyware: 15 times higher, ranks second by valuglobally.

Malicious documents 1.5 times higher (surpassing Q3 2024 levelsanks

third by valueglobally.

U Maliciousscripts and phishing pagesl.4 times higher (surpassing Q3 2024
levels).
Viruses: 1.3 times higher

U Ransomware 1.3 times higherranksfirst by valueglobally.

cC: C C C

Threat sources

1 The region rankedsecond in the world by percentage of ICS computers
on whichthreats from email clients were blocked, exceeding theglobal average
by a factor of 19,which is higher than in Q3 2024.

1 The region rankedthird in the world by percentage of ICS computers
on whichthreats from the internet were blocked, exceeding theglobal average
by a factor of 1.2, which is higher than in Q3 2024.
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1 The percentage of computers on which threats fromremovable de vices were
blocked exceeded the global average by 16 times in 4 2024.

Q4 2024

14% 1.77%

12% 9.98%
10%

8% =

6% 5.30%

A% 272% —

29 1.04% 642, 0.09% 0.08%
0% [

Internet Email clients Removable media Network folders
® Middle East World

Quarterly changes and trends

Threat categories

1 Interms of quarterly growth, five threat categories out of 10 showed an increase

in Q4 2024.
Middle East
Malicious scripts and phishing pages (JS and HTML) I 1585%
Spy Trojans, backdoors and keyloggers Il 0.40%

Viruses I 0.12%
Malicious documents (MSOffice + PDF) | 0.08%
Worms 0.02%
Miners in the form of executable files for Windows 0.00%

Malware for AutoCAD -0.03%

Ransomware -0.02%

Web miners running in browsers -0.04%

Denylisted internet resources -1.51%

-4% -3% -2% -1% 0% 1% 2% 3% 4%

1 Thelargest proportional increase in Q4 2024 was in the percentage
of ICS computers on which the following were blocked:

U Malicious scripts and phishing pagesy 1.2 times, third in the world in
terms of growth.
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Malicious scripts and phishing pages (JS and HTML)

11.52%

I 9.29%

R
= = Middle East
I~

‘II = World

0 Spyware:by 1.1 times

Spy Trojans, backdoors and keyloggers
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0 Viruses:by 1.1 timg third in the world in terms of growth

Viruses

X

2.16%

m Middle East

R

M

'l‘n__ -

I II m World

1 The heatmap below illustrates changes in the rankings of threat categories
inthe region since the beginning of 2022Malicious scripts and phishing
pages have been the leading threat category throughout the obseaved period.
Spyware returned from third to second place in Q4 2024.
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Middle East

Malicious scripts and phishing
pages (JS and HTML

Spy Trojans, backdoors and
keyloggers

Denylisted internet resources

Malicious documents
(MSOffice + PDF)

Worms | 5 5 5 5 5 5 5 5 4 5 5 5

Viruses = 6 6 6 6 6 6 6 6 6 6 6 6

Web miners running in
browsers

Miners in the form of
executable files for Windows

Malware for AutoCAD 10 10 9 10 9 9 9 9 9 10 9 9

Ransomware 9 9 10 9 10 10 10 10 10 9 10 10

Threat sources

1 In Q4 2024, thethreat sources, except for email clients,exhibited adecrease in
the percentage of ICS computers on which malicious objects from them were

blocked.
Middle East
21% .
. 16.80%
15.41% 14.80% 14.99% 15.12% 14.03% 14.48% 5
16%  G— - 12.58% 13.02% o 0 gor 1232% 1177%

1% 727% 732% 6609 <100 oo
T2% TSP 660% 619% 621% 589% 5.63% 521% 486% 479% 495% 5.30%

6% e ———e e g —

T e

1% 481% 442% 414% 454%

4% 289% 258% 208% 200% 162% 131% 11% 104%
m Q2 Q3 Q4 m Q2 Q3 Q4 m Q2 Q3 Q4

2022 2023 2024

e=g==|nternet =—®=Email clients =—=#=—=Removable media

1 In Q4 2024, te trend for threats from email clients widened the gapbetween
the global averagedue to an increaseby a factor of 1.1n the percentage of ICS

THREAT LANDSCAPE FOR INDUSTRIAL AUTOMATI 52
SYSTEMS. REGIONS, Q4 2024 d &a ®G&aspensky lab



Kaspersky ICS CERT kaspersky

Industries

computers on which threats from email clients were blocked, while the global
trend kept declining.

The region ranked second in the world in terms of growth ofhreats from email
clients.

Email clients
10%
8%
6% b
4%

7.27% 7.32% g 4000 . oo .
u 6.19% 6.21% 5.89% 5.63% 5.21% 4.86% 4.79% 4.95% 5.30%

—

- — -

5.46% 912% 551% 5 0s% 5.20% 4.59%

2% 5
oo 3.46% 315% 3.04% 3.04% 295% 272%
(o] Q2 Q3 Q4 (o] Q2 Q3 Q4 m Q2 Q3 Q4
2022 2023 2024
e=g==Middle East World

The most affected industry in the region, as selected for this report,
was building automation

From a global perspective , the following industries saw aigher percentage
of ICS computers on which malicious objects were blocked

Construction 7 12 times higher.

Electric Power f 1.2imes higher.

Oil& Gasft 1.2 times higher
BuildingAutomation f 1.1 times higher
Engineering & ICS Integratiori 1.1 times higher

[T B I i
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Q4 2024

Building automation _%D%ZSA%

: s 27.7%
Electric Power 23.6%

; e 27.2%
Construction 22 8%

; ; e 25.4%
Biometrics 27 7%

Engineering & ICS Integration _223%4.6%

Oil% Gas TN 21.6%

18.6%
Manufacturing I EG_— 14'4%i7.6%

0% 10% 20% 30%

m Middle East World

1 InQ4 2024, the manufacturing sector exhibited the most notic eable increase
(by afactor of 12) in the percentage of ICS computers on which malicious
objects were blocked, compared to the previous quarter.

Middle East

Regional Average 25.6%
- . 28.4%
28.3%
. 27.7%
26.3%
. 7.2%
28.0%
. . 25.4%
27.1%
. . . 24.6%
23.4%
. 21.6%
oz con |
23.5%
Manufacturing 12.0%

0% 5% 10% 15% 20% 25% 30% 35%

mQ42024 mQ32024 mQ22024

i Despite occasional fluctuations, thetrends in the selected sectors showan
overallpositive dynamic
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Middle East Regional Average

40% —e— Biometrics

55% Building

automation
30% _
—s— Construction

25%
—=— Electric Power
20%
. Engineering & ICS
19% Integration

10% —s— Manufacturing

Q1 Q2 Q3 04 Q1 Q2 Q3 04 Q1 Q2 Q3 04

2022 2023 2024 — Oil & Gas
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Central Asia

Current threats

1stin the region

5.97%
DENYLISTED INTERNET
RESOURCES

3

@ 3rdglobally
1iXx above global average

decrease in (4

2nd in the region

4.74%
SPYWARE

12x increase in Q4
3rd globallyin growth

Z

@ 1 above global average

3rd in the region

4.24%
MALICIOUS SCRIPTS &
PHISHING PAGES

decrease in 4

3

2.93% 1.48%
WORMS EXECUTABLE MINERS

Z  slightincrease in Q4 E decrease in (4

@ 2nd globally @ 1stglobally

2.k above global average 2.k above global average

8.46% 0.83%
THREATS FROM THREATS FROM
INTERNET REMOVABLE DEVICES

¢, decreasein Q4 ¢, decreasein Q4

@ 13x above global average
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Overall

1 Fourth place in the global ranking by percentage of ICS computers on which
malicious objects were blocked.

1 Theindicator remainshigher than the global average , althoughshows a
positive trend of narrowing the gap.

1 InQ4 2024, the region showed a slighincrease in the percentage of ICS
computers on which malicious objects were blocked compared to theprevious
quarter.
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Comparative analysis

Threat categories

Q4 2024

Denylisted internet resources 5?2%,3%

Spy Trojans, backdoors and keyloggers _4;67‘3?%

Malicious scripts and phishing pages (JS and HTML) I 4.24%

I 2.93%
Worms 137% °

7M%

Miners in the form of executable files for Windows -Q7g):;,28%

i B 1.18%
Viruses 1.61%

Malicious documents (MSOffice + PDF) - 0'91‘?;?%

. L. I 0.29%
Web miners running in browsers 0399

I 0.18%
Ransomware 0.21%

I 0.14%
Malware for AutoCAD 0.38‘}?3

0% 2% 4% 6% 8% 10% 12%

H Central Asia World

1 Compared to the global aver age, the region has a higher percentage
of ICS computers on which the following were blocked:

U Miners in the form of executable files for Windows 2 1times higher, ranks
first by value globally.

U Worms: 2 1times higher, ranks second by valuglobally.

0 Denylisted internet resources: 11times higher, ranks third by value
globally.

U Spyware:1.1imes higher.

Threat sources

1 The percentage of ICS computers on which threats from removable devices
were blockedexceeded the global average by 13 times in (4 2024.
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Q4 2024
12% 9.98%
10% 8.46%
8%
6%
A%, 2.72%
o 1.27% 0.83% o
2% . ©0.64% 0.08% -
0% [ | — TR 0.08%
Internet Email clients Removable media Network folders
B Central Asia World
Quarterly changes and trends
Threat categories
Central Asia
Spy Trojans, backdoors and keyloggers Bl 0.63%
Malicious scripts and phishing pages (JS and HTML) Bl 0.34%
Worms I 0.13%
Malicious documents (MSOffice + PDF) 0.02%
Ransomware 0.01%
Malware for AutoCAD 0.01%
Web miners running in browsers -0.01%
Viruses -0.08%
Miners in the form of executable files for Windows -0.14%
Denylisted internetresources -0.46%

4% -3% -2% -1% 0% 1% 2% 3% 4%

1 Thelargest proportional increase in Q4 2024was in the percentage
of ICS computers on which the following were blocked:

0 Spyware:by 1.2 times
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Spy Trojans, backdoors and keyloggers
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Ransomware
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1 The heatmap below illustrates changs in the rankings of threat categories
inthe region since the beginning of 2022 Denylisted internet resources
have been the leading trreat category in the region since Q1 2022
with the exception of Q4 2022 and Q4 2023.

Central Asia 2022 2023 2024
QL Q2 Q3 Q4 Q1 Q2

Denylisted internet resources

Spy Trojans, backdoors and
keyloggers

Malicious scripts and phishing
pages (JS and HTML

Worms

Miners in the form of
executable files for Windows

Viruses 7 7 7 7 7 7 6 6 6 6 6 6

Malicious documents
(MSOffice + PDF)

Web miners running in
browsers

Ransomware 9 9 9 9 9 9 9 9 9 9 9 9

Malware for AutoCAD 10 10 10 10 10 10 10 10 10 10 10 10
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Threat sources
1 In Q4 2024,allsources of threats inthe region exhibiteda decrease

inthe percentage of ICS computers on whichthey were blocked.

Central Asia
21% 17.875% 18.36%

474%

6% 13.54% 12.90% 12.84% 1372% 12.33%

10.99%
1% 8.46%
6.81% .
616% | 558%
6% | O— 428%  413%
— 196% | 186% | 151% | 137% | 0.98%  0.83%
% 3.42% - — . . ¢ e ——
243% 224% 221% 210% 159% 1329 145% 153% 133% 127%
-4%
Qi Q2 Q3 04 Q1 Q2 Q3 Q4 Q1 Q2 Q3
2022 2023 2024

e=g==|nternet ==®==Emailclients =—=#=—=Removable media

Industries

1 Themost affected industry in the region, as selected for this report,
was building automation

1 From a global perspective ,the percentage of ICS computers on which
malicious objectswere blockedin the building automation and engineering and
ICS integration sector s was 1ltimes higher than the respective global
average s for these industries.

Q4 2024

Building automation  IHRM 26.7%

25.0%

22.3%
0% 10% 20% 30%

H Central Asia World

1 InQ4 2024,the engineering and ICS integration sector saw anincrease (by 1.1
times) in the percentage of ICS computerson which malicious objects were
blocked.
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Central Asia

I 23.5%

Regional Average 22.7%
265%

o _ 26.7%
30.2%
S _ 24.2%
23.8%

0% 10% 20% 30% 40%

m0Q42024 mQ32024 mQ22024

Thetrends inthe selected sectors demonstrate anoverallpositive dynamic .

Central Asia
40%

55% Regional Average

30%
25% ——Building automation
20%
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East Asia

Current threats

1st in the region

2nd in the region

3rd in the region

4.89% 4.38% 3.56%
SPYWARE MALICIOUS SCRIPTS & DENYLISTED INTERNET
PHISHING PAGES RESOURCES
Z  1Xincrease in Q4 Z  1Xincrease in Q4 z  slightincrease in Q4
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INTERNET REMOVABLE DEVICES NETWORK FOLDERS

1Xxincrease in Q4
1stgloballyin growth

Z slightincrease in Q4
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Overall

i Fifth place in the global ranking by percentage of ICS computers on which
malicious objects were blocked. The region moved up fromaight h place in the
ranking.

1 East Asia demonstrates adowntrend with fluctuations.

1 InQ4 2024, the percentage of ICS computers onwhich malicious objects were
blocked exceeded the global average for the first time since Q2 2023.

1 InQ4 2024, the region showed arincrease in the percentage of ICS computers
on which malicious objects were blocked by 1.1 timed.he region ranked first
globallyin terms of growth.
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Comparative analysis

Threat categories
Q42024

Spy Trojans, backdoors and keyloggers —_3%'%9%

Malicious scripts and phishing pages (JS and HTML) I— 4.38% 7 1%
Denylisted internet resources I 3.56% 5.52

Viruses NN 2.93%

Malicious documents (MSOffice + PDF) M 1.57%
B 1.53%
Worms 137%°

o

B 1.44%

Malware for AutoCAD 0.38% °
0.23%
Ransomware I0.21%

Miners in the form of executable files for Windows | 0%?;‘8.3,

o

. L I 0.13%
Web miners running in browsers 0.39%

0% 2% 4% 6% 8% 10% 12%

m East Asia World

1 Compared to the global average , the region has a noticeably higher
percentage of ICS computers on which the following were blocked:

U Malwarefor AutoCAD : 3.8 times higher ranled second by valueglobally.
U Viruses: 1.8 times highe(surpassing Q3 2024 levels)third by value
globally.
U Worms: 1.1 times higher
0 Ransomwarel.l times higher
Spyware: 1.1 times higher

Threat sources

1 In 42024, East Asia raked first againamong the regions by percentage
of ICS computers on whichmalicious threats from network folders were
blocked, surpassing the global average b8.4times (exceeding Q3 2024 levels)

1 The percentage of ICS computers on which threats fromremo vable devices
were blocked in the region wag times higher than the global average
(exceeding Q3 2024 levels)

THREAT LANDSCAPE FOR INDUSTRIAL AUTOMATI 66
SYSTEMS. REGIONS, Q4 2024 d &a ®G&aspensky lab



Kaspersky ICS CERT kaspersky

Q42024
12% 9.98%
10% o
8% 7.33%
6%
- 141% 1.30%
2% e ¥ 7%0.64% 0.27% 3
. 0.08%
0% L L
Internet Email clients Removable media Network folders
B East Asia World
Quarterly changes and trends
Threat categories
East Asia
Spy Trojans, backdoors and keyloggers Bl 054%
Malicious scripts and phishing pages (JS and HTML) Bl 054%
Ransomware | 0.04%
Denylisted internet resources | 0.04%
Miners in the form of executable files for Windows | 0.02%
Web miners running in browsers | 0.03%
Viruses -0.01%
Malware for AutoCAD -0.05%
Worms -0.07%
Malicious documents (MSOffice + PDF) -0.21%

4% -3% -2% -1% 0% 1% 2% 3% 4%

1 Thelargest proportional increase in Q4 2024 was in the percentage
of ICS computers on which the following were blocked:

U Web miners by 1.3 times, thirgjloballyin terms of growth.
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Web miners running in browsers
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0 Ransomwareby 1.2 timessecond globallyin terms of growth.

Ransomware
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0 Malicious scripts and phishing pagesy 1.1 times

Malicious scripts and phishing pages (JS and HTML)
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Miners in the form of executable files for Windows
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1 The heatmap below illustrates changes in the rankings of threat categories
inthe region since the beginning of 2022Spyware has been the leading threat
category in the region since Q4 2023, jumping from third to first place
and replacingmalicious script s and phishing pages .
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East Asia 2022 2023 2024

Ql Q2 Q3 Q4 QI Q2 Q3 Q4 QI Q2 Q3 Q4

Spy Trojans, backdoors
and keyloggers
Malicious scripts and
phishing pages (JS an
HTML)

Denylisted internet
resources

Viruses

Malicious documents
(MSOffice + PDF)

Worms 6 6 6 7 5 6 5 5 5 5 6 6

5 5 5 5 6 5 7 7 7 6 5 5

Malware for AutoCAD 7 7 7 6 7 7 6 6 6 7 7 7

Ransomware 10 10 10 8 8 8 9 8 10 9 8 8

Miners in the form of
executable files for 8 8 9 9 9 9 8 9 8 8 9 9
Windows
Web minersrunning in
browsers

Threat sources

1 Internet threats kept increasing in Q4 2024 (by 1.1 times)n contrast to the
global average in terms ofpercentage of ICS computers on which they were
blocked.
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Internet
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=—g==East Asia World

1 Threats from network folder s which were blocked on ICS computers in East
Asia continued to show a mostlydeclining trend startingin the second half of
2022, staying significantly above the global average.

Network folders

1.5% 1.02% 1.15% 1.11%
0.82%

1.0% 0.64% 0.66% _
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2022 2023 2024

East Asia World
1 The region exhibited a increase in threats distributed via removable devices .

Removable media

40% 3.05% 3-29% 3.17% o .
- 276% , yzo, |2.55%

2.0% e 1.79% 1.70% 1.46% 1.54% 127% 1.30%

20%
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-20%
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—o==East Asia World

i1 Overall, all major sources exhibdownward long-term trends .

THREAT LANDSCAPE FOR INDUSTRIAL AUTOMATI 7.
SYSTEMS. REGIONS, Q4 2024 d &a ®G&aspensky lab



Kaspersky ICS CERT kaspersky

East Asia
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e=g==|nternet ==®=Emailclients =®=—Removable media

Industries

1 The mostaffected ind ustry in the region, as selected for this report,
was electric power .

1 Compared to the respective global averages , the following sectors
inthe region saw ahigher percentage of ICS computers on which malicious
objects were blocked:

Electric Power: 14 times higher.

Construction : 13 times higher(surpassing Q3 2024 levels)
Manufacturing: 1.3 times (surpassing Q3 2024 levels)
Engineering & ICS Integrationl.1 times (surpagsy Q3 2024 levels)

cC: . C

Q4 2024
Electric Power N 33.9%

23.6%

Construction N 29.2%

22.8%

Engineering & ICS Integration I— 23.6%

22.3%

Building automation NN 21.6%

25.0%

Manufacturing RN 22.1%

17.6%
0% 10% 20% 30% 40%
m East Asia World
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1 InQ4 2024, all sectorsshowed anincreas e in terms of the percentage of ICS
computers on which malicious objets were blocked.

East Asia
_ I 22.7%
Regional Average 21.4%
21.3%
) 33.9%
Electric Power 30.6%
30.4%
) 29.2%
Construction 25.1%
245%
) ) ) 23.6%
Engineering & ICS Integration 222%
221%
) 22.1%
Manufacturing 19.5%
19.8%
21.6%

20.6%
19.7%

Building automation

0% 5% 10% 15% 20% 25% 30% 35% 40%

Q42024 mQ32024 mQ22024

1 Theelectric power sector consistently exhibited the highest rate of blocked
malicious objects on ICS computers throughout the period, significantly above
the regional average.

All sectors show anupward trend starting in Q2 2024.
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East Asia
Regional Average
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lkaspersky

Eastern Europe

Current threats

1st in the region

7.55%
MALICIOUS SCRIPTS &
PHISHING PAGES

Z 12x increase in Q4

@ 1x above global average

2nd in the region

5.70%
DENYLISTED INTERNET
RESOURCES

3

decrease in (4

3rd in the region

5.16%
SPYWARE

decrease in Q4

3

@ 1.X above global average

2.09%
MALICIOUS DOCUMENTS

3

@ 12x above global average

decrease in (4

1.9%
WORMS

Z 1 increase in Q4

1stgloballyingrowth
@ 12x above global average

0.45%
WEB MINERS

3

@ 3rd globally
1.X above global average

decrease in (4

9.66%

THREATS FROM
INTERNET

C

decrease in (4

4.08%

THREATS FROM
EMAIL CLIENTS

3

@ 15x above global average

decrease in Q4
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Overall

1 Sixth place in the global ranking by percentage of ICS computers on which
malicious objects were blocked. The region moved up frorseventh place in the
globalranking. Before Q2 2023, the region did not rank higher than ninth place.

1 InQ4 2024, the region showeda slightincrease in the percentage of ICS
computers on which malicious objects were blocked compared to the previous
quarter. The indicator was slightly below the global average.
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Comparative analysis

Threat categories

Q4 2024

Malicious scripts and phishing pages (JS and HTML) _7_171:,25%

i i I 5.70%
Denylisted internet resources 5.52% °

Spy Trojans, backdoors and keyloggers _43(%,36%

Malicious documents (MSOffice + PDF) I— 2.09%

I 1.59%
Worms 137, °

Miners in the form of executable files for Windows . 8-773;0/"

; B 0.57%
Viruses 1_81.3,

i ing i B 0.45%

Web miners running in browsers 0357 °
| 0.12%
Ransomware 0_21%0
Malware for AutoCAD | 061_%2‘%‘,3

0% 2% 4% 6% 8% 10% 12%

m Eastern Europe World

Compared to the global figures , the region has eigher percentage
of ICS computers on which the following were blocked:

Maliciousdocuments, 1.2 times higher (surpassing Q3 2024 levels)
Spyware, 1.2 times higher

Worms, 1.2 times higher (surpassing Q3 2024 levels)

Web miners,12 times higher.

Malicious scripts and phishing pagesl.1 times highésurpassing Q3 2024
levels).

cC:

Threat sources

1 As in the previous quarter, hreats that originated from email clients exceeded
the global averageby 1.5 times.
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Q4 2024

12% 9.66%9.98%
10%

8%

6% 4.08%

A%, 272%

2% . 0.36%0.64% 0.05% 0.08%
O% —

Internet Email clients Removable media Network folders
B Eastern Europe World

Quarterly changes and trends

Threat categories

Eastern Europe

Malicious scripts and phishing pages (JS and HTML) B 1.34%
Spy Trojans, backdoors and keyloggers B 0.24%
Worms B 0.20%
Viruses | 0.05%
Malware for AutoCAD 0.00%
Ransomware 0.00%
Miners in the form of executable files for Windows -0.05%
Malicious documents (MSOffice + PDF) -0.05%
Web miners running in browsers -0.11%
Denylisted internet resources =0.77%

4% -3% -2% -1% 0% 1% 2% 3% 4%

1 Thelargest quarterly increase was in the percentage of ICS computers
on which the following were blocked:

U Malicious scripts and phishing pagedy 12 times.
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1 The heatmap below illustrateschanges in the rankings of threat categories
inthe region since the beginning of 2022Malicious scripts and phishing
pages returned to first place andviruses jumped one positionin Q4 2024.

Eastern Europe 2022 2023 2024

QL Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3
Malicious scripts and phishing
pages (JS and HTML)

Denylisted internet resources

Spy Trojans, backdoors and
keyloggers

Malicious documents (MSOffice
+ PDF)

Worms 7 6 7 6 5 6 5 5 5 5 5 5

Miners in the form of executable
files for Windows

Viruses 8 8 8 8 8 8 8 8 8 8 8 7
Web miners running in browsers = 6 7 5 5 6 5 7 7 7 7 7 8
Ransomware 9 9 9 9 9 9 9 9 9 9 9 9

Malware for AutoCAD 10 10 10 10 10 10 10 10 10 10 10 10

Threat sources

1 InQ4 2024, allthreats sourcesin Eastern Europe exhibited alecrease
inthe percentage of ICS computers on which they were blocked.

Eastern Europe
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1 Threats from email clients which were blocked on ICS computers in Eastrn
Europe show adeclining trend ,while staying significantly above the global
average.

Email clients

8% 659% 6.48% 6.25% 5919 5770

6% — ﬁ—_ﬂii“% a.24% 464% 497% 4 539 4 08%
612% -
4% 5.46% 5.51% 5 . O g T ——,
5.06% 520% 4 599
2% 3.46% 315% 3.04% 3.04% 2.95% 2729

0%
Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4
2022 2023 2024

==g==Eastern Europe World

Industries

I Themost affected industry in the region, as selected for this report,
was building automation

1 Compared to the respective global averages , all selected industries
demonstrated lower percentages of ICS computers on which malicious objects
were blocked.

Q4 2024

idi on N 24.7%
Building automation pvts
Engineering &ICS Integration NN 20.7%

22.3%

Construction NN 20.6%

22.8%

Electric Power TN 18.9%

23.6%

0% 10% 20% 30%
m Eastern Europe World

U InQ4 2024, all sectors under observation except building automation,
showed an increase in the percentage of ICS computers on which
malicious objects were blocked The most significant proportional
increase was in theconstruction sector - by 1.1 times
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Eastern Europe

Regional Average 21.7%

o ) 24.7%
Building automation 25.2%
257%
. ) ) 20.7%
Engineering & ICS Integration 20.5%
22.6%
) 20.6%
Construction 19.6%
20.4%
) 18.9%
Electric Power 18.5%
18.9%

0% 5% 10% 15% 20% 25% 30%

mQ42024 mQ32024 mQ22024

Thetrends in the selected sectors still demonstrate ageneral stabilization
after a notable rise in 2022.

Eastern Europe

35%

Regional Average
30%

Building
259, automation

—s— Construction
20%

15% —— Electric Power

10% —s— Engineering &ICS
Q1 Q2 Q3 Q4 Q1 Q2 Q3 4 Q1 Q2 Q3 Q4 Integration
2022 2023 2024
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Latin America

Current threats

1st in the region

9.86%
MALICIOUS SCRIPTS &
PHISHING PAGES

Z 12x increase in Q4

@ 3rd globally
14x above global average

2nd in the region

4.94%
DENYLISTED INTERNET
RESOURCES

3

decrease in (4

3rd in the region

4.37%
SPYWARE

decrease in Q4

3

2.09%
MALICIOUS DOCUMENTS

3

@ 2ndglobally
19x above global average

decrease in (4

1.5%%
WEB MINERS

3

@ 1.4 above global average

decrease in (4

11.09%

THREATS FROM
INTERNET

C

@ 1Xkabove global average

decrease in (4

4.52%

THREATS FROM
EMAIL CLIENTS

3

@ 3rd globally
17x above global average

decrease in Q4
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Overall

1 Seventh place in the global ranking by percentage of ICS computers
on which malicious objects were blockedThe region moved down fromfifth
place in the ranking

1 InQ4 2024, the percentage of ICS computers on which malicious objects were
blocked decreased , falling slightly below the global average.

1 Overall, the region demonstrates adownward trend .
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H Latin America World

Comparative analysis
Threat categories

1 Compared to the global figures , the region has anoticeably higher
percentage of ICScomputers on which the following threat categories were
blocked:

U Malicious documents 1.9imes higher,ranked second by value among the
regions.

U Malicious scripts and phishing paged.4 times higheranked second by
value among the regions

U Web miners 11times higher.
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Q4 2024

Malicious scripts and phishing pages (JS and HTNML) _7"% 9.86%

i i N 4.94%
Denylisted internet resources 5_52‘!%

Spy Trojans, backdoors and keyloggers I 23307026

Malicious documents (MSOffice + PDF) ﬂ 3.33%

i B 0.79%
Viruses 1 6?%

B 0.72%
Worms 1_37%/;

Miners in the form of executable files for Windows | 0@%%‘.‘:’2

Web miners running in browsers u 8;;%5

| 0.10%
Ransomware 0.21%

| 0.08%
Malware for AutoCAD 0.38‘}?,

0% 2% 4% 6% 8% 10% 12%
H Latin America World

Threat sources

1 The region rankecthird in the world by percentage of ICS computers on which
threats from email clients were blocked, exceeding theglobal avelage by I7
times.

1 Threats from the internet were 1.1 times higher than thglobal average.

Q4 2024
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12% 11.09 '69.98%
10%
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2% . 0.21%0.64% 0.03% 0.08%
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B Latin America World
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Quarterly changes and trends

Threat categories

Latin America
Malicious scripts and phishing pages (JS and HTML) B 1.40%

Ransomware -0.03%
Web miners running in browsers -0.03%
Worms -0.05%
Miners in the form of executable files for Windows -0.05%
Malware for AutoCAD -0.06%

Viruses -0.09%

Spy Trojans, backdoors and keyloggers -0.18%

Malicious documents (MSOffice + PDF) -0.84%
Denylisted internet resources -1.72%

4% -3% -2% -1% 0% 1% 2% 3% 4%

1 Thelargest proportional increase in Q4 2024 was in the percentage
of ICS computers on which the following were blocked:

U Malicious scripts and phishing pagedy 12 times.

Malicious scripts and phishing pages (JS and HTML)
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1 The heatmap below illustrates changes in the rankings of threat categories
inthe region since the beginning of 2022 Malicious scripts and phishing
pages have been the leading threat category in the region throughout
the observed period.In 4 2024,ransomware moved up one position.

Latin America 2022 2023 2024
Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4

Malicious scripts and phishing pages
(JS and HTML)

Denylisted internet resources

Spy Trojans, backdoors and
keyloggers

Malicious documents (MSOffice +
PDF)

Viuses 8 8 8 7 6 6 6 6 5 6 5 5

Worms 7 6 6 6 5 5 5 5 6 5 6 6

Miners in the form of executable
files for Windows

Web miners running in browsers = 6 7 5 5 7 7 7 8 8 8 8 8
Ransomware 9 9 9 9 9 9 9 9 9 9 10 9

Malware for AutoCAD 10 10 10 10 10 10 10 10 10 10 9 10

Threat sources

1 InQ4 2024, allthreats sourcesinLatin Americaexhibited adecrease
of the percentage of ICS computers on which they were blocked.
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Latin America
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2022 2023 2024

e=g==|nternet ==®=Emailclients =®=—Removable media

i1 Threats from email clients (in terms of the percentage of ICS computers on
whichthey were blocked) exhibit agradualdownward trend mostly consistent
with the global trend, but noticeably above he global average.

Email clients

12%
8.99%
10% 7.92% 7.90% 7299, 7.79%

. 6.26% o g
89 5.36% 4.91% 5.09% 4.79% 5-23% 4599,

6%

4% . % 5 - o
o | 546% 612% 551% 5089 5.20% 459%
3.46% 315% 3.04% 3.04% 2.95% 272%

0%
Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4
2022 2023 2024

==g==Latin America World

Industries

1 The mostaffected industry in the region, as selected for this report,
was biometrics .

1 From aglobal perspective , the percentage of ICS computers on which
malicious objects were blocked in theoil and gas industry was1.1times higher

~
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Q42024
Biometrics T 26.2%

27.7%
ildi i I 22.8%
Building automation 25 0%

; e 21.7%
Construction 22 8%

; e 21.6%
Electric Power 23.6%

i i i I 20.5%
Engineering & ICS Integration 29 39,

; e 19.7%
Qil & Gas 18.6%,

Manufacturing  EEGEEE— 161.78.2%

0% 10% 20% 30%

u Latin America World

1 InQ4 2024, allselected sectors in the region exhibited adecrease in the
percentage of ICS computers on which malicious objects weréblocked.

Latin America

Regional Average

—
. 2

91"}'.8‘}‘.’;

17.7%

| 2}?}3}/‘:

Manufacturing

0% 5% 10% 15% 20% 25% 30% 35%

mQ42024 mQ32024 mQ22024

1 The selected sectors, despite fluctuations, have shown mostlya positive
dynamic in theirlong-term trends since Q1 2023
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Latin America Regional Average

40%

—e— Biometrics
35%

30% Building automation

25% ™ —— Construction

20% ——Electric Power

15%
Engineering & ICS

10% Integration
Q1 Q2 Q3 04 O Q2 Q3 Q4 QI Q2 Q3 Q4 ——Manufacturing
2022 2023 2024
——Qil & Gas
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South Asia

Current threats

1st in the region

2nd in the region

3rd in the region

7.06% 5.53% 2.90%
MALICIOUS SCRIPTS & DENYLISTED INTERNET SPYWARE
PHISHING PAGES RESOURCES
Z 1Xincrease in Q4 E decrease in (4 Z slightincrease in Q4
1.7P%0 146% 0.35%
VIRUSES WORMS MALWARE FOR AUTOCAD
Z slightincrease in Q4 E decrease in (4 Z 13xincrease in Q4
2nd globallyin growth
@ 1Xx above globalaverage @ 1.4 above global average
0.23%
RANSOMWARE
ped slightincrease in Q4
@ 11 above global average
3rd globally
10.45% 1.186 0.18%
THREATS FROM THREATS FROM THREATS FROM
INTERNET REMOVABLE DEVICES NETWORK FOLDERS

decrease in (4

3

decrease in Q4

3

& 3rd globally
18x above global average

Z 1 increase in Q4
(the only region that
experienced growth in
Q4)

@ 3rd globally

2.3 above global average
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Overall
1 Eighth place in the global ranking by percentage of ICS computers on which
malicious objects were blocked.
1 The region demonstrates a slondownward trend with some fluctuations.
1 InQ4 2024, the percentage of ICS computers on which malicious objects were
blocked decreased , falling belowthe global average.
X X 2 2 2 e 0
2, N5 Vb Rb KT Re Fe TR VT 2 e
ST 8% g8 23X 3k 2% SR 33 ms ¥p N8 &3
r |*‘“‘ “*i e ot B - 1
Ql Q2 Q3 4 Ql Q2 Q3 Q4 Ql Q2 Q3 4
2022 2023 2024
H South Asia World
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Comparative analysis

Threat categories

Q4 2024

Malicious scripts and phishing pages (JS and HTML) I — ;jﬂ%%

i i N 5.53%
Denylisted internet resources 5_52%"

Spy Trojans, backdoors and keyloggers EE— 2'90?’3_30%
. I 1.77%
Viruses 1.81%

I 1.46%
Worms 137%% °

Malicious documents (MSOffice + PDF) B 114%

Miners in the form of executable files for Windows | 06%%%2

B 0.35%
Malware for AutoCAD 0.38%°

. L. I 0.27%
Web miners running in browsers 0399

B 0.23%
Ransomware 0.21%

0% 2% 4% 6% 8% 10% 12%

m South Asia World

i Compared to the global average , the region has anoticeably higher
percentage of ICS computers on which the following were blocked:

U Worms: 11times higher.
U Viruses: 1.1 times higher
U Ransomwarel.l times higher

Threat sources

1 South Asia ranksthird globally by percentage of ICS computers on which
malicious threats from removable devices were blocked, surpassing the global
average byl.8&imes.

1 Additionally, the region ishird in the global ranking for the percentage
of ICS computers on which malicious threats fromnetwork folders
were blocked, exceeding the global average by a factor oR.3
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Q4 2024
12% 10.45%; 955,
10%
8%
6%
‘2“; 1.79% 27%% 118% o 4 0,
% * 047% 0.18% 0.08%
oo | -
Internet Email clients Removable media Network folders
H South Asia World
Quarterly changes and trends
Threat categories
South Asia
Malicious scripts and phishing pages (JS and HTML) Bl 0.69%
Malware for AutoCAD | 0.07%
Viruses | 0.03%
Spy Trojans, backdoors and keyloggers | 0.02%
Ransomware 0.01%
Web miners running in browsers -0.02%
Malicious documents (MSOffice + PDF) -0.12%
Miners in the form of executable files for Windows -0.31%
Worms -0.36%
Denylisted internet resources -1.70%

4% -3% -2% -1% 0% 1% 2% 3% 4%

1 Thelargest proportional increase in Q4 2024 was in the percentage
of ICS computers on which the following were blocked:

U Malware for AutoCAD: by 1.3 times
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Malware for AutoCAD
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U Maliciousscripts and phishing pagesby 11times.

Malicious scripts and phishing pages (JS and HTML)
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1 The heat map below illustrates changes in the rankings of threat categories
inthe region since the beginning of 2022 Malicious scripts and phishing
pages moved to first place in Q4 2024 Viruses moved to fourth place. Viruses
and wormshave consistently ranked high throughout the observed period.
Malware for AutoCAD moved up one position to eighth place.
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South Asia 2022 2023 2024
QL Q2 Q3 Q4 QI Q2 Q3 Q4 QI Q2 Q3 Q4

Malicious scripts and phishing
pages (JS and HTML)

Denylisted internet resources

Spy Trojans, backdoors and
keyloggers

Viruses . 6 6 4 6 4 4 5 4 5 5 5 4
Worms | 5 5 5 4 5 5 4 5 4 4 4 5

Malicious documents
(MSOffice + PDF) 4 4 5 5 6 6 6 6 6 6 6 6

Miners in the form of
executable files for Windows 7 7 8 7 7 7 7 7 7 7 7 7

Malware for AutoCAD 10 9 9 9 8 9 10 10 9 9 9 8

Web miners running in g 8 7 7 9 8 8 8 8 8 8 9
browsers

Ransomware 9 9 10 9 10 10 9 9 10 10 10 10

Threat sources

1 InQ4 2024,the majority of the threat sources in South Asiaexhibited a
decrease inthe percentage of ICS computers on which they were blocked.

South Asia

21%
" 15.00% 14.90% 13.24% 13.47% 14.44% 13.00% 13.62% 13.92% 13 27% 11.97%
H‘—._. _ e . = 10.94% ’ ° 10.45%

1%
4.62% 452% 4.65% | 4.36% 3.32%  3.31%

—_—

1% . .
356% 3.44% 281% 263% 2.85% 247% 235% 2.07% 199% 210% 2.08% 179%
4%

6% 3.20% 2.83% 2-46% 1.94% 155% | 118%

0] Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4
2022 2023 2024

e=g==|nternet ==e==Email clients ==#==Removable media

1 However, threats from network folders increased in Q4 2024 staying well
above the global average.
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Network folders

05% 0:43% 0.42% 200, 0.39%
0.4% 0.30% 0.29%

0.5% 0.42% 0.409 §
02% 0.35% 0.40% 0.39%

01%
0.0%
-0.1%

0.24% 0.21% %% 021% | o ... | 0.18%

0.28% 0.28%

017% 017% 0.15% 0.13% 0M% 0.08%

0] Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4
2022 2023 2024

South Asia World

1 Threats from removable drives continued to demonstrate a declining trend ,
though still significantly above the respective global trend.

Removable media

6.0% 4.62% 4.52% 4.65% 4.35%

. ° - o 3.32% 3.31% 3.20% 5 g3 .
40% —— % 1.94% 155% 1189
20% - - . ——
oo | 217% 2.66% 2.63% 2.67% 1000 0% : - —

- 1.31% 1.29% 113% 0.92% 0.69% 0.64%
-20%

2.46

Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4
2022 2023 2024

=—o==South Asia World

Industries

I The most affected industry in theregion, as selected for this report,
was biometrics .

1 From aglobal perspective, all sectorsunder consideration, except
manufacturing, exhibited alower percentage of ICS computers on which
malicious objects were blockedthan the respective global averages
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Q4 2024

; ; I 26.8%
Biometrics 27_7.;',;

T i I 23.0%
Building automation 25_"0%
i I 20.1%
Electric Power °23 69
i i i I 19.9%
Engineering & ICS Integration 2‘2'_3.3,

I 18.7%
17.6%

o

Manufacturing

; I 14.4%
Construction ° 22 8%

0% 10% 20% 30%
H South Asia World

1 InQ4 2024, allselected sectors in the region except electric power, exhibited a
decrease in the percentage of ICS computers on which malicious objects were
blocked.

South Asia

Regional Average

. . %o
. %
ccrcvove | T 1%
Q,
. 15.3°3
. OO
—

0% 5% 10% 15% 20% 25% 30% 35%

e —

mQ42024 mQ32024 mQ22024

1 The selected sectors for the most part show slow positive dynamics
with noticeable fluctuations in their longterm trends .
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South Asia .
Regional Average

45%

—— Biometrics
40%

35% Building

automation
30%
——Construction

25%

20% ——Electric Power

15% Engineering &ICS

10% Integration
Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 ——Manufacturing
2022 2023 2024
——OQil & Gas
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Southern Europe

Current threats

1st in the region

10.13%
MALICIOUS SCRIPTS &
PHISHING PAGES

Z 12x increase in Q4
2nd globally in growth

2nd in the region

6.38%
SPYWARE

Z 12x increase in Q4
It globally in growth

3rd in the region

4.75%
DENYLISTED INTERNET
RESOURCES

3

decrease in (4

@ 2ndglobally & 3rdglobally
14x above global average 15x above global average
3.70% 0.81% 0.29%
MALICIOUS DOCUMENTS WORMS WEB MINERS

Z 12xincrease in Q4
Ist globally in growth

Z 12xincrease in Q4

Z 12xincrease in Q4
2nd globallyin growth

@ Ist globally
2.2x above global average
0.26% 9.74% 6.50%
EXECUTABLE MINERS THREATS FROM THREATS FROM
INTERNET EMAIL CLIENTS

ped 1.1lincrease in Q4

slightincrease in Q4
3rd globally in growth

Z 1 increase in Q4
1stglobally in growth

S

1stglobally
2.4x above global average
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Overall

1 Eighth place in the regional rankingshared with South Asia in Q4 2024)

1 InSouthern Europe, the percentage of ICS computers on which malicious
objects were blocked is normallybelow the global average .

1 InQ4 2024, the regionsaw a 1.4fold increase in the percentage of ICS
computers on which malicious objects were blockedThe region ranked second
globallyin terms of growth.
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2022 2023 2024
H Southern Europe World
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Comparative analysis

Threat categories

Q4 2024

Malicious scripts and phishing pages (JS and HTML) _7"% 10.13%

Spy Trojans, backdoors and keyloggers _4_30% 6.38%

i i I 4.75%
Denylisted internet resources 5_5"2%

Malicious documents (MSOffice + PDF) m 3.70%

B 0.81%
Worms 137%

i I 0.29%
Viruses 1‘.’61"

o

. L. I 0.29%
Web miners running in browsers 0399

Miners in the form of executable files for Windows 1 0.&93@%

|l 0.17%
Ransomware 0.21%

| 0.06%
Malware for AutoCAD 0.38‘}?3

0% 2% 4% 6% 8% 10% 12%

B Southern Europe World

1 Compared to the global average , the region has a higher percentage
of ICS computers on which the following were blocked:

U Malicious documents 2.2times higher (surpassing Q3 2024 levels),
ranked first by value among the regions

U Spyware: 15 times higher (surpassing Q3 2024 levels), ranked third
by value among the regions

U Malicious scripts and phishing paged4 times higher (surpassing Q3
2024 levels) ranked second by value among the regions

Threat sources

1 In Q4 2024, Southern Europe agairanked first globally in the percentage of
ICS computers where malicious threats from email clients were blocked,
exceeding the global average by 2.4 timeg§ he region showedan increase from
Q3 2024.
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Q4 2024

12% 9.74%9.98%
10%

8% 6.50%

6%

A%, 2.72%

2% 0.20%0:64% 0.04% 0.08%
0%

Internet Email clients Removable media Network folders
B Southern Europe World

Quarterly changes and trends

Threat categories

Southern Europe

Malicious scripts and phishing pages (JS and HTML) I 1.845%
Spy Trojans, backdoors and keyloggers I 1.01%
Malicious documents (MSOffice + PDF) B 0.35%
Worms 1 0.12%
Web miners running in browsers | 0.04%
Miners in the form of executable files for Windows 0.02%
Viruses -0.01%
Malware for AutoCAD -0.01%
Ransomware -0.04%
Denylisted internet resources -1.04%

4% -3% -2% -1% 0% 1% 2% 3% 4%

1 In October 2024, industrial organizations isouthern Europe were hit by a wave
of phishing emails. According to Kaspersky Security Network, most of the
attacks targeted companies in Spain and Portugal. Among the analyzed
malicious samples distributed via those emailaere phishing PDF documents
containing links to malicious web resources, executable files, and installer files
containing malicious code irthe form of scripts and shell code designed to
download spyware.

The surge in the percentage of ICS computers irSouthern Europeon which
malicious scripts, malicious documents, and spyware were blocked reflects the
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scale of this wave. Learn moreGulLoader: Evolving Tacticsn Latest Campaian
Targeting European Industry

1 Thelargest proportional incr ease in Q4 2024 was in the percentage
of ICS computers on which the following were blocked:

U Maliciousscripts and phishing pagesby 12 times, ranked second
globallyinterms of growth .

Malicious scripts and phishing pages (JS and HTML)
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U Spyware:by 1.2 times, ranked firsgloballyin terms of growth.

Spy Trojans, backdoors and keyloggers

5.34%

é H Southern
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U Worms:by 1.2 times

THREAT LANDSCAPE FOR INDUSTRIAL AUTOMATI 10
SYSTEMS. REGIONS, Q4 2024 d &a ®G&aspensky lab


https://www.cadosecurity.com/blog/guloader-targeting-european-industrial-companies
https://www.cadosecurity.com/blog/guloader-targeting-european-industrial-companies

Kaspersky ICS CERT

lkaspersky

Worms

H Southern
Europe
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0 Web miners by 1.2 times, ranked secongdloballyin terms of growth.

Web miners running in browsers
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U Malicious documents by 1.1 times, ranked firgfloballyin terms of
growth.

Malicious documents (MSOffice + PDF)
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U Executable minersby 1.1 times
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Miners in the form of executable files for Windows
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1 The heatmap below illustrates changes in the rankings of threat
categories inthe region since the beginning of 2022Malicious scripts
and phishing pages have been the leading threat category in the region
throughout the observed period.Spyware moved backto second from
third place in Q4 2024.

Southern Europe 2022 2023 2024

Ql Q2 Q3 Q4 Q1 Q2 Q3 Q4 QI Q2 Q3 Q4

Malicious scripts and phishing
pages (JS and HTML)

Spy Trojans, backdoors and
keyloggers

Denylisted internet resources

Malicious documents
(MSOffice + PDF)

Worms 7 7 6 5 5 5 5 5 5 5 5 5

Viruses 8 8 8 8 6 8 8 6 8 8 6 6

Web miners running in
browsers

Miners in the form of 6 8 8
executable files for Windows

Ransomware 9 9 9 9 9 10 9 9 9 9 9 9

Malware for AutoCAD 10 10 10 10 10 9 10 10 10 10 10 10
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Threat sources

1 InQ4 2024, the percentage of ICS computerson whichthreats from the
internet were blockedincreased compared to the previous quarter,in contrast
to the global trend.

Internet

18% 5
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12.24%
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o Q2 Q3 Q4 Qo Q2 Q3 Q4 QO Q2 Q3 Q4
2022 2023 2024

==g==Southern Europe World

Threats from email clients alsoshowed anincrease (by 1.1 timesh percentage
of ICS computers on which they were blocked, compared to the previous
quarter.

Email clients

16%
14%  10.77%10.78%

12% 9-25% 8.57% 8.72% 5 go
10% | O e 1"

% 7.02% 7.14% 6.85% 7.06% . .
8% o= 7 5.88% 6.50%

&% - b - g —
4% s
2% 5.46% 612% 551% 506% 520% 4599
22;? TSI 3.46% 315% 3.04% 3.04% 295% 2.72%
Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4
2022 2023 2024
==g==Southern Europe World

Industries

I The most affected industr y in the region, as selected for this report, was
biometrics .
1 Compared to the respective global averages , the biometrics and building

automation sector s saw ahigher percentage of ICS computers on which
malicious objects were blockedin Q4 20247 by 1.2 and..1 times respectively.
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Q4 2024

Biometrics _277% 33.4%

Building automation _252.8‘.32%
Construction E— 5%
Engineering & ICS Integration I 18'3%22_3.,
Electric Power NN 16.9%

Manufacturing  EE— 14.71‘.';,6?

o

o

o

23.6%

0% 10% 20% 30% 40%

E Southern Europe World

1 InQ4 2024, all sectorsunder observationin the regionexhibited an increase
inthe percentage of ICS computers on which malicious objects were blocked

The most significant proportional increase was in the following sectors:

U Biometrics:by 1.1 times
U Building automation by 1.1 times
U Manufacturing: by 1.1 times

Southern Europe

Regional Average 19.7%
. . 33.4%
33.6%
Q
.
27.0%
Q
201%
. ) ) 18.3%
Engineering & ICS Integration _17.5% °
Q
16.7%
Q
15.3%

0% 5% 10% 15% 20% 25% 30% 35% 40%

Building automation

mQ42024 mQ32024 mQ22024

1 All selected sectors exhibitfluctuating long-term trends in terms of the
percentage of ICS computers on which malicious objects were blocked.
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Therates in the biometrics and building automation sectorsremain
significantly higher than the regional average

Southern Europe Regional Average

40%
359 —e— Biometrics

30%

Building
automation
25%
—— Construction
20%
15% T —~ —— Electric Power

10% Engineering &ICS

Integration
2022 2023 2024
—— Manufacturing
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Russia

Current threats

1st in the region

2nd in the region

3rd in the region

5.27% 4.25% 2.718%
DENYLISTED INTERNET MALICIOUS SCRIPTS & SPYWARE
RESOURCES PHISHING PAGES

E decreasein Q4 Z 1Xincrease in Q4 Z 13xincrease in Q4

2nd globally in growth

105% 103%
WORMS EXECUTABLE MINERS

Z 12x increase in Q4 Z 12x increase in Q4

2nd globally in growth 2nd globally in growth
@ 2nd percentage globally
1.Xx above global average

8.04% 0.29%
THREATS FROM THREATS FROM
INTERNET REMOVABLE DEVICES

E decreasein Q4 Z 12xincrease in Q4

1stglobally in growth
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Overall

1 Ninth in the global ranking by percentage of ICS computers on which malicious
objects were blocked.

1 InRussia the percentage of ICS computers on which malicious objects were
blocked has remaired below the global average since the beginning of 2023.

1 InQ4 2024, the region saw a increase in threats that were blocked on ICS

computers.
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1l ||N:'“N NN RN Qf Py
N e — — - = = = N____m_
I I I | ]
@] Q2 Q3 Q4 @] Q2 Q3 Q4 @] Q2 Q3 Q4
2022 2023 2024
H Russia World

Comparative analysis
Threat categories

1 Compared to the global figures , the region has aigher percentage
of ICS computers on whichminers in the form of executable files for Wndows
were blocked: 15 times higher(surpassing Q3 2024 levelsyanked second by
value globally.
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Q4 2024

i i N 5.27%
Denylisted internet resources 5_52.%

Malicious scripts and phishing pages (JS and HTNML) I— 4.25% 7 1%

Spy Trojans, backdoors and keyloggers I 2-78%4_30

Bl 1.05%
Worms 1_3732

'o

Miners in the form of executable files for Windows -0_17-8%%

Malicious documents (MSOffice + PDF) . 0.87%

o

Web miners running in browsers | 8-?;2’"

; B 0.34%
Viruses 1.°61°

o

| 0.05%
Ransomware 0.21%

0.02%
Malware for AutoCAD 0.38‘5.{,

0% 2% 4% 6% 8% 10% 12%
H Russia = World

Threat sources

.+ The regionshowed lower rates for all threat sources compared
to the respective global averages for these sources.

Q4 2024
12% 9.98%
0%~ 8.04%
8%
6%
A%, 2.72%
2% 0.71% 0_29%064% 0.04% 0.08%
0% | —
Internet Email clients Removable media Network folders
B Russia World
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Quarterly changes and trends

Threat categories

Russia
Spy Trojans, backdoors and keyloggers B 0.71%
Malicious scripts and phishing pages (JS and HTML) Bl 054%
Worms B 0.20%
Miners in the form of executable files for Windows | 0.05%
Viruses | 0.02%
Malware for AutoCAD 0.00%
Web miners running in browsers -0.01%
Malicious documents (MSOffice + PDF) -0.02%
Ransomware -0.04%
Denylisted internet resources -0.99%

4% -3% -2% -1% 0% 1% 2% 3% 4%

1 Thelargest proportional increase in Q4 2024 was in the percentage
of ICS computers on which the following were blocked:

0 Spyware:by 1.3 times, ranked secondloballyin terms of growth.

Spy Trojans, backdoors and keyloggers

R R

S o8
e o

<+ O« N

M )
o~ [= I _ _ -
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daamay

U Worms:by 1.2 times, ranked secongloballyin terms of growth.
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Miners in the form of executable files for Windows

5
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1 The heatmap below illustrates changes in the rankings of threat categories
inthe region since the beginning of 2022Denylisted internet resources
have been the leading threat category in the region since Q3 2023Norms
moved up one position in 4 2024 7 from fifth to fourth .

Russia 2022 2023 2024

Ql Q2 Q3 Q4 Q1 Q2 Q3 Q4

Denylisted internet resources
Malicious scripts and phishing
pages (JS and HTML)

Spy Trojans, backdoors and
keyloggers

Worms | 5 6 6 5 5 7 6 5 5 5 5 4

Miners in the form of
executable files for Windows

Malicious documents
(MSOffice + PDF)

Web miners running in
browsers

Viruses 8 8 8 8 8 8 8 8 7 7 8 8

Ransomware 9 9 9 9 9 9 9 9 9 9 9 9

Malware for AutoCAD 10 10 10 10 10 10 10 10 10 10 10 10

Threat sources

1 Threats from removable devices saw an increaseof 1.2 timesn Q4 2024.This
indicator wasfirst in terms of growth in the ranking ofallglobal regions.
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0.48% 0.58% 0.45% 0.38% 0.25% 0.29%

Q4 Q1 Q2 Q3 Q4

2024

Q4 Q1 Q2 Q3

2023
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2022
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Threats from the internet ,email clients ,and network folders exhibited a

decrease inQ4 2024.
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Industries
1 The most affected industr y in the region, as selected for this report,
was biometrics .
1 Compared to the global averages , all sectors under studysaw a lower
percentage of ICS computers on which malicious objects were blocked
Q42024
i ics N 23.9%
Biometrics ° 97 79
Engineering & ICS Integration  NEG—_—_—_———————————20.8%

o

o

1o ; I 18.9%
Building automation 2 25.0%

; e 18.9%
Electric Power o 23.6%
Construction e 18.7%
Manufacturing ] 15'71%67

Oil& Gas TN 12.5%

22.8%

18.6%
0% 10% 20% 30%

H Russia = World

INnQ4 2024, the majority of the selected industries in the region exhibited a
decrease inthe percentage of ICS computers on which malicious objects were
blocked. Theoil and gas and biometrics sectors showed anincrease . The
latter grew by 1.1 times.
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Russia
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e
29.0%
——
24.9%

18,9%

Regional Average

Biometrics

Engineering & ICS Integration

Building automation 24.3%

_ 18.9%
Electric Power 23.9%
Q,
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1 The selected sectors have shown mostlypositive dynamics in theirlong-term
trends since Q4 2022

Russia Regional Average
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40%
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Australia and New Zealand

Current threats

1st in the region

6.34%
MALICIOUS SCRIPTS &
PHISHING PAGES

¢, decreasein Q4

2nd in the region

3.31%
DENYLISTED INTERNET
RESOURCES

¢, decreasein Q4

1.86%
SPYWARE

3rd in the region

146%
MALICIOUS DOCUMENTS

¢, decreasein Q4

0.09%
RANSOMWARE

Z 2.Xincrease in Q4
Ist globally in growth

7.55%

THREATS FROM
INTERNET

E decreasein Q4

2.45%

THREATS FROM
EMAIL CLIENTS

E decreasein Q4

Overall

1 Tenth place inthe globalranking.

1 InQ4 2024, the region saw asubstantial decrease in threats that were blocked
on ICScomputers i around 1.2 times

1 The percentage of ICS computers on which malicious objects were blocked
inthe region isnoticeably less than the global figure .
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22.6%

I 20.5%

2022 2023 2024
o Australia and New Zealand World

Comparative analysis
Threat categories

1 Compared to the global average , the percentage of ICS computers
inthe region on which each threat type was blocked wasower across all threat

types.

Q4 2024

Malicious scripts and phishing pages (JS and HTNML) I— 6'3;‘_?1@!%

Denylisted internet resources I 3.31% 52%

Spy Trojans, backdoors and keyloggers I 1.86% 30%

Malicious documents (MSOffice + PDF) I 11%?;‘2:"

l 0.25%
Worms 137%

. L. I 0.22%
Web miners running in browsers 039

Miners in the form of executable files for Windows 1 0-3_27%@%
i I 0.19%
Viruses ‘1' 61%
| 0.09%
Ransomware 0_21%°
Malware for AutoCAD | Ob(.)%‘.:;:z

0% 2% 4% 6% 8% 10% 12%

o Australia and New Zealand World
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Threat sources

1 The percentage of ICS computers on which threats fromselected threat
sources were blocked was below the global average .

Q42024

12% 9.98%
10% 7.55%

8% . (-]

6%

4% 2.45%2.72%

2% 0.08%0:64% 0.01% 0.08%
o [ ] 08

Internet Email clients Removable media Network folders

W Australia and New Zealand m World

Quarterly changes and trends

Threat categories

Australia and New Zealand

Ransomware | 0.05%
Spy Trojans, backdoors and keyloggers 0.00%

Viruses -0.02%

Worms -0.03%

Malware for AutoCAD -0.03%

Miners in the form of executable files for Windows -0.04%

Web miners running in browsers -0.08%

Malicious documents (MSOffice + PDF) -0.71%
Denylisted internet resources -0.85%
Malicious scripts and phishing pages (JS and HTML) -1.07%

4% -3% -2% -1% 0% 1% 2% 3% 4%

1 Compared to the previous quarter, the largest proportional increase was
inthe percentage of ICS computers on whichransomwarewas blocked f by 2.3
times. The region rankedfirst globally in terms of growth of ransomware in Q4
2024.
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Ransomware

¢ W Australiaand
N New Zealand
o

oI = World
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'04%
0 16%
.09%
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1 The heatmap below illustrates changes in the rankings of threat categories
inthe region since the beginning of 2022Malicious scripts and phishing
pages have been the leadng threat category in the region throughout
the observed period, whiledenylisted internet resources  have consistently
ranked second. In 4 2024, spyware moved to third place, surpassingmalicious
documents. Worms moved from sixth to fifth place inthe regional rating.

Australia and New Zealand 2022 2023 2024

Ql Q2 Q3 Q4 QI Q2 Q3 Q4 QI Q2 Q3 Q4

Malicious scripts and phishing
pages (JS and HTML)

Denylisted internet resources

Spy Trojans, backdoors and
keyloggers

Malicious documents
(MSOffice + PDF)

Worms 8 6 8 8 6 6 7 8 7 7 6 5

Web miners running in
browsers

Miners in the form of 6
executable files for Windows

Viruses 7 5 5 7 4 5 8 7 8 8 8 7

Ransomware 9 10 10 10 10 10 9 9 9 9 10 8

Malware for AutoCAD 10 7 9 9 7 9 10 10 10 10 9 9
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Threat sources

1 Threats from all selected sourcesexhibited adecreasein Q4 2024.

Australia and New Zealand

129 1.09%

0% I33% 896% 913%  g.89% 962% 982% 926% 909% 7% 973%
— - - 7.55%

o \
8.34% .

6% S
5 6.35% | 6.08% 5.0 629%

4.96% 463% . .
2% 3.96% | 4.06%

o N . . . - ~ A 3.29% | 3.21% 2 45%

0.68% 0.59% 0.64% 0.63% 0.53% 0.62% o o 5 5 5 o
_99 0.12% 0.18% 0.12% 0.18% 0.18% 0.08%

-4%
0] Q2 Q3 Q4 o]} Q2 Q3 Q4 Q1 Q2 Q3 Q4
2022 2023 2024

e=g==|nternet ==8==Emailclients =—#=—Removable media

Industries

91 The most affected industr y in the region, as selected for this report, was
building automation

Q4 2024
Building automation I—17.1% 25.0%
Engineering & ICS Integration _ 15.9% 223%
Construction I 10.7% 22 8%
0% 10% 20% 30%

m Australia and New Zealand World

1 InQ4 2024, all selectedsector s exhibited adecrease inthe percentage of ICS
computers on which malicious objects weréblocked.
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Australia and New Zealand

. I 13.9%
Regional Average 16.0%
16.9%

o ) 17.1%
Building automation 21.7%
20.3%
) ) ) 15.9%
Engineering & ICS Integration 17.4%
18.8%
) 10.7%
Construction 13.0%
13.6%

0% 5% 10% 15% 20% 25%

mQ42024 mQ32024 mQ22024

1 Thebuilding automation andengineering & ICS integr ation sectors exhibit
highlyfluctuating trends , oscillating around the regional average until Q3 2023
in terms of the percentage of ICS computers on whichmalicious objects were
blocked. The construction sector continues to show amostly downward
trend , below the regional average.

Australia and New Zealand
30%

25% Regional Average

20%
Building

15% automation

—s— Construction
10%
5% —s—Engineering & ICS

Integration
0%

2022 2023 2024
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Western Europe

Current threats

1st in the region

4.43%

MALICIOUS SCRIPTS &
PHISHING PAGES

Z liincrease in Q4

2nd in the region

3.59%
DENYLISTED INTERNET
RESOURCES

3

decreasein Q4

3rd in the region

154%
SPYWARE

3

decrease in Q4

0.29%
WORMS

Z l.dincrease in Q4

0.21%
WEB MINERS

Z 1.Xincrease in Q4
3rd globally in growth

0.08 %
RANSOMWARE

Z 1.Xincrease in Q4

6.37%

THREATS FROM
INTERNET

C

decreasein Q4

168%

THREATS FROM
EMAIL CLIENTS

C

decreasein Q4

Overall

1 Eleventh place in theglobalranking.

1 In general, thigegion hasone of the lowest percentages

on which malicious objects were blocked.

of ICS computers

1 InQ4 2024, the regionshowed a decrease in threats that were blocked
on ICS computers.
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® Western Europe World

Comparative analysis
Threat categories

1 Compared to the global average , the percentage of ICS computers
inthe region on which each threat type was blocked wasoticeably lower
across all threat types.

Q4 2024

Malicious scripts and phishing pages (JS and HTML) I—4.43% 7 1%
Denylisted internet resources I 3.59% 552

o

Spy Trojans, backdoors and keyloggers N _1.54% 430%
Malicious documents (MSOffice + PDF) - 0-7?3";%
I 0.29%
Worms 1_%77

. L. I 0.21%
Web miners running in browsers 0.39%

Miners in the form of executable files for Windows | 0'2,?7%%

i | 0.18%
Viruses ‘1' 61

o

| 0.08%
Ransomware 0_21%"
Malware for AutoCAD oggg’%

0% 2% 4% 6% 8% 10% 12%
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Threat sources

1 All threat sources showed values noticeablybelow their respective
global averages.

Q4 2024
12% 9.98%
10%
8% 6.37%
6%
4% 1.68% 2.72%
2% _ 0.13%0-64% 0.03% 0.08%
0% |
Internet Email clients Removable media Network folders
B Western Europe World

Quarterly changes and trends

Threat categories

Western Europe

Malicious scripts and phishing pages (JS and HTML) Bl 0.46%

Web miners running in browsers | 0.03%
Ransomware 0.02%
Worms 0.02%
Miners in the form of executable files for Windows 0.02%
Malware for AutoCAD 0.00%

Viruses -0.03%

Spy Trojans, backdoors and keyloggers -0.08%

Malicious documents (MSOffice + PDF) -0.11%

Denylisted internet resources -0.89%

4% -3% -2% -1% 0% 1% 2% 3% 4%

1 Thelargest proportional increase in Q4 2024 was in the percentage
of ICS computers on which the following were blocked:

U Ransomwareby 1.3 times
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Ransomware
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0 Web miners by 1.2 timesranked third globally in terms of growth in Q4
2024.

Web miners running in browsers
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U Executable minersby 1.1 tims.
Miners in the form of executable files for Windows
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U Malicious scripts and phishing pagedy 1.1 times
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0 Worms:by 1.1 times

1 The heatmap below illustrates changes in the rankings of threat categories
inthe region since the beginning of 2022Malicious scripts moved back to first

place in Q4 202.Viruses dropped backto eighth place in the regional threat
category ranking.
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